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Overview and Quickstart

PingAccess overview

PingAccess is an identity-enabled access management product that protects Web Applications and APIs by applying
security policies to client requests. It works in conjunction with PingFederate to integrate identity-based access
management policies using a federated corporate identity store using open standards access protocols.

Access requests are either routed through a PingAccess Gateway to the target Site, or they are intercepted at the target
web application server by a PingAccess Agent, which in turn coordinates access policy decisions with a PingAccess
Policy Server. In either instance, policies applied to access requests for the target Application are evaluated, and
PingAccess makes a policy-based decision to grant or deny access to the requested resource. When access is granted,
client requests and server responses can be modified to provide additional identity information required by the target
Application.

N

|

PingAccess’
Gateway —

ro—

PingAccess’

Policy Server

PingAccess’

Agent
=62

Use virtual hosts

Virtual Hosting enables you to host multiple server or domain names. This allows one server to share resources
without requiring all sites on the server to use the same host name. For example, you may want to use multiple names
on the same server so that each site name reflects the services offered rather than the actual server name where those
sites are hosted.

PingAccess supports virtual hosting by serving requests bound for a set of defined server names and mapping them to
requested applications. The target host header presented by the client can optionally be rewritten with the appropriate
back-end host name. For example, say the host configured for Site One is hr121.internal:80. You configure
Application One to use a virtual host of hr .mycompany.com: 80. You associate Site One with Application One.
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PingAccess listens for incoming requests for the site at hr . mycompany.com: 80. When a client request comes in
to hr .mycompany.com: 80, PingAccess sees the request, looks at the name of the domain configured for the back-
end site, and replaces the target Host header with hr121.internal:80.

Supporting HTTPS requests causes additional complexity due to the need for SSL/TLS certificates. Prior to
availability of SNI in Java 8, an HTTPS port could only present a single certificate. In order to handle multiple Virtual
Hosts you have to use a wildcard name certificate or the Subject Alternative Name (SAN) extension. With SNI
available, Virtual Hosts can present different certificates on a single HTTPS port. You can assign which certificates
(Key Pairs) are used by which Virtual Host on the HTTPS Listeners page - see HTTPS Listeners.

Application and resource evaluation

Applications represent Web applications or APIs to which a request is sent. They are defined by a context root

and virtual server which must be unique. The context root is the first part of the URL path, starting with a slash (/)
and can be arbitrarily long or deep - that is, it can contain any number of slashes. No wildcards are allowed in the
context root. For example, /myApp or /hrApps/appOne. When a request comes in, PingAccess needs to identify
the application for the request by matching the request URL prefix against the defined applications. If two or more
application context roots start with the same string, PingAccess will match the longest (and therefore most specific)
context root first. For example, if Appl has context root /hrApps and App2 has context root /hrApps/myApp,
then a request with URL /hrApps/myApp/pagel will match App2.

Resources represent parts of the application URL space beyond the context root that have distinct security
requirements. All applications have the default Root Resource which corresponds to all URLs not handled by other
resources. Any number of additional resources can be defined. Each resource can specify an arbitrary number of URL
path prefixes which may contain wildcards.

Resources can be defined in any order, as ordering is not used to determine precedence. Instead, the match that is the
most specific for the requested URL path prefix is used to determine which resource was requested.

For example, suppose we have application called App1 with a Context Root of "/" and the following resources:

* Resl with a path prefix of /foo
* Res2 with a path prefix of /* /bar
* Root Resource with the default path prefix /

If a user requests the resource at / foo/bar, PingAccess would identify the requested resource as Res2 and make
policy decisions based on that identification.

In addition, resources that are associated with an API Application Type can be defined based on the method used with
the URL. For example, suppose we have an Application called App2 defined with the following resources:

» Res3 with a path prefix of / foo
* Res4 with a prefix path of /* /bar for the GET method
* Res5 with a prefix path of /* /bar for the PUT method

If a user requests / foo/bar using a GET method, PingAccess would identify the requested resource as Res4 and
make policy decisions based on that identification. A request to /foo/bar using a PUT method, however, would
result in PingAccess identifying the requested resource as ResS5.

WAM session initiation

Once a user authenticates, PingAccess applies the application and resource-level policies to the request. Once policy
evaluation is passed, any required token mediation between the back-end Site and the authenticated user is performed.
The user is then granted access to the Site.
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Processing steps:

1. When a user requests a Web resource from PingAccess, PingAccess inspects the request for a PA Token.
2. Ifthe PA Token is missing, PingAccess redirects the user to an OpenID Connect Provider (OP) for authentication.

= Info: When using an OP, an OAuth Client must already be configured in PingAccess. For steps on
configuring an OAuth Client within PingFederate, see Configuring a Client. To then configure that OAuth
Client within PingAccess, see the Web Session section on the PingFederate page.
3. The OP follows the appropriate authentication process, evaluates domain-level policies, and issues an OpenlD
Connect (OIDC) ID Token to PingAccess.
4. PingAccess validates the ID Token and issues a PA Token and sends it to the browser in a cookie during a
redirect to the original target resource. Upon gaining access to the resource, PingAccess evaluates application and
resource-level policies and optionally audits the request.

= Info: PingAccess can perform Token Mediation by exchanging the PA Token for the appropriate security
token from the PingFederate STS or from a cache (if token mediation occurred recently).
5. PingAccess forwards the request to the target site.
6. PingAccess processes the response from the site to the browser (step not shown).

= Info: See the Web Sessions documentation for more information.

Token mediation

When planning a PingAccess deployment, it is necessary to take stock of existing applications and their authentication
requirements and mechanisms. When an existing token-based authentication mechanism is in use, retrofitting that
mechanism may not always be desirable or cost-effective.

Token Mediation allows a PingAccess gateway to use a PingFederate token generator to exchange the PA Token

or an OAuth Bearer Token for a security token used by the foreign authentication system. The access request is
transparent to the user, allowing PingAccess to transparently manage access to systems using those foreign tokens.
The request is also transparent to the protected application, which handles the access request as if it came from the
user directly. Once token mediation has occurred, the token used for accessing the application is cached for future use
during the session.

The following illustration shows an example of token mediation using PingFederate to exchange a PA Token or
OAuth Bearer Token for a different security token.


http://documentation.pingidentity.com/pingfederate/pf/?contextId=help_OAuthClientManagementTasklet_OAuthClientManagementState
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Processing steps:
1. A user requests a Resource from PingAccess with a PA Token or OAuth Bearer Token.

=» Info: This example assumes the user has already obtained a PA Token or OAuth Bearer Token. See Web
Access Management documentation or Using the OAuth Authorization Server for details on how users
authenticate with PingFederate and obtain a PA Token or OAuth Bearer Token.

2. PingAccess evaluates resource-level policies and performs token mediation by acquiring the appropriate security
token from the PingFederate STS specified by the Site Authenticator.

3. PingAccess sends the request to the Site (Web application) with the appropriate token.
4. PingAccess returns the response to the client (not shown).

Server-side session management

The server-side session management feature allows for tighter session control, leveraging the single logout
capabilities provided by PingFederate 7.2. The ability to enforce single logout enables the following scenarios:

1. PingAccess can reject a PingAccess cookie associated with a session that has been typically based on end user
driven logout.

2. The end user can initiate a logout from all PingAccess issued web sessions using a centralized logout.

This feature performs a validation check with PingFederate when protected resources are served. The OpenlD
Connect option must be enabled in the OAuth 2.0 Authorization Server (AS) role, and access to the OpenID Connect
session revocation API must be enabled.

Use the OAuth authorization server

PingAccess supports the Bearer Token Security Model and the Validation Grant Type extension grant and uses an
OAuth AS in the following ways:

*  Works with OAuth Authorization Servers such as the PingFederate OAuth AS to authorize access to protected
Resources.

» Protects applications by requiring an OAuth bearer access token (see Section 2.1 of RFC 6750 for supported token
transport details).

* Acts as an OAuth Resource Server, requesting validation from the OAuth AS for the bearer access token it
receives from a client making a protected-resources call. The OAuth AS validates the access token and sends
token attributes to PingAccess, which evaluates the returned OAuth details against policies set in the Applications
section of the Policy Manager documentation.

» Grants access to a Resource based on the use of Rules in combination with the OAuth AS validation.


http://documentation.pingidentity.com/pingfederate/pf/?contextId=concept_tokenModelsAndManagement
http://documentation.pingidentity.com/pingfederate/pf/?contextId=concept_grantTypes
http://documentation.pingidentity.com/pingfederate/pf/?contextId=concept_aboutOauth
http://tools.ietf.org/html/rfc6750#section-2.1
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WebSocket support

The WebSocket protocol, defined in RFC 6455, describes a lightweight communications protocol that is used by
many interactive web applications where HTTP would impose unnecessary overhead. The design of the WebSocket
protocol includes features that allow it to work in environments where a proxy or other intermediary is present.

PingAccess supports WebSocket communications natively, without any additional configuration required; the URI to
the WebSocket is treated like any other application resource in PingAccess. With the WebSocket handshake, identity
information can be injected into headers using standard Identity Mappings, allowing a personalized user experience.
Access control policies can also be applied, requiring the user to authenticate using either a standard OpenID Connect
authentication flow or an OAuth token before accessing a WebSocket-based application.

The WebSocket Handshake Rule allows the administrator to control the following aspects of the handshake:

Allowed origins

Controls the origin of WebSocket requests made from browsers to protected WebSocket resources.
Allowed subprotocols

Controls which WebSocket subprotocols are permitted for the application.
Allowed extensions

Controls which WebSocket extensions are permitted for the application.

About the PingAccess Quickstart Demo App

The PingAccess Quickstart Application is a pre-packaged web application and PingAccess/PingFederate
configuration that can be used to explore the features and functionality of PingAccess.

The configuration runs on your local system. In order to use the QuickStart Application, you will need a PingAccess
license to use the Quickstart Application. Request a License Key from Ping Identity to get started.

Download and install the Quickstart Application

1. Visit the Ping Identity Product Downloads page and download both PingFederate and PingAccess.
2. From the same page, download the PingAccess Quickstart Demo App

3. Unzip the PingAccess Quickstart Demo App zip file, then open pingaccess-quickstart-<version>/
ReadMeFirst.pdf

4. Follow the setup instructions included in the PDF to install the Quickstart environment


http://tools.ietf.org/html/rfc6455
https://www.pingidentity.com/en/products/request-license-key.html
https://www.pingidentity.com/en/products/downloads.html
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Install PingAccess

Installation requirements

The following sections detail system, hardware, and port requirements for installing PingAccess:

» System requirements on page 14
* Hardware Requirements on page 15
* Port requirements on page 15

System requirements

PingAccess is certified as compatible for deployment and configuration with the minimum system specifications
defined below.

Software requirements

Ping Identity has qualified the following configurations and certified that they are compatible with the product.
Variations of these platforms (for example, differences in operating system version or service pack) are supported up
until the point at which an issue is suspected as being caused by the platform or other required software.

E Note: PingAccess supports [Pv4 addressing. There is currently no support for IPv6 addressing.

Operating systems

B Note: PingAccess has been tested with default configurations of operating system components. If your
organization has customized implementations or has installed third-party plug-ins, deployment of the
PingAccess server may be affected.

* Microsoft Windows Server 2008 R2 SP1

*  Microsoft Windows Server 2012 Standard

*  Microsoft Windows Server 2012 R2 Datacenter
* Red Hat Enterprise Linux ES 6.8

* Red Hat Enterprise Linux ES 7.2

* SUSE Linux Enterprise 11 SP4

Virtual systems

Although Ping Identity does not qualify or recommend any specific virtual-machine (VM) products, PingAccess has
been shown to run well on several, including VMWare, Xen, and Windows Hyper-V.

= Info: This list of products is provided for example purposes only. We view all products in this category
equally. Ping Identity accepts no responsibility for the performance of any specific virtualization software and
in no way guarantees the performance and/or interoperability of any VM software with its products.

Java runtime environment
* Oracle Java 8 (64-bit)
Supported PingFederate

» PingFederate 8.1
» PingFederate 8.2

Supported browsers for end users

e Chrome
* Firefox
e Safari



| Install PingAccess | 15

* Edge

» Internet Explorer 9 and higher
» Android

+ i0S

Supported browsers for admin console

*  Chrome
* Firefox
» Internet Explorer 11 and higher

Audit event storage (external database)

* Oracle 11g R2
e Oracle 12¢

Hardware Requirements

= Info: Although it is possible to run PingAccess on less powerful hardware, the following guidelines
accommodate disk space for default logging and auditing profiles and CPU resources for a moderate level of
concurrent request processing.

Minimum hardware requirements

* 4 CPU/Cores
*+ 2GBofRAM
* 2.1 GB of available hard drive space

Minimum hardware recommendations

*  Multi-CPU/Cores (8 or more)
* 4GB ofRAM
* 2.1 GB of available hard drive space

Port requirements

The following table summarizes the ports and protocols that PingAccess uses to communicate with external
components. This information provides guidance for firewall administrators to ensure the correct ports are available
across network segments.

= Info: Direction refers to the direction of requests relative to PingAccess. Inbound requests are requests
received by PingAccess from external components. Outbound requests are requests sent by PingAccess to
external components.

Service Protocol TCP/UDP  Default port Source Destination Direction Description

(Type of

traffic)

PingAccess HTTPS TCP 9000 PingAccess PingAccess Inbound Used for

Administrative Administrator Administration incoming

Console browser, Engine requests
PingAccess to the
administrative PingAccess
API REST administrative
calls, console.
PingAccess Configurable
Replica using the
Admin and admin.port
clustered property

in the
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Service Protocol TCP/UDP
(Type of

traffic)

Default port Source

Destination Direction

Description

PingAccess HTTPS TCP
Cluster

Communications

Port

PingAccess HTTP/ TCP
Engine HTTPS

Engine
nodes

9090 PingAccess PingAccess

Administrator Administration

browser, Engine
PingAccess
administrative
API REST
calls,
PingAccess
Replica
Admin and
clustered
Engine

nodes

3000 Client PingAccess
Browser, Engine
Mobile
Devices,
PingFederate
Engine

run.propertie.
file.

This port is
also used
by clustered
engine
nodes and
the replica
admin node
to pull
configuration
data using
the admin
REST APL

Used for
incoming
requests
where the
clustered
engines
request their
configuration
data.
Configurable
using the
clusterco
property

in the
run.properties

file.

This port is
also used
by clustered
engine
nodes and
the replica
admin node
to pull
configuration
data using
the admin
REST APL

Used for
incoming
requests

to the
PingAccess
runtime
engine.

hfig.port

Configurable
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Service Protocol TCP/UDP  Default port Source Destination Direction Description
(Type of
traffic)

using the
Listeners on
page 55
configuration
page.

PingAccess HTTP TCP 3030 PingAccess PingAccess Inbound Used for

Agent Agent Engine incoming
Agent
requests
to the
PingAccess
runtime
engine.
Configurable
using the
agent.http.port
property
of the
run.propertie.
file.

PingFederate HTTPS TCP 9031 PingAccess PingFederate Outbound Used to

Traffic Engine validate
OAuth
Access
Tokens,
ID Tokens,
make STS
calls for
Identity
Mediation,
and return
authorized
information
about a user.
Configurable
using the
PingFederate
Settings
page within
PingAccess.

PingAccess  JGroups TCP 7610 PingAccess PingAccess Inbound Used for

Cluster Engine Engine communicatiqns

Traffic between
engine nodes
in a cluster.
Configurable
using the
run.propertie.
file.
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Service Protocol TCP/UDP  Default port Source Destination Direction Description
(Type of
traffic)

PingAccess  JGroups TCP 7710 PingAccess PingAccess Inbound Used by

Cluster Engine Engine other nodes

Traffic in the cluster
as part of
the cluster's
failure-
detection
mechanism.
Configurable
using the
run.propertie

file.

PingAccess  JGroups UDP 7500 PingAccess PingAccess Inbound Used by

Cluster Engine Engine other nodes

Traffic in the same
cluster
to share
information.
Configurable
using the
run.properties

file.

In addition to port 3000, additional engine listener ports defined in the configuration need to be open as well.

Install PingAccess on Linux

Prior to starting the installation, the following prerequisites must be met:
» Ensure you are logged on to your system with appropriate privileges to install and run an application.

E Note: On Linux, we recommend that you install and run PingAccess as a non-root user.

* The 64-bit Oracle JRE must be installed.

» The System or User Environment Variable JAVA HOME must exist and be set to a value that represents the
location of your Java installation (ie; usr/java/jidk 1.8.0_74).

* The JRE /bin directory (ie; usr/lib64/jvm/jre/bin) path must be added to the PATH variable so it is available for
scripts that depend on it.

*  Youmust have a pingaccess. lic license file. If you do not have one, you can request an evaluation key at
the Request a License Key page (www.pingidentity.com/content/pic/en/products/request-
license-key.html).

1. Extract the distribution ZIP file into your installation directory.

2. Copy your license key file to PA HOME/conf/pingaccess.lic.

= Note: PingAccess will not start without a valid license key file.

O Tip: If you are deploying PingAccess in a cluster configuration, see PingAccess cluster configuration
documentation.


https://www.pingidentity.com/en/products/request-license-key.html
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Install PingAccess on Red Hat Enterprise Linux

Prior to starting the installation, the following prerequisites must be met:
» Ensure you are logged on to your system with appropriate privileges to install and run an application.

E Note: On RHEL, we recommend that you install and run PingAccess as a non-root user.

* The 64-bit Oracle JRE must be installed.

» The System or User Environment Variable JAVA HOME must exist and be set to a value that represents the
location of your Java installation (ie; usr/java/jidk 1.8.0_74).

* The JRE /bin directory (ie; usr/lib64/jvm/jre/bin) path must be added to the PATH variable so it is available for
scripts that depend on it.

*  Youmust have a pingaccess. lic license file.

E Note: If you do not have one, you can request an evaluation key at the Request a License Key page
(www.pingidentity.com/content/pic/en/products/request-license-key.html).
During the first run of PingAccess, you will be prompted to upload the license file via the UI.
1. Download the distribution ZIP file into your installation directory.
2. Launch the installation script: sudo -E ./pa-install.sh -v 4.1.0

3. Follow the prompts on the screen, enter your preferred options, or accept the default values.
The installation completes by starting up PingAccess according to the parameter values you supplied. Wait until
you see the "Starting" and "Started" messages.

4. Open a browser and enter the machine and PingAccess admin port in the URL, for example:
https://yourhost:9000
5. Finalize your setup.

O Tip: If you are deploying PingAccess in a cluster configuration, see PingAccess cluster configuration
documentation.

Install PingAccess for Windows

Prior to starting the installation, the following prerequisites must be met:
» Ensure that you are logged on to your system with appropriate privileges to install and run an application.

E Note: The Windows installer will ask for admin privileges during installation.

* The 64-bit Oracle JRE must be installed.

» The System Environment Variable JAVA_ HOME must exist and be set to a value that represents the location of
your Java installation (ie; C:\Program Files\Java\jre 1.8.0 _91).

* The javapath directory path (ie; C:\Program Files\Oracle\Java\javapath) must be added to the PATH variable.
1. Download the PingAccess Windows installer.
2. Double-click on the icon to launch the PingAccess Setup Wizard.

3. Click Next and follow the prompts to complete the installation using the following information for the
Operational Mode that you select.

Operational Mode Requirements

Standalone Ports

* PingAccess administrative console: TCP 9000
+ PingAccess agent protocol: TCP 3030

Clustered Admin Node Ports



https://www.pingidentity.com/en/products/request-license-key.html

* PingAccess administrative console: TCP 9000
* Configuration query port: TCP 9090
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Clustered Replica Admin | ports

Node
* PingAccess administrative console: TCP 9000

* Configuration query port: TCP 9090
Prerequisites

* A Clustered Admin Node must be installed and configured.

on a separate machine in the same network.

* A configuration data archive file for the Replica Admin Node must be available.
Consult PingAccess clustering documentation for more information.

E Note: We recommend that you install the Clustered Replica Admin Node

Clustered Engine Node Ports

» PingAccess agent protocol: TCP 3030
Prerequisites

* A Clustered Admin Node must be installed and configured.

* A configuration data archive file for the Clustered Engine Node must be
available. Consult PingAccess clustering documentation for more information.

4. To complete the Installation, copy the URL of the PingAccess admin console that is displayed on the final screen

of the PingAccess setup wizard and click Finish.

5. To customize and finalize the PingAccess setup, paste the URL you copied into your web browser and connect to

the admin console of the instance you have just installed.

Start PingAccess

1. In a command prompt or terminal window, change to the PingAccess bin directory:
* OnLinux: cd PA HOME/bin
* On Windows: cd PA HOME\bin

2. Start the run script for the platform:

e OnLinux: ./run.sh
*  On Windows: run.bat

Wait for the script to execute. PingAccess is started when you see the message “PingAccess running...” in the

command window.

Access the admin console for the first time

1. Launch your browser and go to: https://<DNS _NAME>:9000
<DNS_NAME> is the fully-qualified name of the machine running PingAccess.

= Info: If you have not yet installed a PingAccess license, the server will redirect you to the License
Upload screen outside of the main UI, before login (see Upload or view a PingAccess license ).

2. Sign in with the default username and password:

Username: Administrator
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Password: 2Access
3. Read and accept the license agreement.
4. Change the default administrator password on the First Time Login page, then click Continue.

= Info: The new password must conform to the rules specified by the
pa.admin.user.password.regex property in run.properties.

The PingAccess administrative console appears.

Upon a successful login, PingAccess creates a backup of the current configuration to allow the administrator to
revert any changes made. This backup is stored in PA_HOME/data/archive. The number of backup files can be
controlled using the pa .backup.filesToKeep property in run.properties.

& Caution: As the backup file contains your complete PingAccess configuration, ensure the file is protected
with appropriate security controls in place.
Administrative Console elements
The PingAccess Administrative Console is a rich web user interface with many icons and direct actions on objects.
This page describes the techniques and icons used throughout the console.
Online help

The Administrative Console provides extensive online help. When you hover the mouse over the O help icon, a
popup is presented with a brief explanation of the of the page, section, or field containing it.

CASE SENSITIVE PATH (2)
Select the virtual host for the application. Virtual hosts are

defined in Access | Virtual Hosts.

VIRTUAL HOST(S) @

443 = Ny

Icons

T Expand - the expand icon indicates that more information and options are available for the object.

#' Edit - the edit icon is used to modify object properties.
* [ Delete - the delete icon is used to delete the object.

© Remove - the remove icon is used to delete objects.

i Reorder - the reorder icon is used to rearrange object order by dragging the object to the desired location.

Object filtering

Many pages have a filter that enables narrowing down the number of available objects. As you type characters into
the filter, only objects that meet the filter criteria are shown.
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Pages that have multiple items on them, such as applications, can be filtered based on selected criteria by clicking
Narrow By and then selecting criteria to filter by. For example, in the Applications page, you can narrow the list by
specific sites and agents, or by virtual host.

Access the PingAccess administrative API

1. Send HTTP requestto URL https://<host>:<admin-port>/pa-admin-api/v2/<api-
endpoint>.

2. You must provide appropriate administrator credentials in the request.

For example, the following cURL command will return a list of all defined applications by sending
a Get request to the applications resource:

curl -k -u Administrator:Passwordl -H "X-Xsrf-Header:
PingAccess" https://localhost:9000/pa-admin-api/v2/applications

* The -u Administrator:Passwordl parameter sends Basic Authentication header with
the username Administrator and password Passwordl

» The -k parameter specifies to ignore HTTPS certificate issues

* The -H "X-Xsrf-Header: PingAccess" parameter sends an X-XSRF-Header with
value PingAccess

Access the interactive administrative APl documentation

1. Launch your browser and go to URL https://<host>:<admin-port>/pa-admin-api/v2/api-
docs/. For example, https://localhost:9000/pa-admin-api/v2/api-docs/.

2. The browser may prompt for credentials. Enter the administrator username and password.

For example, to use the interactive Administrative API documentation to see all defined
applications:

1. Click on the /applications endpoint to expand it.

Click on the GET method (GET /applications) to expand it.

Enter parameters values or leave all blank.

Click Try It Out button.

The Request URL, Response Body, Response Code, and Response Headers appear.

AN

Stop PingAccess

1. Press Ctrl+C in the command-prompt or terminal window.

2. Conditional: If PingAccess is running on Windows, press y when prompted to terminate the script.

Upload or view a PingAccess license

The Settings > System > License page displays the current license attribute list. If an admin wants to update an
existing license, it may be done via this page. An admin can preview a new license's attributes here, and compare
them with the current license before installing it. The Ul will display a warning ribbon on the page in certain cases.
For example, if the expiration date of the uploaded license is sooner than the current license, the Ul will flag that as
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a warning. If the new license looks good, the admin may commit it, and the new license will replace the old. The
License Upload page outside of the main UI will be the first page an admin sees on his first log in to the admin
console of PingAccess.
1. Open a browser window, enter the URL for your PingAccess admin console, and log in.

Scenario Description

First time log in; no license installed The system will direct you to the License Upload screen
outside of the main UI.

License expired The system will display a warning ribbon directing the user
where to upload the new license. This destination will be the
Settings > System > License page.

Valid license exists Navigate to the Settings > System > License page to view the
existing license and optionally upload a new one.

2. When logging into a new PingAccess system for the first time, the system will direct you to the License Upload
screen outside.

a) Click Choose File to select the license file.
b) Click Import.

If the license file that you are trying to upload is corrupt or invalid, the system will display an error message.
c) Continue with the initial login.
3. Navigate to Settings > System > License to view the attributes of the installed license.
E Note: If the installation has a running configuration, and the admin shuts down the server, removes the
license file from the filesystem, and restarts the server, the existing runtime configuration will continue to

work. However, the admin will have to install a new license file on the filesystem, or upload one via the
UI, to enable accessing and applying changes via the UI.

4. Upload a license:

a) Scroll down to the Import License section.
b) Click Choose a File to select a license file.

T Warning: The Ul will display a warning ribbon for the following cases:

Expiration date:
The new license is set to expire on a date earlier than that of your current license.
Expired:

The new license is already expired.

License version:

The UI will check and alert when the major version of the license doesn't match the current
version of PingAccess.

Max Applications:
The new license is limited to support fewer applications than your current license.
c¢) Click Import to import the selected license.
B Note: If you selected the wrong license, you can either click Remove to remove the selected license

from the Import License section of the page, or you can click Choose File to select a different license
file.

d) Click Confirm to install the selected license.
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Change configuration database passwords

The PingAccess configuration database is protected by two passwords - a file password and a user password. These
passwords both default to 2Access, but should be changed for production environments.

Changing either password requires PingAccess be shut down.

1. Open a terminal window and change to the <PA HOME>/bin directory.

2. Ensure that the JAVA HOME environment variable is set correctly by executing the command echo
$JAVA HOME.

3. Ensure that the proper Oracle Java executable is in your path. Enter the command java -version. If this
command returns a value indicating that the Java executable is not a supported version of Oracle Java, correct this
issue before continuing.

4. Shut down PingAccess.

5. Optional: (Optional) To change the database file password, use the following commands:
* On Windows: dbfilepasswd.bat old password new password
* OnLinux: ./dbfilepasswd.sh old password new password

6. Optional: Conditional: If you changed the database file password, update the pa.jdbc.filepassword
property in PA_HOME/conf/run.properties with the obfuscated password output from the command used
in the preceding step.

7. Optional: (Optional) To change the database user password, use the following commands:

* On Windows: dbuserpasswd.bat file password old password new password
* OnLinux: . /dbuserpasswd.sh file password old password new password

8. Optional: Conditional: If you changed the database user password, update the pa. jdbc.password property
in PA_HOME/conf/run.properties with the obfuscated password output from the command used in the
preceding step.

PingAccess as a service

PingAccess can run as a service on Linux and Windows 64-bit operating systems. This enables PingAccess to start
automatically when the operating system is started. The service runs as the root (Linux) and System (Windows) user
by default.

The following tasks allow you to manage PingAccess as a service:

» Configure PingAccess to run as a Linux service on page 24

»  Configure Multiple Instances of PingAccess as Linux services on page 25
* Remove the PingAccess Linux service on page 25

» Configure PingAccess to run as a Windows service on page 25

*  Remove the PingAccess Windows service on page 26

O Tip: Before performing the following procedures, ensure that PingAccess runs normally by manually starting
the server. See Run PingAccess for the First Time for more infomation.

Configure PingAccess to run as a Linux service
B Note: The service script will only start if JAVA _HOME and PA__ HOME are set and the PingAccess license

file is found.
1. Copy the PingAccess script file from PA HOME/sbin/linux/pingaccessto /etc/init.d.
2. (Optional) Create a new user to run PingAccess.

3. Create the folder /var/run/pingaccess and ensure that the user who will run the service has read and write
permission to the folder.



| Install PingAccess | 25

4. Edit the script file /etc/init.d/pingaccess and set the values of following variables at the beginning of
the script:

* export JAVA HOME= specify the Java install folder
* export PA HOME= specify the PingAccess install folder
* export USER= (optional) specify user name to run the service, or leave empty for default

5. Register the service by running the command "chkconfig --add pingaccess" fromthe /etc/init.d
folder.

6. Make the service script executable by running the command "chmod +x pingaccess"
Once registered, you can use the service command to control the pingaccess service. The available commands are:

start

Start the PingAccess Service
stop

Stop the PingAccess Service
restart

Restart the PingAccess Service
status

Show the status of the PingAccess service and the service PID

The command service pingaccess status displays the current status of the running
PingAccess service.

Configure Multiple Instances of PingAccess as Linux services

For hosts running multiple instances of PingAccess that need to be started as a service, follow the procedure used for
Running PingAccess as a Linux Service, but make the following modifications to the script for each service:

* Use a unique script name for each instance

» Use a separate directory structure for each instance in the filesystem

» Configure the following settings in the script file for each instance:

* APPNAME: A unique value for each instance

* PA HOME: The path to the PingAccess instance

¢ JAVA HOME: The path to the Java installation folder

* USER: Optional value for the user name used to run the service

Remove the PingAccess Linux service

Note: The following commands must be run as the root user.

[

1. Stop the service by running /etc/init.d/pingaccess stop.
2. Run chkconfig --delete pingaccess.

3. (Optional) Delete the /etc/init.d/pingaccess script

Configure PingAccess to run as a Windows service

= Info: Before performing this procedure, ensure that PingAccess runs normally by manually starting the
server (see Run PingAccess for the First Time).

This configuration allows you to start PingAccess automatically when Windows starts.
1. Install PingAccess.

= Info: Ensure JAVA HOME is set as a system variable.
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Ensure you are logged in with full Administrator privileges.
Start a Command Prompt as an Administrator.

In the Command Prompt, run install-service.bat. This scriptis locatedin PA HOME\sbin
\windows.

5. Open the Windows Control Panel > Administrative Tools > Services.

6. Right-click PingAccess Service from the list of available services and select Start. The service starts immediately

and restarts automatically on reboot. (You can change the default Start type setting in the Properties dialog.)

Remove the PingAccess Windows service

To remove the PingAccess Windows Service, perform the following steps as an Administrator:

1.

Open a Command Prompt

2. Change the current directory to PA HOME\ sbin\windows
3.
4

. When the script has finished, remove the PA_ HOME enviornment variable from the system.

Run uninstall-service.bat

Uninstall PingAccess

1.
2.

Shut down PingAccess.
Delete the PingAccess installation directory.
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Upgrade PingAccess

Upgrade a PingAccess standalone version

This document provides instructions for upgrading a standalone instance of PingAccess.
To run the upgrade utility, you will need the following:

» The PingAccess Upgrade Utility archive

» The PingAccess 4.1 distribution zip file

*  Your PingAccess 4 license file

» Login access to the PingAccess host, as the utility is run on the host

» Basic Authentication needs to be configured and enabled for the running PingAccess instance. Administrator
Single Sign-On must be disabled for the upgrade.

» The version of PingAccess you are upgrading from must be running
* Administrator credentials for the running PingAccess instance

Copy these files to the system being upgraded, and unpack the PingAccess Upgrade Utility archive.

] Important: If you have set security.overridePropertiesFile=false in $JAVA HOME/
jre/library/security.java, the upgrade utility may fail, as the PingAccess Upgrade Utility uses an
override to enable deprecated ciphers and protocols during the upgrade process.

The upgrade utility starts an instance of PingAccess 4.1 with an administrative listener on port 9001. This port
number can be changed using the run.bat/run. sh —p parameter. This port configuration is only used for the
upgrade - the default port is used by the upgraded server when the upgrade is complete.

Any warnings or errors encountered are recorded in 1og/upgrade. log, as well as on the screen while the utility is
being run.

=» Info: During the upgrade, it is important to not make any changes to the running PingAccess environment.

Use the PingAccess Upgrade Utility to upgrade from PingAccess 2.1 or later to version 4.1.
1. Unpack the upgrade utility zip file.

2. Change to the upgrade utility's bin directory.

3. Run the PingAccess Upgrade Ultility:

* On Windows: run.bat [-p <admin port>] <sourcePingAccessRootDir> <outputDir>
<pingaccessZip> <newPingAccessLicense>

* OnLinux: ./run.sh [-p <admin port>] <sourcePingAccessRootDir> <outputDir>
<pingaccessZip> <newPingAccessLicense>

./run.sh -p 9002 pingaccess-3.2.0 pingaccess-4.1 pingaccess-4.1.zip
pingaccess40.1lic

Parameter Definitions

The command-line parameters are the same regardless of the platform, and are defined as follows:

Parameter Value description

<admin_port> Optional port to be used by the temporary PingAccess
instance run during the upgrade. The default is 9001.

<sourcePingAccessRootDir> The PA_HOME for the source PingAccess version

<outputDir> The target directory which will contain the unpacked

PingAccess distribution
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Parameter Value description

<pingaccessZip> The PingAccess distribution for the target version

<newPingAccessLicense> The path to the PingAccess license file to use for the
target version

E Note: In the context of an upgrade, "source" refers to the old version of PingAccess, and "target" refers to
the new version.

Upgrade a PingAccess cluster

= Info: It is important for any backout plan that all nodes in a clustered PingAccess be running the same
software release.

To upgrade a cluster, perform the following steps:

Run the upgrade utility on the administrative console

Change the upgraded administrative console's admin.port value to a temporary value.
Start the upgraded administrative console

Perform any manual post-upgrade tasks recorded in the upgrade log

Shut down the upgraded administrative console

Change the upgraded administrative console's admin.port value back to the original value.
Run the upgrade utility on each engine node

Shut down the entire cluster

LA N A R o

Start the upgraded administrative node

10. Start each upgraded engine node

Complete the upgrade

At the end of a successful upgrade, the PingAccess Upgrade Utility will record any manual steps that require user
intervention both on-screen and in 1og/upgrade . log. When the upgrade is complete, the source PingAccess
installation is left running. Collect any information needed to complete these manual steps from the running instance,
then shut down the source PingAccess server and start new PingAccess 4.1 server to complete the manual portion of
the upgrade.

If you want to see details about the migrated configuration data, examine 1og/audit.log. For more information
about these tasks, see Post-Upgrade Tasks.

Perform post-upgrade tasks

After the upgrade has completed, we recommend the following additional steps be performed:

1. Review any warnings returned by the upgrade utility and take the actions indicated in the table below.

2. Generate new obfuscated passwords for the pa. jdbc.password, pa.jdbc.filepassword, and
pa.keystore.pw parameters in conf/run.properties:

a. Conditional: If you are on a Linux host, run obfuscate.sh password .
b. Conditional: If you are on a Windows host, run obfuscate.bat password .

c. Copy the obfuscated password and paste it into the parameter in run.properties that corresponds to the
password being re-obfuscated.
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3. Review the HTTP Requests configuration to ensure the use of the IP Source settings is appropriate for the
environment. During the upgrade process, the List Value Location setting is changed from the default of Last to

First to match the behavior from earlier releases.

Warning text

Resource 'ResourceName' contains an
invalid path prefix and cannot be
migrated to the target version. Manual
intervention is required.

Resource
case-sensitive path.
with its containing Application,

requires a case-insensitive path.
Manual intervention may be required.

'ResourceName' requires a
This conflicts
which

Resource 'ResourceName'
case-insensitive path. This conflicts
with its containing Application, which
requires a case-sensitive path. Manual
intervention may be required.

requires a

is disabled
Resources can

Resource 'ResourceName'
in the source version.
no longer be individually disabled.
Application 'ApplicationName' has been
disabled due to this constraint.

Path prefix for Resource

'ResourceName' contains a '.'
character. This will be treated as a
literal '.' in the target version.
Resource 'ResourceName' could not be

migrated to the target version due to
Application context root conflicts.
Manual intervention is required.

Steps to take

This occurs when the 2.1 path prefix contains
functionality supported via a Java regex, but not by

the wild card support in 3.1. The user must manually
migrate the regex to 1 or more path prefixes in 3.1. For
example, consider the 2.1 prefix, /(appljapp2). This
can be translated to a single resource in 3.1.1 with path
prefixes of /app1l and /app2.

The upgrade utility identifies path prefixes in 2.1 that
start with /(?1) as path prefixes that are case-insensitive,
and sets the case-sensitivity flag on the Application
appropriately. However, if multiple resources in a new
application use inconsistent case-sensitivity settings, the
utility cannot determine what the case-sensitivity should
be. 2.1 resources are case-sensitive by default.

This is the same as the previous setting, but with the
requirement being for a case-insensitive path rather than
a case-sensitive one.

In 2.1, individual resources can be disabled. In 3.1,

only applications can be enabled/disabled. The upgrade
utility takes the approach of disabling the application

if any related resources are disabled. Check the final
configuration and make sure this is the desired outcome.
If it is not, the disabled resources need to be deleted, and
the application needs to be enabled.

In a 2.1 setup, it is likely that there will be resource
names that accidentally contain a '.', assuming it is a
literal '." rather than part of a regex. For example, any file
extension type resources will probably not be escaping
the '.". This message is intended to bring this change in
semantics to the user's attention. This action item will not
show up if the user has correctly escaped the '.' character
with the "\.' sequence.

This message indicates that multiple resources that use
the same virtual host, but a different Web Session or Site
must be mapped under the same context root in the same
application to preserve semantics. For example, consider
the following configuration:

* Resource A:

« Path Prefix: /hr
* Virtual Host: internal.example.com
*  Web Session: W
o Site:Z
* Resource B:

» Path Prefix: /sales



Application 'ApplicationName' contains
OAuth rules, but authenticates users
with a web session. Unexpected results
may occur.

The resource order for Virtual Host
'VirtualHostName' has changed in the
target version.

Application 'ApplicationName'

is no longer associated with an
Identity Mapping. A Web Session or an
Authorization Server is required to
use Identity Mappings.

OAuth Rule with id 'RuleId' is no
longer associated with Application
'ApplicationName' because Application
'ApplicationName' is not an OAuth
Application. Manual intervention may
be required.

OAuth RuleSet with id 'RuleSetId' is
no longer associated with Application
'ApplicationName' because Application
'ApplicationName' is not an OAuth
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* Virtual host: internal.example.com
*  Web Session: W
+ Site: Z

* Resource C:

* Path Prefix: /payroll

* Virtual Host: internal.example.com
*  Web Session: V

+ Site: Z

This configuration triggers this action item because these
resources cannot be grouped in the same application, but
they would need to be in order to preserve the semantics
in the internal.example.com address space. This issue
could be fixed by using rewrite rules to place Resource C
or Resources A and B under a different namespace. For
example, use /intranet/sales and /intranet/hr on the front-
end and rewrite out the /intranet on the backend.

2.1 allows OAuth rules to be attached Resources that
use a Web Session. While this configuration is likely
invalid in the first place, it would be possible to include
both a PA cookie and OAuth token in requests and PA
would apply policy to the requests as configured. In 3.1,
however, an API application and web application are
mutually exclusive so the semantics of this particular
configuration cannot be preserved.

The upgrade utility checks that the resource order is
consistent before and after the upgrade. This message
indicates that the resource order from 2.1 does not
match 3.1. This is likely due to how context roots in
applications are ordered in 3.1. For 3.1, applications are
ordered based on their context root, where the longest
context root is checked first during resource matching.

One way to address this is to review and potentially
change the Application context root values associated
with the Virtual Host to avoid URL overlaps between
applications.

Indicates a misconfiguration in the source version. Check
whether you intended to use an Identity Mapping for the
Application and associate an appropriate Web Session or
Authorization Server if necessary.

Indicates a misconfiguration in the source version. Check
whether the OAuth Rule is necessary to implement the
desired Access Control policy.

Indicates a misconfiguration in the source version. Check
whether the OAuth RuleSet is necessary to implement
the desired Access Control policy.




Application. Manual intervention may
be required.

Resource 'ResourceName' from
Application with id 'ApplicationId'
was not migrated because the
Application is a Web Application while

the Resource has OAuth Rules. Manual
intervention may be required.
Upgrade created 'Availability
Profile for Site 'SiteName''. A more

descriptive name may be required.

Application 'ApplicationName'

and associated Resources were not
migrated. The context root of /pa is
reserved. Manual intervention may be
required.

Resource 'ResourceName' from
Application with id 'ApplicationId'
was not migrated because the /

pa prefix is reserved when the
Application context root is /. Manual
intervention may be required.

The OAuth Groovy Script Rule no
longer controls the realm in the
response sent for an unauthorized
OAuth request.

The property 'PropertyName' was
set to a blank value to maintain
compatibility. However, it is
recommended that this be set to
' PropertyName=PropertyValue

the
'CipherList'
this version of

As a security enhancement,
default value of
has changed with
PingAccess. Your existing ciphers
remain unchanged. However, it is
recommended to use the default value:
' PropertyName=CipherList'.

The property 'PropertyName' was
set to a blank value to maintain
compatibility. However, it is
recommended that this be set to
' PropertyName=CipherList

The host for VirtualHost
VirtualHost:Port already has a KeyPair
associated with it. The KeyPair
previously associated with this
VirtualHost was removed. Only one
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Indicates a Resource associated with the Application

is associated with OAuth Rules. This is likely a
misconfiguration, and it is necessary to evaluate whether
this was intended or not.

Indicates that an Availability Profile was created for
the Site during the upgrade. You may want to give the
Availability Profile a more descriptive name.

The /pa context root was allowed as a valid context root
in PingAccess 3.0 and is no longer allowed.

The /pa path prefix was allowed as a valid path prefix
in PingAccess 3.0 and is no longer allowed.

With PingAccess 3.2, Realms have been moved to

the Application. The Realm can still be set using the
PingAccess Admin API interface. With the change in
context for how realms are applied, it is necessary to
check existing OAuth Groovy Rules to ensure that they
behave as expected. This message is shown if any OAuth
Groovy Rules exist in the migrated configuration.

New Security headers properties on page 164 values
are not set during an upgrade in order to preserve the
behavior from the source release in the upgrade. If

there is no reason not to in your environment, update
run.properties with the recommended setting.

This message applies to the admin.ssl.ciphers,
engine.ssl.ciphers, and

agent.ssl.ciphers lists. This message is displayed
if the upgrade source version cipher lists are changed
from the defaults. We recommend updating the
configuration with the new default value if possible.

This message applies to the site.ssl.protocols,
site.ssl.ciphers,pf.ssl.protocols,

and pf.ssl.ciphers settings. The upgrade utility
sets these values as empty values in order to maintain
backwards compatibility, but the recommended value
should be used if possible.

If a Virtual Host has more than one key pair associated
with it, only one key pair will be associated with it after
the upgrade completes. This message is displayed to
indicate which key pair was used.




KeyPair can be associated with a given
host.

Application with name

'ApplicationName' not migrated as the
context root 'Path' was a reserved
path.

Resource with name 'ResourceName' not
migrated as the path 'Path' was a
reserved path.

The CIDR Rule with name 'RuleName' is

associated with an Agent Application
named 'ApplicationName' and overrides
the IP source configuration. A new
Agent rule should be created that does
not override the IP source.

Require HTTPS option on Application
'ApplicationName' was set to Setting
as Virtual Host had port Port. Please
verify this setting is correct.

VirtualHost 'VirtualHost' was not
migrated. An existing VirtualHost
existed with the same logical name
'VirtualHost'.

Renamed Virtual Host's Hostname from
'VirtualHost' to 'NewVirtualHost' due
to virtual host spec compliance issue

Removed Http Request Rule with

name 'RuleName', this Rule must be
converted to a groovy script rule.
Manual intervention may be required.

The property 'PropertyName' uses
a customized value. "Your original
value has not been modified. You
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If an Application's context root is a reserved PingAccess
path, the application will not be migrated. The indicated
application will need to be created with a context root
that does not conflict with the reserved path.

If an Resource path is a reserved PingAccess path,
the application will not be migrated. The indicated
application will need to be created with a context root
that does not conflict with the reserved path.

With changes in IP Source header handling, additional
options are available to override the headers used to
identify the source address. When an Agent is involved,
the changes in IP source handling may cause the
specified rule to not behave as expected.

The upgrade utility attempts to set the Require HTTPS
option based on the virtual host associated with an
application during an upgrade. This message is an
advisory to just verify that the setting was properly
detected.

Virtual Host names are now case-insensitive. During

the upgrade, after making the names case-insensitive, a
duplicate Virtual Host was identified. It will be necessary
to either recreate the virtual host with a new name, or to
modify the configuration so the proper Virtual Host is
migrated to the upgraded system.

If a Virtual Host name contains an underscore (_)
character, that does not conform to host naming
requirements. In this instance, the underscore will be
renamed to the string a-z. For example, if a Virtual
Hostnamed my virtual host is migrated, the new
name will be mya-zvirtuala-zhost.

When an HTTP Request Rule is migrated from an earlier
release of PingAccess, rules that specify a source of
Body are not migrated. A Groovy script rule can be
used to perform a similar match, but the details of such a
Groovy script require administrator intervention.

A simple Groovy script rule that would perform a similar
function might be:

requestBodyContains ('value')

We advise, however, that a script be constructed that
performs additional validation in order to ensure the rule
passes only when desired; a generic match like this could
lead to unexpected results depending on what content
might be in the request body.

When migrating SSL settings between versions of
PingAccess that use different JVM or JDK versions,
custom settings may not be compatible. If the protocols




may encounter startup or connection
problems if this value is not
supported by the JVM.

Rule with ID RuleId and name
'RuleName' was not migrated as matcher
was invalid for the Groovy rule type.

Invalid rules were removed from
RuleSet 'RuleSetName' which resulted
in an empty set.

The RuleSet was removed. Please check
your policy configuration.

Invalid rules were removed from
RuleSet 'RuleSetName'. Please check
your policy configuration.

Invalid Rules were removed from
Application 'ApplicationName'. Please
check your policy configuration.

Invalid RuleSets were removed from
Application 'ApplicationName'. Please
check your policy configuration.

Invalid Rules were removed from
Resource 'resource name' on
Application 'ApplicationName'. Please
check your policy configuration.

Invalid RuleSets were removed

from Resource 'resource name' on
Application 'ApplicationName'. Please
check your policy configuration.

Rule with name 'RuleName' has been
removed from RuleSet with name
'RuleSetName'. Multiple Rate Limiting
Rules with the same Policy Granularity
cannot be included in a RuleSet."

Rule with name 'RuleName' has been
removed from RuleSet with name
'RuleSetName'. Multiple Cross-Origin
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or ciphers used are not compatible with the target JVM
or JDK, this message indicates which settings need to be
manually updated.

The PropertyName value can be any of the following
values:

* site.ssl.protocols

* site.ssl.ciphers

* pf.ssl.protocols

e pf.ssl.ciphers

* admin.ssl.protocols
* admin.ssl.ciphers

* engine.ssl.protocols
* engine.ssl.ciphers

* agent.ssl.protocols
* agent.ssl.ciphers

These messages may be displayed if the source
PingAccess installation has misconfigured Groovy
Rules.

This indicates that you are not permitted to add an
OAuth rule to an Application of type Web, by editing an
existing Rule Set.

Groovy or OAuth Groovy rules will not be migrated for
the following reasons:

* The OAuth Groovy rule was applied to a Web
application.

* The Groovy or OAuth Groovy uses a matcher that is
not appropriate for the application type.

Check the policy configuration.

The upgrade utility supports migrating a RuleSet
containing multiple CORS or Rate Limiting rules with
the same Policy Granularity. The upgrade utility will
generate new action items, indicating that rules were
removed from a RuleSet.

These messages indicate that if both rules exist, there is a
restriction to a single Rate Limiting or CORS rule. Please




Request Rules cannot be included in a
RuleSet."

One or more notifications were issued
while migrating from version version
to version version

Setting clusterconfig.enabled to false

The new configuration query port
feature has been disabled for backward
compatibility. Please refer to the
PingAccess clustering documentation
before enabling this feature.

Localization property ' {property
name}' was added to pa-
messages.properties. Any customized
localization files should be updated.

Localization property ' {property
name}' in pa-messages.properties was
modified. Any customized localization
files should be updated.

Localization property ' {property
name}' was removed from pa-
messages.properties. This property
can be removed from any customized
localization files.

WebSessionManagement contained

an invalid cookie name. Replaced
'{old cookie name}' with ' {new
cookie name}'. Please validate your
configuration.
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check to confirm that you have applied the correct rule to
the policy.

The new cluster config query port is enabled
by default for new PingAccess 4.0 installations
when running in CLUSTERED CONSOLE or
CLUSTERED CONSOLE_REPLICA mode.

During the upgrade process to version 4.0, the new
cluster config query port is disabled. Messages are
written to upgrade . log and audit. log to indicate
this cluster configuration change was made.

Please refer to the PingAccess clustering documentation
before enabling this feature.

This message will appear if new language properties are
added between the source and target PA versions and
you have added additional language files or modified
the en or en_US files. Update any customized files as
required.

This message will appear if the language properties have
changed between the source and target PA versions and
you have added additional language files or modified
the en or en_US files. Update any customized files as
required.

This message will appear if the language properties have
been removed between the source and target PA versions
and you have added additional language files or modified
the en or en_US files. Update any customized files as
required.

This message will appear if the WebSessionManagement
has an invalid cookie name. Invalid characters are
replaced with an underscore. Update any references as
required.

Restore a PingAccess configuration backup

PingAccess automatically creates a backup zip file each time an Administrative user authenticates to the
administrative console. These backups are stored in PA HOME/data/archive, with a maximum number of
backups configurable using the pa .backup. filesToKeep configuration parameter in run.properties.

i Caution: This operation will replace your current configuration settings.

To Restore a PingAccess Configuration Backup:

1. Stop PingAccess
2. Unzip the backup file PA HOME
3. Restart PingAccess.

Your PingAccess configuration will now be reverted to the state in the backup archive that was restored.
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Configure clusters

Clustering

PingAccess can be configured in a clustered environment to provide higher scalability and availability for critical
services. While it is important to understand that there may be tradeoffs between availability and performance,
PingAccess is designed to operate efficiently in a clustered environment.

PingAccess clusters are made up of three types of nodes:

Administrative Console
Provides the administrator with a configuration interface
Replica Administrative Console

Provides the administrator with the ability to recover a failed administrative console using a manual failover
procedure.

Clustered Engine
Handles incoming client requests and evaluates policy decisions based on the configuration replicated from the
administrative console

Any number of clustered engines can be configured in a cluster, but only one administrative console and one replica
administrative console can be configured in a cluster.

Configuration information is replicated to all of the clustered engine nodes and the replica administrative node from
the administrative console. State information replication is not part of a default cluster configuration, but some state
information can be replicated using PingAccess subclusters.

PingAccess Subclusters

Subclusters are a method to provide better scaling of very large PingAccess deployments by allowing multiple engine
nodes in the configuration to share certain information. A load balancer is placed in front of each subcluster in order
to distribute connections to the nodes in the subcluster.

Subclusters serve three purposes:

* Providing fault-tolerance for mediated tokens if a cluster node is taken offline.

* Reducing the number of STS transactions with PingFederate when the front-end load balancer does not provide a
sticky session.

* Ensure rate limits are enforced properly if the front-end load balancer does not provide a sticky session.
If token mediation and rate limiting are not used in your environment, subclustering is not necessary.

=» Info: This cache can be tuned using the EHCache Configuration Properties listed in the Configuration
Properties documentation.
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PingAccess provides clustering features that allow a group of PingAccess servers to appear as a single system. When
deployed appropriately, server clustering can facilitate high availability of critical services. Clustering can also
increase performance and overall system throughput. It is important to understand, however, that availability and
performance are often at opposite ends of the deployment spectrum. Thus, you may need to make some configuration
tradeoffs that balance availability with performance to accommodate specific deployment goals.

In a cluster, you can configure each PingAccess engine, or node, as an administrative console, a replica administrative
console, or a runtime engine in the run.properties file. Runtime engines service client requests, while the
console server administers policy and configuration for the entire cluster (via the administrative console). The replica
administrative console provides a backup copy of the information on the administrative node in the event of a non-
recoverable failure of the administrative console node. A cluster may contain one or more runtime nodes, but only
one console node and only one replica console node. Server-specific configuration data is stored in the PingAccess
administrative console server in the run.properties file. Information needed to bootstrap an engine is stored in the
bootstrap.properties file on each engine.

At startup, a PingAccess engine node in a cluster checks its local configuration and then makes a call to the
administrative console to check for changes. How often each engine in a cluster checks the console for changes is
configurable in the engine run.properties file.

Configuration information is replicated to all engine nodes. By default, engines do not share runtime state. For
increased performance, you can configure engines to share runtime state by configuring cluster interprocess
communication using the run.properties file (see Cluster Configuration Settings).

= Info: Runtime state clustering consists solely of a shared cache of security tokens acquired from the
PingFederate STS for Token Mediation use cases using the Token Mediator Site Authenticator.

Engine nodes include a status indicator that indicates the health of the node and a Last Updated field that indicates
the date and time of the last update. The status indicator can be green (good status), yellow (degraded status), or red
(failed status).
The status is determined by using the value for admin.polling.delay as an interval to measure health:
Green (good status):

The replica administrative node contacted the primary administrative node on the last pull request.
Yellow (degraded status):

The replica administrative node contacted the primary administrative node between 2 and 10 intervals.
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Red (failed status):

The replica administrative node has either never contacted the primary administrative node, or it has been more
than 10 intervals since the nodes communicated.

Configure cluster prerequisites

Before configuring a PingAccess cluster, there are several prerequisite steps that must be taken.

1. Install PingAccess on each cluster node.

2. Create a key pair for the PingAccess administrative console that uses the DNS name of the administrative node as
the common name. If an administrative replica console is created, this key pair needs to either be configured with
the administrative replica node defined in the Subject Alternative Names for the key pair, or the key pair needs to
be configured as a wildcard certificate.

= Info: Using an IP address as the common name or in the subject alternative names is also acceptable, as
long as those values are used in the administrative node fields on the Administrative Nodes configuration
page.
3. Edit PA HOME/conf/run.properties on the clustered console and change the
pa.operational.mode parameter from STANDALONE to CLUSTERED CONSOLE.

4. Go to Settings > System > Clustering > Administrative Nodes and change the Primary Administrative Node
value from localhost:9000to <dns name>:9000, where <dns name> is the common name from
the key pair defined in step 2.

5. Restart the administrative node

Configure a PingAccess cluster

Prior to configuring your cluster, PingAccess should be set up as a STANDALONE server. The initial node becomes
the primary administrative console, and is used to configure the rest of the cluster.

1. Install PingAccess on each cluster node
E Note: The sequence of the configuration flow is significant: host names first, then generate keys, and then
configure the cluster.

2. Navigate to Settings > System > Clustering > Administrative Nodes and define the Primary Administrative
Node as a host:port pair.
The host must be a resolvable DNS name for the node or the node's IP address. The port is the TCP port
PingAccess listens to for the administrative interface. The default portis 9000.

3. Ifareplica administrative node will be used in the cluster, perform the following steps:
a) Define a host:port pair for the replica node.
b) Click Save & Download to download the replica administrative node configuration file.
c) Copy the downloaded replical data.zip file to the replica administrative node.

E Note: If a replica administrative node is added after the cluster has been deployed, it will be necessary to
update the configuration for each engine node when the replica administrative node is added.

4. Navigate to Settings > Security > Key Pairs and create a new key pair to assign to the ADMIN listener. The key
pair needs to be valid for both the primary and replica administrative nodes.

O Tip: If a replica administrative node is not defined during the initial cluster configuration, you might still
opt to define a subject alternative name for a future replica administrative node. This avoids having to
reissue the keys when adding the replica administrative node in the future.

5. Navigate to Settings > Networking > Listeners and assign the newly created key pair to the CONFIG QUERY
listener.
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E Note: If clusterconfig.enabledissetto false in run.properties, the key pair needs to be
assigned to the ADMIN listener instead. This property is set to false when a cluster has been upgraded
from PingAccess 3.2 or earlier.

6. Open conf/run.properties in an editor and change the pa.operational .mode value to
CLUSTERED CONSOLE.

7. Restart PingAccess on the administrative node.
Perform steps 8-10 on the replica administrative node, if one has been configured.
8. Unzip replical data.zip inthe PA HOME directory.

9. Open conf/run.properties in an editor and change the pa.operational .mode value to
CLUSTERED CONSOLE REPLICA

10. Start PingAccess on the replica administrative node.

For each engine node, perform steps 11-16.

11. Navigate to Settings > System > Clustering and click Add Engine.

12. After defining the engine's parameters, click Save & Download to download the engine configuration zip file.
13.Copy engine name data.zip to the engine node.

14. On the engine node, unzip engine name data.zip inthe PA HOME directory.

15. On the engine node, open conf/run.properties in an editor and change the pa.operational .mode
value to CLUSTERED ENGINE.

16. Start PingAccess on the engine node.
Navigate to Settings > System > Clustering to check your cluster's status. If everything is configured properly, the

cluster engine nodes and optional replica administrative node should show a green status icon, indicating that the
cluster is operational.

You can optionally configure each node to run PingAccess as a service set to automatically run when the node is
started. For more information about configuring PingAccess as a service, see installation documentation for more
information.

Define the primary administrative node

Define the PingAccess server you want to use as the administrative node.

1. Enter the host and port for the administrative console. The default is 1localhost:9000.
2. Click Save.

Configure PingAccess subclusters

1. Modify PA HOME/conf/run.properties and change the
pa.cluster.interprocess.communication value from none to either tcp or udp.

= Info: Using UDP for the interprocess communication allows a multicast group to be used for this
communication, which for a larger subcluster may be more efficient.

2. Conditional: If TCP is used for interprocess communication, configure the
pa.cluster.tcp.discovery.initial.hosts value to specify a list of initial hosts to contact for group
discovery.

3. Conditional: If UDP is used for interprocess communication, optionally configure the
pa.cluster.mcast.group.address and pa.cluster.mcast.group.port values for each
subcluster.

4. Update the pa.cluster.bind.address with the IP address of the network interface that should handle the
interprocess communication traffic for the cluster.

5. Place a load balancer in front of each subcluster to distribute the load across the subcluster nodes.
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6. Restart the engine nodes.

Configure the Replica Administrative Node

When using a replica administrative node, it is necessary to define a key pair to use for the CONFIG QUERY listener
that includes both the primary administrative node and the replica administrative node. This can be accomplished
either by using a wildcard certificate or by defining subject alternative names in the key pair that include the replica
administrative node's DNS name. If a replica administrative node is used in your configuration, configure the replica
administrative node before defining the engine nodes, or the bootstrap.properties files generated for the
engine nodes will not include information about the replica administrative node.

In addition to the configuration below, the Replica Administrative node includes a status indicator that indicates the
health of the node and a read-only Last Updated ficld that indicates the date and time of the last update. The status
indicator can be green (good status), yellow (degraded status), or red (failed status).
The status is determined by using the value for admin.polling.delay as an interval to measure health:
Green (good status):

The replica administrative node contacted the primary administrative node on the last pull request.
Yellow (degraded status):

The replica administrative node contacted the primary administrative node between 2 and 10 intervals.
Red (failed status):

The replica administrative node has either never contacted the primary administrative node, or it has been more

than 10 intervals since the nodes communicated.

= Note: Ifa Replica Administrative Node is being configured in the environment, that must be done prior to
configuring the engines.

1. Go to Settings > System > Clustering > Administrative Nodes and configure the Replica Administrative
Node Host value. This name and port pair must match either a subject alternative name in the key pair created
in the previous section, or be considered a match for the wildcard specified if the key pair uses a wildcard in the
common name.

2. Click Save & Download to download the bootstrap file for the replica administrative node.
3. Copy the downloaded file to the replica administrative node's PA HOME directory and unzip it

4. Conditional: If the Replica Administrative Node is running on a Linux host, execute the command chmod 400
conf/pa.jwk

5. Edit PA HOME/conf/run.properties on the replica administrative node and change the
pa.operational.mode value to CLUSTERED CONSOLE REPLICA

6. Start the replica node

7. You can verify replication has completed by monitoring the PA HOME/log/pingaccess.log file and
looking for the message "Configuration successfully synchronized with administrative node"

Manual fail over to the replica administrative node

The Replica Administrative Node is intended to be used for disaster recovery purposes. If the clustered console is
recoverable, then that recovery should be used rather than failing over to the Replica Administrative Node.

(1] Warning: Only one primary administrative node should be running for the cluster at any given time.

1. Open PA HOME/conf/run.properties in an editor.

2. Locate the pa.operational.mode line and change the value from CLUSTERED CONSOLE REPLICA to
CLUSTERED CONSOLE

This change is detected while the node is running, and does not require a restart of the node.
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Reinstate a replica administrative node after failing over

Once the console has been failed over to the replica, you need to set up a new replica console again.

1. Install the new replica node.
2. Change the run.properties value for pa.operational .mode to CLUSTERED CONSOLE REPLICA

3. Go to Settings > System > Clustering > Administrative Nodes and change the Primary Administrative Node
hostname and port to the failed over node.

4. Remove the Replica Administrative Node public key, then change the Replica Administrative Node hostname
and port to point to the new replica node.

O Tip: If your key pair does not include a wildcard, you will want to use the same hostname as the original
console in order to avoid having to recreate the console key pair and the bootstrap.properties files for each
engine.

5. Click Save & Download to download the bootstrap file for the replica administrative node.

6. Copy the downloaded file to the new replica administrative node's <PA HOME>/conf directory, and rename it
to bootstrap.properties

7. Edit PA HOME/conf/run.properties on the new replica administrative node and change the
pa.operational.mode value to CLUSTERED CONSOLE REPLICA

8. Start the new replica node
9. You can verify replication has completed by monitoring the PA HOME/log/pingaccess.log file and
looking for the message "Configuration successfully synchronized with administrative node"

If you want to then switch back to the original console, shut down the original replica node, and fail over back to the
newly created replica console. Follow the above steps a second time to re-establish the original replica node.

Configure an engine

For each engine:

Click Settings > System > Clustering

Click Add Engine to configure a new engine.

Enter a Name for the engine. Special characters and spaces are allowed.

Optional: Enter a Description for the engine. This field can be a maximum of 255 characters long.

Enter a Description of the engine.

AR S o

Click Save & Download to generate and download a public and private key pair into the

<enginename> data.zip file for the engine. This file is prepended with the name you give the engine.
Depending on your browser configuration, you may be prompted to save the file.

7. Copy the zip file to the PA HOME directory of the corresponding engine in the cluster and unzip it. The engine
uses these files to authenticate and communicate with the administrative console.

= Info: Generate a new key for an engine at any time by clicking Save & Download and unzipping the
<enginename> data.zip archive on the engine to replace the files with a new set of configuration
files. When that engine starts up and begins using the new files, PingAccess deletes the old key.

8. Conditional: On Linux systems running the PingAccess engine, change the permissions on the extracted pa . jwk
to mode 400 by executing the command chmod 400 conf/pa.jwk after extracting the zip file.

9. Start each engine.

= Info: For information on configuring engine to share information with each other in a cluster, see
Configure PingAccess Servers into a Cluster.
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Edit an engine

Navigate to Settings > System > Clustering.

Expand the engine you want to edit, then click s

Edit the engine Name or Description, as appropriate.
If a new public key is needed, click Save & Download

Nk wd =

If a new public key is not needed, click Save.

Remove an engine's access to the Administrative Console

1. Navigate to Settings > System > Clustering
2. Expand the engine you wish to remove from the cluster and edit it.

3. Click Delete under the Public Keys heading to revoke engine access to the administrative console.

= Info: Use the Save & Download button to create a new key for the engine. See the steps for setting up a
PingAccess engine above.

4. Click Save.

Remove an engine

1. Navigate to Settings > System > Clustering

2. Expand the engine you want to delete and click W to permanently remove all references to the engine from the
cluster.

3. Click Delete in the confirmation window.
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Authentication configuration

Admin Authentication

The default PingAccess administrator authentication method used to protect the administrative console is basic
authentication (username and password). Change the default method to any PingAccess supported authentication
method using the Settings > System > Admin Authentication page.

= Info: We recommend changing the default administrator authentication method to Single Sign-On (SSO)
Authentication, leveraging the OpenID Connect Provider (OP) features of PingFederate to manage multiple
administrators.

Basic Authentication

The authentication default for the PingAccess administrative console is HTTP Basic Authentication. Basic
Authentication uses the HTTP Authorization header to transmit the username and password credentials. The
PingAccess server response contains a PA_UI cookie, which is a signed JSON Web Token. Subsequent HTTP
requests send this cookie for authentication rather than the less secure HTTP Authorization header. Basic
Authentication supports one user — Administrator.

To change the Administrator password:

1. Navigate to Settings > System > Admin Authentication > Basic Authentication
2. Enter the current administrator password
3. Enter and confirm the new password
] Important: The new password must meet the configured password complexity rules defined in
pa.admin.user.password.regex in run.properties.

4. Click Save

Single Sign-On (SSO) Authentication

There are several configuration steps required within the PingFederate Authorization Server (AS) as well

as PingAccess that you must complete to enable SSO. Expand a section to view those configurations. The
Administrative SSO option can be configured to require a specific authentication mechanism, leveraging the
PingFederate Requested AuthN Context Selector using the PingAccess Authentication Requirements options.

= Info: When you enable SSO Authentication, administrative timeouts are controlled by the following settings
in the run.properties file:

* pa.ui.idleExpirationInMinutes
* pa.ui.maxExpirationInMinutes

* pa.ul.expirationWarningInMinutes
See Configuration Properties for more information about these settings.

O Tip: To define a fall back administrator authentication method if PingFederate is unreachable, enable the
admin.auth=native property in run.properties. This overrides any configured administrative
authentication to Basic Authentication.

Configure SSO Authentication in PingAccess

» The PingFederate Runtime configuration must be completed.
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» The PingFederate server certificate must be imported into a trusted certificate group, and that trusted certificate
group must be associated with the PingFederate runtime.

*  You must have a profile scope set up in PingFederate that includes the openid, profile, address, email, and phone
scope values (see Configuring a Client).

Use the Single Sign-On (SSO) Authentication page in PingAccess to enter the Client ID for the OAuth Client you
created in the PingFederate Authorization Server.

= Info: Be sure to complete the configuration for connecting to the PingFederate OAuth AS on the
PingFederate page as well as completing the steps below.

1. Navigate to Settings > System > Admin Authentication > Single Sign-On (SSO)
2. Select Enable to activate SSO Authentication.

E Note: If the PingFederate Runtime configuration is not completed, Admin SSO cannot be enabled.

3. Enter the Client ID assigned when you created the OAuth client for use with SSO (for more information, see
Configuring a Client in the PingFederate documentation).

When configuring the client in PingFederate, make sure you have the following options selected:

* The Client Authentication must be set to None

* The Allowed Grant Types must be set to Implicit

* The Redirect URIs must include https://<PA Admin Host>:<PA Admin Port>/*

» If you are not using administrative roles in PingAccess, the OpenID Connect Policy should be set to a policy
that uses issuance criteria to restrict access based on some additional criteria.

(T Warning: If the selected OpenID Connect Policy does not use issuance criteria to limit which users
can be granted an access token, ALL users in the associated identity store configured in PingFederate
will be able to authenticate to the PingAccess Admin console and make changes. See Identifying
Issuance Criteria for Policy Mapping in the PingAccess Administrator's Manual.

» Ifyou are configuring administrative roles to enable the PingAccess auditor role, the issuance criteria defined
in PingFederate should be defined to allow either an administrator or an auditor to be issued an access token.
The attribute contract defined in the OpenID Connect Policy must include the additional attribute data that will
be used to define the user's role in PingAccess.

4. Select a defined Authentication Requirements list, if your environment requires it.
5. If you are using administrator/auditor roles, perform the following steps:

a) Select Enable Roles to enable roles
b) Click Add Required Attribute to define a new attribute that is required for Administrator access

= Note: More than one attribute may be defined here; if more than one is defined, all attribute values
must match in order to grant access for the role.
c) Enter the attribute name returned in the access token and the attribute value that defines the user as an
administrator

= Note: The attribute name used here is defined in PingFederate under OAuth Settings > OpenID
Connect Policy Management > Your_Policy > Attribute Contact as an extension to the contract.
The value to use depends on the configuration of the Contract Fulfillment tab for the policy.

The attribute named group in your attribute contract may be mapped to an LDAP server attribute source that
contains a groupMembership attribute. A valid group membership for the administrator might be the group
cn=pingaccess-admins, o=myorg. In this example, you would use group as the Attribute Name and
cn=pingaccess-admins, o=myorg as the Attribute Value.

d) If you want to define criteria for an auditor, select Enable Auditor Role

e) Define criteria for the auditor in the same way you did for the administrator role

6. Click Save when you finish.


http://documentation.pingidentity.com/pingfederate/pf/?contextId=help_OAuthClientManagementTasklet_OAuthClientManagementState
http://documentation.pingidentity.com/pingfederate/pf/?contextId=help_OAuthClientManagementTasklet_OAuthClientManagementState
http://documentation.pingidentity.com/pingfederate/pf/?contextId=help_PolicyManagementTasklet_PolicyIssuanceCriteriaState
http://documentation.pingidentity.com/pingfederate/pf/?contextId=help_PolicyManagementTasklet_PolicyIssuanceCriteriaState
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Configure API Authentication

= Info: For more information on the PingAccess Administrative API, see Administrative API Endpoints.
If API authentication is not enabled, access is provided using the built-in Administrator account and the
password defined in the Basic Authentication tab.

1. Naviate to Settings > System > Admin Authentication > API.

2. Select Enable to enable API OAuth authentication.

3. Enter the Client ID assigned when you created the OAuth client for validating OAuth access tokens (for more
information, see Configuring a Client in the PingFederate documentation).

4. Enter the Client Secret assigned when you created the OAuth client in PingFederate.

5. Select the Scope required to successfully access the API. For more information, see Authorization Server Settings
for defining scopes.

6. If you are using administrator/auditor roles, perform the following steps:
a) Select Enabled to enable roles
b) Click Add Required Attribute to define a new attribute that is required for Administrator access

E Note: More than one attribute may be defined here; if more than one is defined, all attribute values
must match in order to grant access for the role.
c) Enter the attribute name returned in the access token and the attribute value that defines the user as an
administrator

E Note: The attribute name used here is defined in PingFederate under OAuth Settings > OpenID
Connect Policy Management > Your_Policy > Attribute Contact as an extension to the contract.
The value to use depends on the configuration of the Contract Fulfillment tab for the policy.

The attribute named group in your attribute contract may be mapped to an LDAP server attribute source that
contains a groupMembership attribute. A valid group membership for the administrator might be the group
cn=pingaccess-admins, o=myorg. In this example, you would use group as the Attribute Name and
cn=pingaccess-admins, o=myorg as the Attribute Value.

d) If you want to define criteria for an auditor, select Enable Auditor Role

e) Define criteria for the auditor in the same way you did for the administrator role

7. Click Save to activate API Authentication.


http://documentation.pingidentity.com/pingfederate/pf/?contextId=help_OAuthClientManagementTasklet_OAuthClientManagementState
http://documentation.pingidentity.com/pingfederate/pf/?contextId=help_AuthorizationServerSettingsTasklet_OAuthAuthorizationServerSettingsState
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Configure a token provider

Token providers

PingAccess can be configured to use PingFederate as the token provider or may be configured to use a common
provider via the OpenID Connect protocol. Use the information provided in this document to configure a token
provider.

PingFederate

Use the following tasks to configure the connection to the PingFederate Runtime and Administration, and to identify
the Resource Server client for validating OAuth access tokens.

The PingFederate Runtime configuration includes advanced options used to configure an optional backchannel
communication. Without this configuration, all communication between PingAccess and PingFederate takes place
through the host specified in the PingFederate Runtime configuration section.

With a high availability configuration where multiple PingFederate Runtime Engines are in use, it may be desirable
to configure PingAccess to use those Runtime Engines for behind-the-scenes communication rather than the front
channel interface used for user authentication. When this configuration is used, one or more back channel servers can
be configured; a basic availability profile configuration is used, which can be overridden by setting parameters in the
PingAccess run.properties file. The values are defined in the Availability Profile Defaults settings.

Configure PingFederate runtime

Before configuring a secure connection to the PingFederate Runtime, it is necessary to export the PingFederate
certificate and import it into a trusted certificate group in PingAccess. Perform the following steps:

1. In PingFederate, export the certificate active for the Runtime Server. See SSL Server Certificates in the
PingFederate Administrator's Manual for more information.

Import the Certificate into PingAccess.
(Optional) Create a Trusted Certificate Group if one does not already exist.
Add the Certificate to a Trusted Certificate Group.

3 PP

Info: For information on setting PingFederate up as an OAuth Authorization Server, see Enabling the OAuth
AS and Authorization Server Settings in the PingFederate documentation.

Once the PingFederate Runtime connection is saved, PingAccess will test the connection to PingFederate. If
the connection cannot be made, a warning will be displayed in the admin interface.

Configure the connection to the PingFederate Runtime

1. Navigate to Settings > System > Token Provider > Runtime

N

Enter the Host name or IP address for the PingFederate Runtime.

w

Enter the Port number for PingFederate Runtime.

=

Enter the Base Path, if needed, for PingFederate Runtime. This field is optional. It must start with a slash - for
example: /federation.

5. Select Audit Level to log information about the transaction to the audit store. PingAccess audit logs record
a selected subset of transaction log information at runtime and are located in the /1 ogs directory of your
PingAccess installation.

6. Select Secure if PingFederate is expecting HTTPS connections.

7. From the Trusted Certificate Group list, select the certificate group the PingFederate certificate is in. This field
is available only if you select Secure.


http://documentation.pingidentity.com/pingfederate/pf/?contextId=help_CertManagementTasklet_SslServerCerts_CertManagementState
http://documentation.pingidentity.com/pingfederate/pf/?contextId=concept_enablingTheOauthAs
http://documentation.pingidentity.com/pingfederate/pf/?contextId=concept_enablingTheOauthAs
http://documentation.pingidentity.com/pingfederate/pf/?contextId=help_AuthorizationServerSettingsTasklet_OAuthAuthorizationServerSettingsState
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8. Conditional: If hostname verification should be disabled for the PingFederate Runtime, enable the Skip
Hostname Verification option in the Advanced Settings.

9. Conditional: If hostname verification is required for the PingFederate Runtime, enter the hostname PingAccess
should expect in the Expected Hostname field in the Advanced Settings.

In addition to the above procedure, if your setup involves OpenID Connect flows, SSO, or other configuration
options that require PingAccess and PingFederate to communicate without user involvement, PingAccess can be
configured to use a separate back channel communication for those interactions.

Configure the PingFederate Back Channel servers

10. Scroll to the Advanced Settings section of the Runtime page.

11. Click Add Back Channel Server.

12. Enter one or more hostname : port pairs in the Back Channel Servers list.

13. Conditional: If the back channel uses HTTPS, enable the Back Channel Secure option. This option becomes
available when at least one Back Channel Server is defined.

14. Conditional: If the back channel uses an alternate base path, enter the path in the Back Chanel Base Path field.

15. Conditional: If hostname verification for secure connections is not required for either the Runtime or the Back
Channel Servers, enable the Skip Hostname Verification option.

16. Conditional: If hostname verification is required, enter the hostname PingAccess should expect in the Expected
Certificate Hostname field.

17. Click Save.

= Info: Once you save this configuration and Configure the OAuth Resource Server on page 48, a
PingFederate Access Validator is available for selection when you define OAuth-type rules in Policy
Manager.

Configure PingFederate Administration

For information on the PingFederate Administration API see PingFederate Administrative API in the PingFederate
documentation.

Once the PingFederate Administration configuration is saved, PingAccess will test the connection to PingFederate.
If the connection cannot be made, an error will be displayed in the admin interface, and the configuration will not be
saved.

1. Navigate to Settings > System > Token Provider > Administration.

N

Enter the Host name or IP address for access to the PingFederate Administrative API.

w

Enter the Port number for access to the PingFederate Administrative API.
Optional: (Optional) Enter the Base Path for the PingFederate Administrative API.

=

The Base Path must start with a slash (/).

For example: /path
5. Enter the Admin Username.

This username only requires Auditor (read only) permissions in PingFederate.
6. Enter the Admin Password.

7. Select Audit Level to log information about the transaction to the audit store. PingAccess audit logs record
a selected subset of transaction log information at runtime and are located in the /1 ogs directory of your
PingAccess installation.

8. Enable Secure if PingFederate is expecting HTTPS connections.

9. From the Trusted Certificate Group list, select the group of certificates to use when authenticating to
PingFederate. PingAccess requires that the certificate in use by PingFederate anchor to a certificate in the
associated Trusted Certificate Group. This field is available only if you enable Secure.

10. Click Save to save your changes.


http://documentation.pingidentity.com/pingfederate/pf/?contextId=concept_pingFederateAdministrativeApi
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Configure PingFederate for PingAccess SSO

To enable administrator SSO to PingAccess, configure the following settings within the PingFederate AS. Click the

icon ( & ) next to each section heading to access additional configuration information. For example, click M next
to Roles and Protocols to open a new window and view the Choosing Roles and Protocols page of the PingFederate
documentation.

Note: The information below is an example configuration and does not cover all required steps for each
PingFederate OAuth Settings page discussed, only fields necessary for successful SSO to the PingAccess
administrative console. Fields not mentioned are not necessary for this configuration (see Using OAuth Menu
Selections for configuration details of the PingFederate OAuth Settings pages).

L=F

Note: You must complete the configuration for connecting to the PingFederate OAuth AS instance you plan
to use (see PingFederate).

=5

Roles and Protocols &

* Enable the OAuth 2.0 AS role and the OpenID Connect protocol.
* Enable the IdP Provider role and a protocol.

Password Credential Validator (PCV) L

» Create a PCV for authenticating administrative users.

Adapters L2
* Create an HTML Form IdP Adapter and specify the PCV you configured.

Authorization Server Settings &

* Select Implicit in the Reuse Existing Persistent Access Grants for Grant Types section.

Access Token Management &

» Select Internally Managed Reference Tokens as the Access Token Management Type.
» Extend the contract by adding the Username attribute on the Access Token Attribute Contract page.

OpenID Connect Policy Management &

= Info: We recommend creating an OpenlD Connect Policy to use specifically for PingAccess administrative
console authentication.

* Delete all of the attributes that appear in the Extend the Contract section of the Attribute Contract page. The only
required attribute is sub.

» Select Access Token as the Source and Username as the Value on the Contract Fulfillment page.

Client Management L

= Info: We recommend creating a Client to use specifically for PingAccess administrative console
authentication.

» Select None for Client Authentication.
* Add the location of the PingAccess host as a Redirect URI. For example: https://localhost:9000/*
» Select Implicit as an Allowed Grant Type.

» Select one of the elliptic curve (ECDSA) algorithms as the OpenID Connect ID Token Signing Algorithm and
select the OpenID Connect Policy to use for PingAccess administrative console authentication.

IdP Adapter Mapping L

*  Map the HTML Form IdP Adapter Username value to the USER_KEY and the USER NAME contract attributes
for the persistent grant and the user's display name on the authorization page, respectively.


http://documentation.pingidentity.com/pingfederate/pf/?contextId=concept_usingOauthMenuSelections
http://documentation.pingidentity.com/pingfederate/pf/?contextId=concept_usingOauthMenuSelections
http://documentation.pingidentity.com/pingfederate/pf/?contextId=help_LocalSettingsTasklet_RolesAndProtocolsState
http://documentation.pingidentity.com/pingfederate/pf/?contextId=help_PasswordCredentialValidatorTasklet_PasswordCredentialValidatorMgmtState
http://documentation.pingidentity.com/pingfederate/pf/?contextId=concept_htmlFormAdapterConfiguration
http://documentation.pingidentity.com/pingfederate/pf/?contextId=help_AuthorizationServerSettingsTasklet_OAuthAuthorizationServerSettingsState
http://documentation.pingidentity.com/pingfederate/pf/?contextId=concept_accessTokenManagement
http://documentation.pingidentity.com/pingfederate/pf/?contextId=help_PoliciesManagementTasklet_PoliciesManagementState
http://documentation.pingidentity.com/pingfederate/pf/?contextId=help_OAuthClientsManagementTasklet_OAuthClientsManagementState
http://documentation.pingidentity.com/pingfederate/pf/?contextId=help_OAuthSource2TargetMappingTasklet_OAuthIdpAdapter2TargetMappingsState
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Access Token Mapping M

* Map values into the token attribute contract by selecting Persistent Grant as the Source and USER_KEY as the
value for the Username attribute. These are the attributes included or referenced in the access token.

Configure the OAuth Resource Server
Prior to configuring this option, PingFederate Administration Configuration must be completed.

When receiving OAuth-protected API calls, PingAccess acts as an OAuth Resource Server, checking with the
PingFederate OAuth Authorization Server on the validity of the bearer access token it receives from a client. In order
to validate the token, a valid OAuth client must exist within the PingFederate OAuth Authorization Server.

E Note: This configuration is optional and needed only if you plan to validate PingFederate OAuth access
tokens.

1. Navigate to Settings > System > Token Provider > OAuth Resource Server

2. Enter the OAuth Client ID you defined when creating the PingAccess OAuth client in PingFederate.

= Info: When you configure an OAuth client in PingFederate, be sure to select Access Token Validation

as the allowed grant type. For more information, see Configuring a Client in the PingFederate
Administrator's Manual.

3. Enter the Client Secret you defined when creating the PingAccess OAuth client within PingFederate.

4. Select Cache Tokens to retain token details for subsequent requests. This option reduces the communication
between PingAccess and PingFederate.

5. If Cache Tokens is enabled, specify the Token Time To Live by entering the number of seconds to cache the
access token. The default value of -1 means no limit. This value can be -1 or above and must be less than the
PingFederate Token Lifetime.

6. In the Subject Attribute Name field, enter the attribute you want to use from the OAuth access token as the
subject for auditing purposes. For example, username. At runtime, the attribute’s value is used as the Subject
field in audit log entries for API Resources with policies that validate access tokens. The attribute must align with
an attribute in the OAuth access token attribute contract defined within PingFederate.

7. If multiple Access Token Managers are configured in PingFederate, select the Send Audience option to send the
URI the user requested as the aud OAuth parameter to select an Access Token Manager.

B Note: Use of this option requires that the Access Token Management instances be configured with

appropriate Resource URIs. Matching of the Resource URI is performed on a most-specific match basis.
For examples of how this works, please see Access Token Management Parameters in the PingFederate
Administrator's Manual.

8. To enable the use of OAuth 2.0 token introspection select the Use Token Introspection Endpoint option.

E Note: This option is only supported with PingFederate 8.2 or later.

9. Click Save to save your changes.

Common token provider

Use the following tasks to configure an OpenID Connect token provider and to configure the OAuth authorization
server used for validation.

Configure OpenID Connect

The following steps allow you to configure OpenID Connect as the token provider.

1. Navigate to Settings > System > Token Provider.
2. Click Change Token Provider Type.
3. When prompted to confirm the change, click Confirm.


http://documentation.pingidentity.com/pingfederate/pf/?contextId=help_AccessTokenMappingTasklet_OAuthUserKey2AccessTokenMappingState
http://documentation.pingidentity.com/pingfederate/pf/?contextId=help_OAuthClientManagementTasklet_OAuthClientManagementState
http://documentation.pingidentity.com/pingfederate/pf/?contextId=help_OAuthClientManagementTasklet_OAuthClientManagementState
http://documentation.pingidentity.com/pingfederate/pf/?contextId=help_BearerAccessTokenMgmtPluginTasklet_CreateAdapterContractState
http://documentation.pingidentity.com/pingfederate/pf/?contextId=concept_accessTokenManagementParameters
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Select OpenID Connect.

In the Issuer field, enter the OpenID Connect provider’s issuer identifier.

In the Description ficld, enter a description for the token provider.

Select the Audit Level checkbox to record requests to OpenID Connect provider to the audit store.

® AN R

In the Trusted Certificate Group list, select the group of certificates to use when authenticating to OpenID Connect
provider. PingAccess requires that the certificate in use by OpenlD Connect provider anchor to a certificate in the
associated Trusted Certificate Group.

9. If required, click Add Query Parameter and enter custom query parameter name and value pairs used by the
OpenlD Connect provider in the Query Parameters section.

10. Click Save.

Configure OAuth Authorization Server

The following steps allow you to configure the OAuth Authorization Server.

1. Navigate to Settings > System > Token Provider.

2. Select OAuth Authorization Server.

3. In the Description field, enter a description for the authorization server.

4. In the Targets field, enter one or more hostname : port pairs for the OAuth Authorization Server. Click Add
Target to add additional targets.

5. In the Introspection Endpoints field, specify the OAuth endpoint through which the token introspection
operation is accomplished.

6. Optional: Select the Audit Level checkbox to record requests to OAuth Authorization server to the audit store.

7. Select the Secure checkbox if OAuth Authorization server is expecting HTTPS connections. When selected,
use the Trusted Certificate Group list to select the group of certificates to use when authenticating to OAuth

Authorization Server. PingAccess requires that the certificate in use by OAuth Authorization Server anchor to a
certificate in the associated Trusted Certificate Group.

8. In the Client ID field, enter the unique identifier assigned when you created the PingAccess OAuth client within
your OAuth Authorization Server.

9. In the Client Secret field, enter the Client Secret associated with the Client ID.

10. Optional: Select the Cache Tokens to retain token details for subsequent requests. This option reduces the
communication between PingAccess and OAuth Authorization Server. When selected, use the Token Time To
Live checkbox to enter the number of seconds to cache the access token. A value of -1 means there is no limit.
This value should be less than the OAuth Authorization Server Token Lifetime.

11.In the Subject Attribute Name field, enter the attribute you want to use from the OAuth access token as the
subject for auditing purposes. At runtime, the attribute's value is used as the Subject field in audit log entries for
API Resources with policies that validate access tokens.

12. Select the Send Audience checkbox to send the URI the user requested as the aud OAuth parameter for
PingAccess to the OAuth 2.0 Authorization Server.

13. Click Save.
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Certificate management

Certificates

Administrators import certificates into PingAccess to establish anchors used to define trust to certificates presented
during secure HTTPS connections. Outbound secure HTTPS connections such as communication with PingFederate
for OAuth access token validation, identity mediation, and communication with a target Site require a certificate
trusted by PingAccess. If one does not exist, communication is not allowed.

Certificates used by PingAccess may be issued by a CA or self-signed. CA-issued certificates are recommended to
simplify trust establishment and minimize routine certificate management operations. Implementations of an X.509-
based PKI (PKIX) typically have a set of root CAs that are trusted, and the root certificates are used to establish
chains of trust to certificates presented by a client or a server during communication.

The following formats for X.509 certificates are supported:

* Base64 encoded DER (PEM)
* Binary encoded DER

A Certificate Group is a trusted set of anchor certificates used when authenticating outbound secure HTTPS
connections. The Java Trust Store group contains all the certificates included in the keystore located in the Java
installation at $JAVA HOME/lib/security/cacerts. This group of certificates contains well-known, trusted
CAs. If you are connecting to Sites that make use of certificates signed by a CA in the Java Trust Store, you do not
need to create an additional Trusted Certificate Group for that CA. You cannot manage the Java Trust Store group
from the PingAccess administrative console. Expand a section for steps to import and manage certificates and create
and manage trusted certificate groups.

Import a certificate

Navigate to Settings > Security > Certificates
Click + to the right of the Certificates subheading.
Enter an Alias for the certificate

Click Choose File to select the certificate.

A N

Click Add to import the certificate. A new certificate row appears on the Certificates page.

Note: If the Certificate is either expired or not yet valid, PingAccess displays a warning, but the import
will proceed.

L=F

Delete a certificate

. Navigate to Settings > Security > Certificates
. Expand the certificate you want to delete

1
2
3. Click
4. When prompted, click Delete to confirm the deletion request

= Info: If the certificate is associated with a trusted certificate group, you cannot delete it.

Add a certificate to a Trusted Certificate Group

1. Navigate to Settings > Security > Certificates

2. Drag a certificate into an existing trusted certificate group
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Create a Trusted Certificate Group

A N

7.
8.

Navigate to Settings > Security > Certificates

Click + to the right of the Trusted Certificate Groups heading.
Drag a certificate onto the box that appears.

Enter a Name for the group in the box that appears.

Select the Use Java Trust Store checkbox to set the new group to include the Java Trust Store group. For
example, if you create your own intermediate CA certificate that is signed by a well-known CA in the Java Trust
Store.

Select the Skip certificate date checks checkbox to allow PingAccess to ignore date-related errors for certificates
that are not yet valid or have expired.

Click Add.
Additional certificates cna be added to the new trusted certificate group by dragging them into the group.

Edit a Trusted Certificate Group

1.
2.

Navigate to Settings > Security > Key Pairs

Expand the trusted certificate group you want to edit

* Add a certificate to the group by dragging it into the group from the certificate list.
* Delete a certificate from the group by clicking - to the right of the certificate.

Edit the trusted certificate group parameters by clicking # and then making your changes. If you edit these
options, click Save to save them.

Remove a Certificate from a Trusted Certificate Group

1.
2.

Expand the Trusted Certificate Group containing the certificate you want to remove.

Click ©  on the certificate you want to remove.

Delete a Trusted Certificate Group

1. Navigate to Settings > Security > Certificates

2. Expand the trusted certificate group you want to delete
3.
4

Click [

. When prompted, click Delete to confirm the deletion request

Key Pairs

PingAccess provides built-in Key Pairs, which are required for secure HTTPS communication. A Key Pair includes
a private key and an X.509 certificate. The certificate includes a public key and the metadata about the owner of the
private key.

PingAccess listens for client requests on the administrative console port and on the PingAccess engine port. To enable
these ports for HTTPS, the first time you start up PingAccess, it generates and assigns a Key Pair for each port. These
generated Key Pairs are initially assigned on the HTTPS Listeners page.

Additionally, Key Pairs are used by the Mutual TLS Site Authenticator to authenticate PingAccess to a target Site.
When initiating communication, PingAccess presents the client certificate from a Key Pair to the Site during the
mutual TLS transaction. The Site must be able to trust this certificate in order for authentication to succeed..

=,

Info: Ensure that the administrative console node and engines in a cluster have the same cryptographic
configuration. For example, if you generate an elliptic curve Key Pair on the administrative console and the
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engines in the cluster are not configured to support elliptic curve Key Pairs, then the engines are not able to
use that Key Pair for the engine HTTPS Listeners or as the Key Pair in a Mutual TLS Site Authenticator.
Cryptographic configuration differences are often caused by having a Java Cryptographic Extension with
limited strength providers installed (see the Oracle Java documentation for more information).

Use this page to manage Key Pairs and to import or generate additional Key Pairs to secure access to the PingAccess
administrative console and for incoming HTTPS requests at runtime as well as for use with the Mutual TLS Site
Authenticator.

Import an existing Key Pair

Use this function to import a Key Pair from a PKCS#12 file.

1.
2.
3.

Navigate to Settings > Security > Key Pairs
Click Import.

In the Alias field, enter a name that identifies the Key Pair. Special characters and spaces are allowed. This name
identifies the Key Pair when assigning the Key Pair to various configurations such as H7TPS Listeners.

4. Enter the Password used to protect the PKCS#12 file. PingAccess uses the password to read the file.

Click Choose File to locate the PKCS#12 file.
Click Save to import the file.

E Note: If the Key Pair is either expired or not yet valid, PingAccess displays a warning, but the import will
proceed.

Generate a new Key Pair

Use this function to generate a Key Pair and the self-signed certificate.

1.
2.
3.

4.

Navigate to Settings > Security > Key Pairs
Click Add Key Pair
Enter the fields required for the new Key Pair

If the key pair is going to be used for incoming requests on multiple hosts or multiple IP addresses, enter
additional Subject Alternative Names to meet those requirements.

Click Save

Generate a Certificate Signing Request

Generate a Certificate Signing Request (CSR) to establish more security and trust than using a self-signed certificate.

1.
2.

Go to Settings > Security > Key Pairs

Click Generate CSR for the certificate you want to generate a CSR for. PingAccess generates a CSR file and your
browser will download it.

Provide this file to a Certificate Authority (CA). The CA signs the file and provides a CSR Response that you
can upload and use to replace the self-signed certificate. If the CA is well known, its certificates are installed by
default in most browsers, and the user is not prompted to trust an unknown certificate.

When you receive the CSR response, follow the instructions at Import a Certificate Signing Request Response on
page 52.

Import a Certificate Signing Request Response

Import a CSR Response to replace the self-signed certificate in a Key Pair. Click ® CSR Response and fill out the
form.

Note: Before you import the CSR Response, import the signing CA certificate into PingAccess and add it to
a Trusted Certificate Group.

1. Navigate to Settings > Security > Key Pairs


http://docs.oracle.com/javase/7/docs/technotes/guides/security/SunProviders.html#importlimits
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2. Click CSR Response for the key pair the CSR applies to

3. Select the Trusted Certificate Group to use for validating that the certificate in the CSR Response is correctly
formed.

4. Choose the CSR Response file.
5. Click Save.

Download a Certificate

Download a certificate when you need to configure a peer to trust a certificate used by PingAccess. For example,
download the certificate for the Key Pair used by a Mutual TLS Site Authenticator and configure the target Site to
trust the certificate.

1. Navigate to Settings > Security > Key Pairs

2. Click Download Certificate in the row for the certificate you want to download

3. Your browser will download the certificate and save it in your local filesystem
Assign a Key Pair to a Listener

1. Navigate to Settings > Networking > Listeners

2. Inthe HTTPS Listeners section of the page, click the drop-down menu to the right of the listener and select a key
pair.
3. Click Save.

Engine Key Pairs

If PingAccess is running under Java 8, the Engine Key Pairs section of the page can be used to assign a key pair to a
specific virtual host. Virtual hosts cannot be wildcard hosts, but must include a specific hostname and port. Assigning
Key Pairs to Virtual Hosts is useful in situations where the main ENGINE listener Key Pair would not be valid for
client TLS handshakes for requests bound for all virtual hosts protected by PingAccess. For example, if the main
ENGINE Key Pair is not a wildcard certificate, or does not contain every virtual host name in the Subject Alternative
Name (SAN) extension.

A Virtual Host may have only one Key Pair assigned to it.

Assign a Key Pair to a Virtual Host

Navigate to Settings > Networking > Listeners

In the Engine Key Pairs section of the page, click Edit in the row the desired key pair appears in
Use the drop-down list to select select the virtual hosts the key pair should be used for

Click Save

L=

Delete a key pair

= Info: If a key pair is currently in use, you cannot delete it.

. Navigate to Settings > Security > Key Pairs
. Expand the key pair you want to delete

1
2
3. Click [
4

. When prompted, click Delete to confirm the deletion request


http://www.openssl.org/docs/apps/x509v3_config.html#Subject_Alternative_Name_
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Advanced network configuration

Availability profiles

Availability Profiles are used in a Site configuration to define how PingAccess classifies a backend target server as
failed. Sites require the selection of an availability profile, even if only one target is provided.

A connection failure can be determined based on whether a backend target is not responding, or based on specified
HTTP status codes that should be treated as failures of a specific backend target. For example, if a backend target is
responding to requests with a "500 Server Error" status, it may be desirable to consider that server down even though
the web service is responsive.

If multiple targets are specified in a site configuration but a load balancing strategy is not applied, then the
Availability Profile will cause the first listed target in the site configuration to be used unless it fails. Secondary
targets will only be used if the first target is not available.

Currently, the only availability profile type is On-Demand. You may wish to create different profiles for different
sites based on differing site needs for retry counts, retry delays, timeouts, or HTTP status codes.

Configure a new Availability Profile

Go to Settings > Networking > Availability Profiles, then click Add Availability Profile.
Enter a unique descriptive name for the profile.
Select the On-Demand Type.

Enter the number of milliseconds to wait for a connection to be established to a backend target in the Connect
Timeout (ms) field.

El o

5. Enter the number in milliseconds the amount of time to wait before timing out the request for a pooled connection
to the target site in the Pooled Connection Timeout (ms) field. Enter -1 for no timeout.

6. Enter the number in milliseconds the amount of time to wait before timing out the read of the response from a
target site in the Read Timeout (ms) field. Enter -1 for no timeout.

7. Enter the number of times to retry a connection to a backend target before considering the target failed in the Max
Retries field.

8. Enter the number of milliseconds to wait between retries in the Retry Delay (ms) field.
9. Enter the number of seconds to wait before trying a failed target again in the Failed Retry Timeout (s) field.

10. Optionally enter a list of HTTP status codes that should be considered as a failure in the Failure HTTP Status
Codes field. The sequence for this list is not important.

11. Click Save.
Edit an existing Availability Profile

1. Go to Settings > Networking > Availability Profiles, expand the desired profile, then click the edit icon.
2. Make any desired changes to the profile.

3. Click Save to save your changes.

HTTP requests

The settings for HTTP Requests are used to match a served resource with the originating client when one or more
reverse proxies are between the client and the served resource. For example, when a reverse proxy sits between the
client and the PingAccess server or a PingAccess agent, the additional proxy might be identified as the client. Such
proxies can be configured to inject additional headers to relay the originating client address. The settings on this page
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allow PingAccess to be configured to identify the originating client's address using a list of alternative headers. These
settings are used by the PingAccess Policy Server when evaluating network range rules as well as the in[pRange()
Groovy script matcher.

The list of header names for the IP Source and Host Source sections is an ordered list, with the first header match
being used. By default, Xx-Forwarded-For is configured for IP Source requests, and both X-Forwarded-Host
and Host are configured for Host Source requests.

= Info: The IP Source address settings only affect PingAccess as a Gateway; Agents will always use the
address for the last hop.

In addition, the Protocol Source section can be used to define the header used to identify the protocol used for the
original request. The default value is X--Forwarded-Proto.

Configure an alternative IP Source header

1. Navigate to Settings > Networking > HTTP Requests
2. In the IP Source section of the page, enter a header name to search for in the Header Names list.

3. Select either First or Last for the List Value Location to determine whether, when a list of values is in the
header, the first value or the last value in the list should be used as the IP Source value. The default value is Last.

4. Enable or Disable the Fallback to Last Hop IP checkbox to determine, if none of the listed headers is present in
the request, whether the upstream IP address should be used for rule evaluation. If this value is disabled and no
headers match, the network range rule will return a Forbidden status.

5. Click Save.

Configure an alternative Host Source header

1. Navigate to Settings > Networking > HTTP Requests

2. In the Host Source section of the page, click Header Names to enter a header name to search for in the Header
Names list.

3. If desired, click I to the right of an existing header to delete it from the list.

4. Select either First or Last for the List Value Location to determine, when a list of values is in the header, if
the first value or the last value in the list should be used as the Host Source value. The default value is Last.

5. Click Save.

Configure an alternative Protocol Source header

1. Navigate to Settings > Networking > HTTP Requests.
2. In the Protocol Source section of the page, enter a header name in the Header Name field.
3. Click Save.

Listeners

The Listeners configuration page is used to assign key pairs to the administrative, agent, and engine listeners, as well
as to define additional listener ports for the PingAccess engine.

HTTPS Listeners

PingAccess listens for HTTP requests on the ADMIN, ENGINE, and AGENT ports. When HTTPS is enabled for
these listeners in run.properties, a key pair must be assigned to the listener. See Key Pair documentation for
information on setting up a key pair. By default, the listeners are configured for HTTPS and use pre-generated key
pairs associated with localhost.

The listeners are defined as follows:
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HTTPS Listener

Setting in run.properties to
enable HTTPS

Purpose

ADMIN

N/A

Listens for requests for the
administrative user interface and the
PingAccess REST APIs.

E Note: The ADMIN listener
always listens using HTTPS.

AGENT

agent.secure

Listens for requests from PingAccess
Agents running on Apache or IIS
web servers.

ENGINE

engine.secure

Listens for HTTP or HTTPS requests
that are proxied to target web servers
associated with Sites.

=» Info: Changes to the ENGINE Listener and Virtual Host Key Pairs assignments become effective
immediately. Changes to the ADMIN and AGENT Listener Key Pairs require a restart of each PingAccess
instance (engine nodes as well as the replica administrative node, if configured) in a clustered deployment.

Assign a Key Pair to a Listener

1. Navigate to Settings > Networking > Listeners

2. Inthe HTTPS Listeners section of the page, click the drop-down menu to the right of the listener and select a key

pair.
3. Click Save.

Engine Key Pairs

If PingAccess is running under Java 8, the Engine Key Pairs section of the page can be used to assign a key pair to a
specific virtual host. Virtual hosts cannot be wildcard hosts, but must include a specific hostname and port. Assigning
Key Pairs to Virtual Hosts is useful in situations where the main ENGINE listener Key Pair would not be valid for
client TLS handshakes for requests bound for all virtual hosts protected by PingAccess. For example, if the main
ENGINE Key Pair is not a wildcard certificate, or does not contain every virtual host name in the Subject Alternative

Name (SAN) extension.

A Virtual Host may have only one Key Pair assigned to it.

Assign a Key Pair to a Virtual Host

B

Click Save

Engine Listeners

Navigate to Settings > Networking > Listeners

In the Engine Key Pairs section of the page, click Edit in the row the desired key pair appears in
Use the drop-down list to select select the virtual hosts the key pair should be used for

The Engine Listeners section lists the different ports that the PingAccess Engine listens for incoming client
requests. By default, an engine listener is bound to all addresses (specified as an address of "0.0.0.0") on port
3000. The address binding can be changed in the engine's run.properties configuration file by changing the
engine.http.bindAddress property.

= Info: The listener port is different from the Virtual Host configuration used by Application objects in
PingAccess. For example, a listener listening on port 3000 can handle requests on port 443 if the client
sends a request to a reverse proxy or other port forwarding device that redirects the traffic to port 3000 on
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the Engine. The Host header is used to determine which Virtual Host heard the request (and thus, which
Application the client requested), regardless of the Engine listener port that receives the request. See HTTP
requests on page 54 for more information about this header.

Define an Engine Listener

Navigate to Settings > Networking > Listeners
Click Add Engine Listener.

Enter a descriptive name for the listener.

Cal ol

Enter the port the listener will open.

= Info: Remember to open the port in the system firewall, or the listener will not be able to process any
incoming requests.

5. If the port should listen for HTTP connections, clear the Secure option.
E Note: By default, engine listeners listen for HTTPS connections to protect sensitive data.

6. Click Save.

Load balancing strategies

Load Balancing Strategies are used in a Site configuration to distribute the load between multiple backend target
servers. Load balancing settings are optional, and only available if more than one target is listed for a site. This
functionality can replace a load balancer appliance between the PingAccess engine nodes and the target servers,
allowing for a simpler network architecture.

The load balancing strategies currently available are Header-Based and Round Robin.

The Header-Based strategy requires a header be included in the request that defines the target to select from the
Site configuration. This strategy has an option to fall back if the requested target is unavailable, or if the header is
missing from the request.

The Round Robin strategy has a sticky session option that permits a browser session to be pinned to a persistent
backend target. This strategy works in conjunction with the availability profile to select a target based on its
availability, and the load balancer will not select a target that is in a failed state.

Configure a Load Balancing Strategy

Go to Settings > Networking > Load Balancing Strategies
Click Add Load Balancing Strategy

Enter a unique descriptive name for the strategy

Select either Header-Based or Round Robin for the Type

A o

Configure the options for the selected Load Balancing Strategy type:
* For a Header-Based Load Balancing Strategy:

1. In the Header Name field, enter the name of the header that contains the selected target host.

2. If desired, click Show Advanced and select the Fall Back to First Available Host option to tell
PingAccess to use the first available target defined for the site if the target specified in the header is not
available or if the header is not present in the request.

E Note: If this option is not enabled and the specified target is not available or the request header is
not present, the client will receive a Service Unavailable response.

* ForaRound Robin Load Balancing Strategy:

1. If browser sessions should not be pinned to a persistent backend target, clear the Sticky Session Enabled
option. This option is enabled by default.



| Advanced network configuration | 58

2. If the Sticky Session Enabled option is enabled, enter a cookie name to use in the Cookie Name field.
This cookie is used by the PingAccess engine to track the persistent backend targets for a session.

= Note: When a web session is defined, the Cookie Name ficld defines a cookie prefix to use. The
rest of the cookie name comes from the Audience field in the Web Session.

Edit a Load Balancing Strategy

. Go to Settings > Networking > Load Balancing Strategies
+ Expand the load balancing strategy you want to edit, then click 4

1
2
3. Make any desired changes to the profile.
4. Click Save.
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Configure logging

Security audit logging

The PingAccess audit logs record a selected subset of transaction log information at runtime plus additional details,
intended to facilitate security auditing and regulatory compliance. The logs are located in P4 _HOME/log/. Elements
recorded in these logs are described in the table below, and are configured in conf/log4j2.xml.

PingAccess generates these audit logs:

pingaccess_engine audit.log
Records transactions of configured Resources. Additionally, the log records transaction details when PingAccess
sends requests to PingFederate (for example, STS, OAuth2, JWS).

pingaccess_api_audit.log

Records PingAccess administrative API transactions. These transactions represent activity in the PingAccess
administrative console. This log also records transaction activity if you are using scripts to configure PingAccess.

pingaccess_agent_audit.log

Records transactions between PingAccess Agents and the PingAccess Engine.

Audit log configuration

AUDIT.authMech

AUDIT.client

AUDIT.failedRuleName

AUDIT.failedRuleType

Item Description

&d Transaction time.

exchangelId Identifies the ID for a specific request/response pair.

applicationID Specifies the ID of the requested application. This field is
disabled by default.

applicationName Specifies the name of the requested application.

resourcelD Specifies the ID of the requested resource. This field is
disabled by default.

resourceName Specifies the name of the requested resource.

pathPrefix Specifies the path prefix of the requested application or

resource.

Mechanism used for authentication. Engine Auditing -
Cookie (WAM session), OAuth, unknown (for example,
pass-through or static assets). Pass-through assets are
Resources with no policies or Web session configured.
Admin Auditing - Basic, OAuth, Cookie, unknown (
unknown displays only in an authentication failure).

IP address of the requesting client.

Name of the Rule that failed. If no Rule failure occurred,
this field is blank. This element is applicable only to the
pingaccess_engine audit.log.

Type of Rule that failed. If no Rule failure occurred,
this field is blank. This element is applicable only to the
pingaccess_engine audit.log.
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Item Description

AUDIT.failedRuleClass The Java class of Rule that failed. If no Rule failure
occurred, this field is blank. This element is applicable
only to the pingaccess_engine audit.log.

AUDIT.failedRuleSetName Name of the containing Rule Set that failed. If no Rule
failure occurred, this field is blank. This element is
applicable only to the pingaccess_engine audit.log.

AUDIT.host PingAccess host name or IP address.

AUDIT.targetHost Backend target that processed the request and generated
a response to the PingAccess engine.

AUDIT.method HTTP method of the request. For example, GET.

AUDIT.resource Name of the Resource used to fulfill the

request. This element is applicable only to the
pingaccess_engine audit.log.

AUDIT.responseCode HTTP status code of the response. For example, 200.

AUDIT.requestUri Request URI portion of the request (for example, /foo/
bar).

AUDIT.subject Subject of the transaction.

AUDIT.trackingId The PingFederate Tracking ID. This element can be used

to help correlate audit information in the PingAccess
audit log with information recorded in the PingFederate
audit log.

The value of this depends on whether the application
type is Web or APT.

If the application type is Web, the value is presented
as tid:<Session Identifier> The
<Session_Identifier> can be used by the PingFederate
Session Revocation API to revoke the session without
disabling the user in the identity store.

If the application type is APT, the value is presented as
atid: <Hash>. The <Hash> value is derived from the
OAuth Access token for the session, and only serves as
an identifier; it cannot be used for session revocation.

AUDIT.regReceivedMillisec Time in milliseconds (since 1970) that a client request
was first received

AUDIT.regSentMillisec Time in milliseconds (since 1970) that the agent or
engine sent a backchannel or proxy request

AUDIT.respReceivedMillisec Time in milliseconds (since 1970) that the agent or
engine received a response from a backchannel call or
proxy request

AUDIT.respSentMillisec Time in milliseconds (since 1970) that a response was
sent back to the client

AUDIT.roundTripMsS The respSentMillisec time minus the
reqReceivedMillisec time. This represents the total
number of milliseconds it took PingAccess to respond to
a client’s request (including the proxyRoundTripMS).



http://documentation.pingidentity.com/pingfederate/pf/?contextId=concept_sessionRevocationApi
http://documentation.pingidentity.com/pingfederate/pf/?contextId=concept_sessionRevocationApi

| Configure logging | 61

Item Description

AUDIT.proxyRoundTripMsS The respReceivedMillisec time minus the
reqSentMillisec time. This represents the total number of
milliseconds PingAccess was waiting for another entity
to respond to a backchannel call or proxy request.

Logging

PingAccess logging is handled by the log4j2 asynchronous logging library, configured using conf/log4j2.xml.

= Info: Audit logs are also configurable in conf/log4j2.xml. These logs record a selected subset of
transaction log information at runtime plus additional details (see Security Audit Logging).

By default, logging information is output to PA HOME/logs/pingaccess. log, and file logging uses the rolling
file appender. PingAccess keeps a maximum of 10 log files, each with a maximum size of 100 MB. Once 10 files
accumulate, PingAccess deletes the oldest. These defaults can be changed by locating and modifying the following
properties in the <Appenders> section of Llog4j2.xml:

» Changing the log file name:

<RollingFile name="File"
fileName="${sys:pa.home}/log/pingaccess.log"
filePattern="${sys:pa.home}/log/pingaccess.log.%i"
ignoreExceptions="false">

» Setting the maximum log size:

<SizeBasedTriggeringPolicy size="100000 KB"/>

» Setting the maximum number of log files:
<DefaultRolloverStrategy max="10"/>

O Tip: The default log level is DERUG. We recommend that once PingAccess is configured and is in use in a
production environment, logging be configured to use the lowest, most appropriate level for your needs.

In addition to the standard log4;j2 items, PingAccess adds the following custom item that can be used in the
log4j2.xml <PatternLayout> configuration:

Item Description

exchangeId Identifies the ID for a specific request/response pair.

For example, the following line from 10g47j2.xml incorporates the exchangeId in the output:
<pattern>%$d{IS08601} %5p [%$X{exchangeId}] %c:%L - %$m%n</pattern>

= Note: The $X conversion character is required for the exchangeId to be displayed properly.

Configure log levels

Define log levels for specific package or class names in order to get more (or less) logging from a class or group of
classes. If the log level is not specified for a particular package or class, the settings for the root logger are inherited.

1. Open conf/log4j2.xml in an editor.
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2. Locate the <AsyncLogger> element for the package or class you wish to adjust the logging level for.

<AsyncLogger name="com.pingidentity" level="DEBUG" additivity="false"
includelLocation="false">

3. Modify the 1evel attribute to set the desired log level.
Valid values are OFF, FATAL, ERROR, WARN, INFO, DEBUG, and TRACE.

4. Save the modified file. PingAccess will automatically make the changes effective within 30 seconds.

Configure a class or package log level

1. Open conf/log4j2.xml in an editor. Class or package loggers are defined in the <AsyncLogger> name
attribute. For example, cookie logging is enabled using the line:

<AsyncLogger

name="com.pingidentity.pa.core.interceptor.CookielLoggingInterceptor"
level="TRACE" additivity="false" includelLocation="false">
<AppenderRef ref="File"/>
</AsyncLogger>

2. Set the 1level value in the <AsyncLogger> element to one of the following values:
OFF, FATAL, ERROR, WARN, INFO, DEBUG, TRACE.

For example, to apply TRACE level logging for the com.pingidentity package, locate the following line:

<AsyncLogger name="com.pingidentity" level="DEBUG" additivity="false"
includelLocation="false">

and change it to:

<AsyncLogger name="com.pingidentity" level="TRACE" additivity="false"
includelLocation="false">

Enable cookie logging

Cookie logging is an optional feature in the TRACE log level.

1. Stop the PingAccess standalone or engine instance

2. Edit conf/log4j2.xml and uncomment the following section:

<AsyncLogger
name="com.pingidentity.pa.core.interceptor.CookieloggingInterceptor"
level="TRACE" additivity="false" includelocation="false">
<AppenderRef ref="File"/>
</AsyncLogger>

Append log messages to syslog and the console

Additional output destinations (called appenders) are available. Console and syslog appenders are pre-configured in
log4j2.xml, but are disabled by default.

To enable additional appenders, perform the following steps:

1. Open conf/log4j2.xml in an editor.
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2. Locate the following lines in the <Loggers> element:

<AsyncLogger name="com.pingidentity" level="DEBUG" additivity="false"
includelLocation="false">
<AppenderRef ref="File"/>
<!--<AppenderRef ref="CONSOLE" />-->
<!--<AppenderRef ref="SYSLOG" />-->
</AsyncLogger>

E Note: If you have customized logging to enable logging for additional classes, locate the
<AsyncLogger> element that is relevant to the class in question. This class is defined in the
<AsyncLogger> name attribute.

3. Uncomment the <AppenderRef> element that applies to the appender you wish to enable.

Note: PingAccess will rescan the logging configuration within 30 seconds and make the change active
automatically.

=

Write logs to other formats

PingAccess provides the option of writing the audit logs to an Oracle database.

You may also configure PingAcce