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Release Notes

PingFederate enables outbound and inbound solutions for single sign-on (SSO), federated identity
management, mobile identity security, API security, social identity integration, and customer identity and
access management. PingFederate extends employee, customer, and partner identities across domains
without passwords, using only standard identity protocols: Security Assertion Markup Language (SAML),
WS-Federation, WS-Trust, OAuth, and SCIM.

These release notes summarize the changes in current and previous product updates.

PingFederate 9.3.3 - December 2019

PingFederate 9.3.3 is a cumulative maintenance release for PingFederate 9.3, which introduced many
new features, such as authentication API, Identifier First Adapter, notification publishers, CIBA support,
Amazon CloudHSM support, a streamlined setup experience for PingID VPN use case, and more. For a
full summary of the 9.3 release, see PingFederate 9.3 - June 2019.

Resolved issues

Ticket ID Description
PF-24839 The SsamesSite attribute is now added only to secure cookies.
PF-24826 Resolved an issue causing session keys to be stranded on the CloudHSM,

causing it to run out of key space and preventing PingFederate from performing
any other verifications.

PF-24766 Resolved a potential connection leak issue when using outbound provisioning with
PingDirectory.
PF-24671 Resolved an issue that caused single sign-on failures when the HTML Form

Adapter's "remember my username" option was enabled and the username
contained a space.

PF-24667 The OpenID Connect max_age parameter now accepts a value of 0.

PingFederate 9.3.2 - November 2019

PingFederate 9.3.2 is a cumulative maintenance release for PingFederate 9.3, which introduced many
new features, such as authentication API, Identifier First Adapter, notification publishers, CIBA support,
Amazon CloudHSM support, a streamlined setup experience for PingID VPN use case, and more. For a
full summary of the 9.3 release, see PingFederate 9.3 - June 2019.

Resolved issues

Ticket ID Description

PF-24638 Improved scheme validation of the redirect uri parameter in browser-based
OAuth flows.

PF-24604 Changes made through the /oauth/cibaServerPolicy/settings API
endpoint are persisted through PingFederate restart.

Copyright ©2022



PingFederate | Release Notes | 9

Ticket ID Description

PF-24564 Resolved an issue where the requests without the User-Agent header caused
PingFederate to return an error when SameSite Safari filtering is enabled.

PF-24532 The sameSiteSpecifier is now set to None by default in jetty-runtime.xml.

PF-24511 Resolved an issue that caused users who had just changed their passwords to be

prompted to log in with the error, Your password must be reset before
you can log on. Please change your password and try again or
contact your system administrator. Thisissue occurred only in clustered
environment.

PF-24452 Resolved an issue where a policy tree could be executed with no acceptable
mapping configured.

PF-24425 Resolved an issue causing PingDirectory user credential validation to fail when the
service account did not have the config-read privilege.

PF-24340 Resolved an issue with state handling in the RADIUS Username Password
Credential validator.

PF-24329 Changed the reference number generation algorithm to avoid the potential formation
of words. Now, an 8-character, purely numeric number is used. The reference
number is displayed to users for system errors.

PF-24292 Resolved an issue resulting in a handshake failure for some transactions during
configuration replication.

PF-24124 Using the administrative console to update the metadata on an existing IdP
connection now correctly updates the signature verification certificates.

PF-24112 Resolved an issue where the default Authentication Application was incorrectly
invoked in the HTML Form Adapter's 'Trouble Signing On' flow, even when there
was no Authentication Application configured in the Authentication Policies.

PF-24010 Resolved an issue where the Authentication APl Explorer was not masking the
password in some cases.

PF-23969 When configuring authentication policy sessions, using an integer up to the
maximum of 43200 in the Session Revocation Lifetime (Minutes) field no longer
causes an integer overflow.

PingFederate 9.3.1 - August 2019

PingFederate 9.3.1 is a cumulative maintenance release for PingFederate 9.3, which introduced many
new features, such as authentication API, Identifier First Adapter, notification publishers, CIBA support,
Amazon CloudHSM support, a streamlined setup experience for PingID VPN use case, and more. For a
full summary of the 9.3 release, see PingFederate 9.3 - June 2019.

Resolved issues

Ticket ID Description

PF-23950 To improve security, cluster encryption is enabled by default when cluster
authentication is enabled.
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Ticket ID Description

PF-23895 The administrative API PUT/POST calls for WS-Federation connections no longer
change abortSsoTransactionAsFailSafe from true to false.

PF-23863 The Attribute Source ID field on the Attribute Sources & User Lookup screen is
now validated to ensure that it contains only alphanumeric characters.

PF-23851 Resolved an issue with connection configuration containing duplicate certificate
aliases when upgrading from a release prior to PingFederate 8.4.

PF-23831 Multi-value entries used in custom data sources' filters are now correctly parsed.

PF-23797 PingFederate now properly encodes client IDs and client secrets when making

OIDC requests to third-party OIDC Providers using the Authorization Code flow.
This fix resolves interoperability issues with OIDC Providers such as Google and
Keycloak that use the hyphen character ("-") in client IDs.

PF-23713 Using a selector that doesn't include any result values no longer causes the
Authentication Policies page in the administrative console to crash when viewing
the policy.

PF-23617 Users are now re-challenged after entering an incorrect challenge response when
using the RADIUS Username PCV.

PF-23541 Improved memory utilization in the Client-Initiated Backchannel Authentication
workflow.

PF-23540 PingFederate no longer uses the LDAP ServerSideSortRequestControl

without first verifying whether it is supported.

PF-23528 The Your password is expired and must be changed error message
no longer continues to display on the login screen after the user has successfully
changed their password.

PF-23512 Password changes no longer fail when the underlying LDAP PCV is using Oracle
Directory Server Enterprise Edition (ODSEE) and the user's password has expired.

PF-23506 PingDirectory clustered environments that have latency no longer cause a possible
null value to be received when searching for an OAuth client immediately after it has
been created.

PF-23464 The OpenToken Adapter (now version 2.5.8) now provides an option to URL encode
the value of the extended cookie to ensure compliance with RFC 6265.

PF-23434 PingFederate now maps the 1ogin hint parameter from incoming OIDC requests
to the Incoming User ID option's Requested User attribute from the Context
source in Authentication Policies.

PF-23383 The selected stored procedure is no longer cleared when a user clicks Next on the
Stored Procedure Location tab. This problem occurred when JIT provisioning had
previously been configured from an SQL datastore using a stored procedure, and
the datastore had multiple schemas.

PF-23303 PingFederate no longer ignores the global default policy for password expiration
notifications when using PingDirectory or Oracle Directory Server Enterprise Edition
(ODSEE). Previously, the notifications were displayed only when a user had a
password policy explicitly set using the ds-pwp-password-policy-dn attribute.

PF-23018 The SP Adapter to IdP Connection mapping dependency error is now removed
when the extended contract on the adapter is deleted.
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Ticket ID Description

PF-23014 PingFederate as an IdP no longer sends SLO requests to partners that only support
SP-init SLO (not IdP-init SLO).

PingFederate 9.3 - June 2019

Enhancements

Authentication

Authentication API

The end user experience is critical to identity services for any organization, but security
cannot be sacrificed. Typically, the end user experience is designed and maintained by front
end developers while the security policy is administered by identity architects. Requiring the
two groups to coordinate changes adds friction to the speed at which new changes can be
applied. To eliminate this friction, PingFederate now includes an authentication API. The
authentication API separates the presentation layer from the security policy. Authentication
policy continues to be maintained in PingFederate while the Ul end users interact with can
be maintained in a separate web application. The authentication API directs the presentation
layer through the credential collection prompts of the authentication workflow. This allows
the identity architect to change authentication policy without requiring code changes to the
presentation layer, and the front end developer can release changes to the end user Ul
without waiting on a change to PingFederate.

PingOne® for Enterprise setup

The setup wizard for connecting PingFederate to PingOne for Enterprise has been updated
to improve usability and to include support for the PingID® VPN use case. SSO to PingOne
for Enterprise and PingID for VPN can be individually enabled. PingFederate can also be
configured to automatically generate sample users when evaluating SSO via PingOne for
Enterprise.

Identifier First Adapter

When a variety of user types are authenticating at PingFederate, it may not be appropriate
to challenge all users with a default credential type, such as a password. It may be better
to ask the user for their identifier first and then determine the user population and the
enrolled credential types. The new Identifier First Adapter provides a way for PingFederate
to collect the user identifier and then determine how to challenge the user for credentials.
The determination could be based on an email address suffix, which indicates the identity
provider, or a data source query that returns the authentication methods that apply to the
user.

Extended Properties

It's common for data to exist about applications and partners beyond the configuration
PingFederate requires for transaction processing. Rather than storing this information
in external systems, it's now possible to define a schema of Extended Properties in
PingFederate to store this information with OAuth client and connection definitions. This
enhancement builds on top of, and replaces, the Extended Client Metadata previously
available.

Extended Properties Authentication Selector
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Authentication policy is at the core of secure access to applications. Once defined and tested,
an authentication policy should change very infrequently. When authentication requirements
for an application require an update, it is better to represent such update as a change to

the nature of the application than as a change to a shared set of authentication policies.

As a complement to extended properties, a new authentication selector has been added

to determine the authentication required based on the extended properties defined in SP
connections and OAuth clients.

REST API data store

A new data store type has been added to enable the querying of attribute data from JSON-
based REST APIs.

Authentication policies for forgot password

Forgotten password recovery, or password reset, is a prime target for account takeover
attacks. It's important that the authentication required to recover from a forgotten password

is sufficiently strong, relative to the strength of the password credential itself and any
authentication policies that include password authentication. In other words, password reset
cannot be a weak link in the overall authentication policy. The authentication options available
for password reset have been extended to support any authentication policy configured in
PingFederate.

Directory server password policy messaging

Users need feedback when they attempt to set a new password, but that password does

not meet the requirements of the underlying directory. The HTML Form Adapter has been
updated to propagate the password policy violation details from the directory server directly to
the presentation layer. This improves the user experience as the messaging is dynamic and
can change over time as changes are made to the directory server. This messaging uses the
existing localization framework for end user Uls so that the error messages can be translated
into the user’s preferred language.

HTTP Request Parameter Authentication Selector enhancements

The HTTP Request Parameter Authentication Selector now offers additional result-matching
options. In addition to selector results that branch authentication policy for specific parameter
values, it's now possible to branch authentication policy when the parameter matches

any configured selector result, no configured selector result, or is not included in the

request. Previously, authentication selector processing would fail, and the next applicable
authentication policy would be executed under these conditions.

Requested AuthnContext Authentication Selector enhancements

The Requested AuthnContext Authentication Selector also offers new result-matching
capabilities. In addition to selector results that branch authentication policy for specific
requested authentication contexts, it's now possible to branch authentication policy when a
request does not include an authentication context or includes one that does not match any
configured authentication context. Previously, authentication selector processing would fail,
and the next applicable authentication policy would be executed under these conditions.

Authentication policy sequence logging

Authentication policies can enable very sophisticated workflows, involving many steps and
contextual rule evaluations. Authentication policy logging has been enhanced to make it
easier to track every step in the workflow and to simplify workflow debugging. This new set of
log messages are associated with a new category for easy filtering and written in a structured
format for automated processing.
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Authentication source session logging

Understanding the life cycle of authentication sessions can help analyze user experience
and their exposure to application access. Knowing the time allotted to users may help during
security reviews to ensure access isn’t given for a time period beyond what is necessary.
PingFederate now captures authentication life cycle events in the security audit log.

OAuth

Client Initiated Backchannel Authentication (CIBA)

Client Initiated Backchannel Authentication (openid.net/specs/openid-client-initiated-
backchannel-authentication-core-1_0.html) is an extension to OpenID Connect that is gaining
interest by organizations that want to improve the end-user experience during authentication
and authorization in a federated environment. This extension defines a new OAuth grant

type where user consent can be requested through an out-of-band flow. For example, CIBA
improves the user experience when making an online purchase from a merchant as it doesn’t
require a browser redirect to a financial institution to authorize the purchase. Instead, the user
can receive a push notification sent to the financial institution’s native mobile app running on
the user’s phone to complete the authorization.

Option to require PKCE

Proof Key for Code Exchange (PKCE) is a technique to mitigate the risk of authorization code
interception attacks (see https://tools.ietf.org/html/rfc7636). While PingFederate supports
PKCE, participation is voluntary as initiated by OAuth clients. Administrators can now make
PKCE mandatory and reject authorization requests from clients who fail to comply.

Scope group expansion

Scope groups provide a convenient mechanism for organizing sets of scopes that can be
requested by OAuth clients by individual group names. Scope groups can be beneficial for a
number of reasons. One example is to provide an abstraction layer between the scope group
name that a client can use to request authorization and the corresponding scopes that can
be authorized. This gives administrators the flexibility to modify a set of scopes available to

a client without having to update that client to be aware of such changes. However, resource
servers may not be aware of the individual scopes that compose the scope group. A new
option has been added to expand scope groups to their composing scope list in access
tokens.

Access Token validation optimization

Internally Managed Reference Token validation has been optimized to reduce response time
when a large number of Access Token Managers are defined.

Grant expiration tracking in ID token

It is now possible to include a claim in the ID token to track the expiration time of the
corresponding authorization grant.

Pairwise Pseudonymous ldentifiers

Some federations require user anonymity so that different relying parties are unable to
collaborate over individual users. It's now possible to enable Pairwise Pseudonymous
Identifiers, as defined by the OpenID Connect specification, for OpenlD Connect clients.

System
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Notification Publishers

Some events that PingFederate processes require out-of-band communication with users;

for example, notifying administrators about certificate expirations and notifying end users
about password management events. Some types of users or events may require different
delivery methods. The notification system in PingFederate has been overhauled to provide

a pluggable architecture to publish notifications in a variety of ways, configurable based on
the types of events and users. In this release, PingFederate includes both SMTP and AWS
Simple Notification Service (SNS) publishers out of the box. Existing SMTP configuration data
will be migrated to this new model upon upgrade.

Automatic configuration replication upon monitored metadata changes

PingFederate can monitor metadata published by SAML partners. This is used to detect
changes to partner metadata, typically a result of rotating keys used to sign and verify SAML
signatures. In previous versions, PingFederate would download changes to metadata to the
administrative server and notify the administrator of the change. Certain changes, such as
changes to the list of certificates, are now automatically replicated to the runtime servers in
the cluster.

Remove unused certificates from connection upon monitored metadata changes

Rotating certificates can lead to a growing list of inactive ones. PingFederate now
automatically deletes verification certificates from connection configuration when they no
longer are included in a partner's SAML metadata.

Master Key secured by AWS Key Management Service

PingFederate cryptographically secures certain data elements using a Master Key (found

in the p£ . jwk file), which is normally unique per installation. During the initial startup,
PingFederate automatically generates a randomized key. Customers that deploy new
configurations using a pipeline that provisions an entirely new PingFederate cluster (i.e., blue/
green) can include a pf . jwk file, so the new infrastructure can read data that was previously
secured by a different cluster. Customers running in AWS now have the option to secure the
pf.jwk file using Amazon KMS.

Connection and OAuth Client name auditing

In addition to connection IDs and OAuth client IDs, connection names and client names are
now available for security audit logging.

Support for Amazon Corretto Java 8 and 11

This release includes support for Amazon Corretto Java 8 and 11. Amazon Corretto is a no-
cost distribution of OpenJDK provided by Amazon with a long-term support commitment for
performance and security enhancements. Note that while other combinations may function as
expected, the only supported cluster configurations are those where each node utilizes the
same version and distribution of Java.

Administrative APl enhancements

To simplify batch processing of administrative API calls, the following APIs have been
enhanced to allow for the object ID to be declared by the API client rather than automatically
generated:

= /authenticationPolicyContracts
= /keyPairs/signing/import

= /keyPairs/signing/generate

= /keyPairs/sslClient/import
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= /keyPairs/sslClient/generate
= /keyPairs/sslServer/import

= /keyPairs/sslServer/generate
= /dataStores

Additionally, the administrative API has been extended to manage certificate revocation
settings at /certificates/revocation.

Other improvements

=  AWS CloudHSM has been added as a supported HSM.

= Renamed OAuth Device Flow to OAuth Device Authorization Grant to align with the change in
the specification.

= The HTML Form Adapter's alternate authentication source button for FIDO via PingID has new
styling to reflect the FIDO method available to the user given the browser and OS they are using.

=  Gemalto SafeNet Luna Network HSM client 7.2 and the Gemalto Safenet Luna eLab
environment has been qualified.

= A warning message is now logged when upgrading PingFederate from a previous version when
the tcp.xml file is not merged.

= PingFederate has been qualified on Alpine Linux.
= PingFederate has been qualified on Amazon Linux 2.
= Updated the following bundled components and third-party dependencies:

= PingID Adapter 2.5.1

= PingID Connector 1.0.1

= PingID PCV (with integrated RADIUS server) 2.5.0
= Jetty 9.4.18

= Log4j2 2.11.2

= UnboundID LDAP SDK 4.0.11

Resolved issues

Ticket ID Description

PF-23012 Resolved an issue where an error occurred when a null value was returned for
a pseudonym attribute from an adapter.

PF-22962 The administrative console no longer displays an error message even when a
unigue column is selected as part of the just-in-time provisioning configuration.

PF-22947 and PF-21215 Resolved a couple of performance issues and improved the throughput of
PingFederate as a result.

PF-22846 Fixed an issue where AWS_PING failed when the access_key parameter or
the secret_key parameter was removed from the tcp.xml file.

PF-22419 Resolved an issue where PingFederate did not preserve query parameters
sent to the Account Recovery endpoint (/ext/pwdreset/Identify) when
those query parameters were configured as tracked parameters.

PF-22191 Fixed an issue where a unique ID field could not be set in an identity profile
when it was configured with profile management without registration.
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Ticket ID Description

PF-21042 An administrator, who signed on to the console by using a directory account,

can no longer initiate a change password request for a local account with

the same username. (It is worth mentioning that this issue only impacted the
administrative console experience; it was not possible to change the password
of the local account.)

Known issues

Administrative console and administrative API

For IdP connections, the administrative APl connection support is limited to Browser SSO, WS-Trust
STS, and OAuth Assertion Grant connections. As a result, when updating an IdP connection using
the administrative AP, it is possible to lose inbound provisioning settings previously configured
using the administrative console.

Known limitations

Copyright ©2022

SamesSite cookie handling in Chrome

@ Note: To implement this change, you must be running PingFederate 9.3.1 or above.

In Chrome release 80, it is expected that the default behavior of cookies that do not have a
SameSite specifier will change. Cookies without the sameSite value specified, are expected to
have sameSite=Lax set by default.

Enabling the Lax value makes cookies available to third-parties through HTTP GET requests, but
not by other methods, such as POST. This capability can also be enabled in other browsers such as
Firefox by enabling a user setting.

When the Lax value is enabled, cookies without the sameSite specifier are restricted to the same
site the user is browsing. The impact to PingFederate users, when this setting is enabled, is that
they will need to re-authenticate existing SSO sessions.

If cookies need to be available in a third-party context, you must configure the SameSite=None
setting. You can do this by uncommenting the <Set name="sameSiteSpecifier">None</
Set>lineinthe <pf install>/pingfederate/etc/jetty-runtime.xml file.

Administrative console and administrative API

= When enabling mutual TLS certificate-based authentication, administrators often configure a
list of acceptable client certificate issuers. When an administrator uses a browser to access the
console or the administrative APl documentation, PingFederate returns to the browser the list of
acceptable issuers as part of the TLS handshake. If the browser's client certificate store contains
multiple client certificates, the browser often presents to the user only the certificates whose
issuer matches one of the acceptable issuers. However, when PingFederate runs in a Java 11
environment, Chrome presents to the administrator all its configured client certificates, regardless
of whether the issuer matches one of the acceptable issuers, or not.

= Prior to toggling the status of a connection via the administrative API, an administrator must
ensure that any expired certificates or no longer available attributes are replaced with valid
certificates or attributes; otherwise, the update request fails.

= When creating or updating a child instance of a hierarchical plug-in, the administrative API
retains objects with an "inherited": false name/value pair (or without such name/value
pair altogether), ignores those with a value of true, and returns a 200 HTTP status code. No
error messages are returned for the ignored objects.
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= Using the browser's navigation mechanisms (for example, the Back button) causes inconsistent
behavior in the administrative console. Use the navigation buttons provided at the bottom of
screens in the PingFederate console.

= If authenticated to the PingFederate administrative console using certificate authentication,
a session that has timed out may not appear to behave as expected. Normally (when using
password authentication), when a session has timed out and a user attempts some action in
the console, the browser is redirected to the login page, and then back to the administrative
console once authentication is complete. Similar behavior applies for certificate authentication,
in principle. However, because the browser may automatically resubmit the certificate for
authentication, the browser may redirect to the administrative console and not the login page.

Hardware security modules (HSM)

= When using PingFederate with an HSM from Gemalto or nCipher, it is not possible to use an
elliptic curve (EC) certificate as an SSL server certificate.
= PingFederate must be deployed with Oracle Server JRE (Java SE Runtime Environment) 8.

SSO and SLO

=  When consuming SAML metadata, PingFederate does not report an error when neither the
validUntil nor the cacheDuration attribute is included in the metadata. Note that PingFederate
does reject expired SAML metadata as indicated by the validUntil attribute value, if it is provided.

= The anchored-certificate trust model cannot be used with the SLO redirect binding because the
certificate cannot be included with the logout request.

= If an IdP connection is configured for multiple virtual server IDs, PingFederate will always use the
default virtual server ID for IdP Discovery during an SP-initiated SSO event.

Composite Adapter configuration

= SLO is not supported when users are authenticated through a Composite Adapter instance that
contains another instance of the Composite Adapter.

Self-service password reset

Passwords can be reset for Microsoft Active Directory user accounts without the permission to
change password.

OAuth

PingFederate does not support case-sensitive naming convention for OAuth client ID values when
client records are stored in a directory server. For example, after creating a client with an ID value
of sampleClient, PingFederate does not allow the creation of another client with an ID value of
SampleClient.

It is worth noting that while it is possible to create clients using the same ID values with different
casings when client records are stored in XML files, a database server, or custom storage (if
implemented), we recommend not to do so to avoid record migration issues if it is decided later that
client records should be stored in a directory server.

Customer identity and access management

Some browsers display a date-picker user interface for fields that have been designed for date-
specific inputs. Some browsers do not. If one or more date-specific fields are defined on the
registration page or the profile management page (or both), end users must enter the dates
manually if their browsers do not display a date-picker user interface for those fields.

Provisioning
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LDAP referrals return an error and cause provisioning to fail if the user or group objects are defined
at the DC level, and not within an OU or within the Users CN.

Logging

If a source attribute has been configured for masking in an IdP adapter or IdP connection and the
source attribute is mapped to OAuth's persistent grant USER_KEY attribute, then the USER_KEY
attribute will not be masked in the server logs. Other persistent grant attributes will be masked.

Database logging

If PingFederate cannot establish a JDBC connection at startup, PingFederate will continue to write
log messages to the failover log file, despite the failover and resume configuration. When the JDBC
connectivity issue is resolved, restart PingFederate. On restart, PingFederate will start writing log
messages to the database.

Note that if PingFederate is able to establish a JDBC connection at startup, PingFederate will be
able to write log messages to the failover log when it encounters a JDBC connectivity issue and
resume writing log messages to the database when it re-establishes the JDBC connection.

RADIUS NAS-IP-Address

The RADIUS NAS-IP-Address is only included in Access-Request packets when the
pf.bind.engine.address is set with an IPv4 address. IPv6 is not supported.

Configcopy

= When the configcopy tool is used to copy all connections, channels, data sources, adapters,
or token translators, overridden properties are applied to all instances. Care must be taken when
applying overrides for copy-all operations.

= The configcopy tool supports copying only a single reference for each of the following
configuration items that are defined for a given connection: adapter, data source, Assertion
Consumer Service URL, Single Logout Service URL, and Artifact Resolution Service URL. When
multiple adapters, data stores, or any of the aforementioned service URLs are associated with a
given connection, only the first reference to each is copied.

= The configcopy tool does not support creation of configuration data that does not exist in the
source. If an override parameter for a parameter that does not exist in the source configuration is
set, the behavior of the target system is not guaranteed.

= The configcopy tool, when used for copying plug-in configurations (including adapters,
token translators, and other data stores), does not currently support overrides of complex data
structures, including tables, extended contract attributes, and masked fields.

= When the configcopy tool is used to copy connection data, any SOAP SLO endpoints defined
in the source are not copied to the target, even if the SOAP SLO endpoint is the only SLO
endpoint defined at the source. These must be manually added to the target.

Deprecated features

Email configuration

Starting with version 9.3, PingFederate provides a pluggable architecture to publish notifications
in a variety of ways, configurable based on the types of events and users. PingFederate 9.3
includes both SMTP and AWS Simple Notification Service (SNS) publishers out of the box. As a
result, the upgrade process now migrates email server settings from the source installation as an
SMTP Notification Publisher instance in the new PingFederate installation. To manage notification
publisher instances, go to the System# Notification Publishers screen.
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Oracle Solaris 10

Starting with version 9.2, Oracle Solaris 10 is no longer included in the PingFederate qualification
process. For a list of supported operating systems, see System requirements on page 60.

Auto-Connect™

The Auto-Connect™ feature has been discontinued in PingFederate 9.2. If such usage is detected
in the source installation during an upgrade, the upgrade tool warns the administrator about it.
Administrators should remove Auto-Connect™ configuration from the source installation and re-run
the upgrade tool.

JMX monitoring support for outbound provisioning

JMX monitoring of outbound provisioning is no longer an option starting with version 9.2. If

such usage is detected in the source installation during an upgrade, the upgrade tool warns the
administrator about it. No further action is required. Outbound provisioning transactions are written
to the provisioner—-audit. log file in the new installation (see Outbound provisioning audit
logging on page 234).

Logging configuration

The default logging configuration has been vastly optimized since PingFederate 8.2. As a
result, the product distribution no longer includes the terse.example.log4j2.xml file in the
<pf install>/pingfederate/server/default/conf directory, starting with version 8.4.

For more information, see Log4j 2 logging service and configuration on page 225.
Plain text email notification templates

Starting with version 8.2, PingFederate has switched the format of its email notification from plain
text to HTML. The new HTML-based templates (message-template-*.html) are located in the
<pf install>/pingfederate/server/default/conf/template/mail-notifications
directory. As a result, PingFederate no longer maintains the plain text templates (message-
template-*.txt).

To preserve previous modifications (if any), you must migrate custom changes manually. For more
information, see Copy customized files or settings on page 963.

SpSessionAuthnAdapterld and SourceResource (query parameters for the /sp/startSLO.ping
endpoint)

Support for the previously optional SpSessionAuthnAdapterld and SourceResource have been
dropped in favor of the SLO improvements introduced in version 8.2.

BoneCP as the JDBC connection pool library

As of PingFederate 8.0, support for BoneCP as the JDBC connection pool library has been
deprecated and replaced with Apache Commons DBCP™ 2, which requires JDBC 4.1 (or more
recent) drivers.

Verify the database-driver JAR files, found in the <pf install>/pingfederate/server/
default/1lib directory, meet the minimum version requirement. If you are using JDBC drivers
of version 4.0 (or earlier), contact your vendors for the latest drivers and replace the older JDBC
database-driver JAR files with the latest.

DSA certificate creation

Starting with PingFederate 7.3, it is no longer possible to create DSA key pairs in the certificate
management pages of PingFederate. Import of DSA key pairs continues to be supported.
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Username Token Translator

As of PingFederate 7.2, the Username Token Translator has been deprecated and replaced with
an integrated Username Token Processor. While the integrated Username Token Processor and
the deprecated Username Token Translator may be simultaneously deployed, it is recommended to
migrate to the new token processor.

For instructions, see Migrate to the integrated Username Token Processor on page 971.
LDAP Adapter

Starting with PingFederate 7.2, the LDAP Adapter is no longer supported. This adapter was
deprecated in PingFederate 6.6 and replaced by the LDAP Username Password Credential
Validator (PCV), which can be used with the HTML Form or HTTP Basic Adapters.

Upgrade considerations

Several specific modifications made since PingFederate 8.0 may affect existing deployments. Please
review.

Gemalto SafeNet Luna HSM 6.3

When integrating with Gemalto SafeNet Luna Network HSM 6 (hardware security module),
PingFederate 9.2 requires firmware version of 6.3.0 and client driver version of 6.3. For setup
information, see Integrate with Gemalto SafeNet Luna Network HSM on page 94.

Weaker cipher suites disabled

Starting with PingFederate 9.1, weaker cipher suites TLS _RSA WITH_AES 128 CBC_SHA and
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA are disabled in new installations and upgrades. As
a result, the administrative and runtime servers support only TLS 1.2. If you must re-enable these
cipher suites for legacy clients, refer to Managing cipher suites on page 277 for more information.

Access token validation response

Starting with PingFederate 9.2, the access token validation response no longer includes the
username and subject elements by default. Responses include them only if they were mapped in
the issuing access token management instance.

Improved validation for AudienceRestriction

If an IdP connection is configured with multiple virtual server IDs, the AudienceRestriction
value in a SAML response must now match the virtual server ID information embedded in the
protocol endpoint at which PingFederate receives the message; otherwise, the SSO attempt
fails. To override this validation on a per-connection basis, see Configure validation for the
AudienceRestriction element on page 289.

Custom authentication selector

If you have created a custom authentication selector that returns an IdP adapter instance ID or the
connection ID of an IdP connection, you must update the associated descriptor instance. For more
information, see Update custom authentication selector on page 970.

Provisioning data store reset

Upgrading to PingFederate 9.0 or 9.0.1 when using its outbound provisioning capability can result
in user records being disabled at SaaS applications. The issue has since been resolved in version
9.0.2.
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If you are upgrading from version 8.4.4 (or earlier) or from version 9.0.2, 9.0.3, and 9.0.4 to version
9.3, the upgrade process automatically resolves this issue. No further action is required.

If you are upgrading from version 9.0 or 9.0.1 to PingFederate 9.3, you must use the provmgr
command-line tool to reset the provisioning data store on the upgraded installation. For more
information, see Review database changes on page 965.

Security enhancement in JDBC data store queries

A security enhancement has been made in PingFederate 9.0 to safeguard JDBC data store queries
against back-end SQL injection attacks. This protection is enabled for all new installations. For
upgrades, see Review database changes on page 965.

InterReqStateMgmtMapImpl.expiry.mins renamed

The InterReqStateMgmtMapIimpl.expiry.mins setting in the size-1limits.conf file has been
renamed in PingFederate 8.4.2. If you have previously modified the value of this setting, please
refer to Copy customized files or settings on page 963 for more information.

An improved index (IDX_FIELD_ NAME) in the database table for OAuth clients

PingFederate 8.4 has modified an existing index (IDX FIELD NAME) in the
pingfederate_oauth_clients_ext database table as a general improvement. For information on
modifying this index in your existing table, see Review database changes on page 965.

Security enhancement to the OAuth token endpoint

Starting with version 8.3, a new PingFederate installation no longer allows OAuth clients to send
access token validation requests to its token endpoint (/as/token.oauth?2) via the HTTP GET
method.

For upgrades, the Upgrade Utility applies this new behavior to the new installation as well unless
the <pf install>/pingfederate/server/default/data/config-store/oauth-token-
endpoint-binding.xml file has been modified in the older version, in which case the Upgrade
Utility preserves the modified configuration.

SSLv2Hello disabled

Starting with PingFederate 8.3, SSLv2Hello is disabled. Customers are encouraged to update
their applications to use TLSv1, TLSv1.1, or TLSv1.2 when establishing HTTPS connections with
PingFederate.

(As needed, SSLv2Hello could be re-enabled. Refer to this knowledge base article for more
information.)

License management simplification

Starting with version 8.2, PingFederate no longer maintains its license information in the
<pf install>/pingfederate/server/default/data/.pingfederate.lic file, to
which is known as the secondary license file in the previous versions of PingFederate. The
.pingfederate.lic, if any, is ignored.

We recommend using the administrative console to simplify the license management aspect of a
standalone PingFederate server or a clustered PingFederate environment.

Security enhancement for a clustered PingFederate environment

As of PingFederate 8.1, when encryption is enabled for the network traffic sent between nodes in a
clustered PingFederate environment, you must provide an authentication password for the cluster
as well; otherwise PingFederate aborts during its startup process.
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For more information about the pf.cluster.encrypt and pf.cluster.auth.pwd properties, see Configure
cluster protocol properties on page 913.

Metadata signing

Previously, when no signing certificate was chosen in the System# Metadata Settings# Metadata
Signing screen, the /pf/sts mex.pingand /pf/federation metadata.ping system-
services endpoints provided signed WS-Trust and WS-Federation metadata using one of the
certificates configured in the Security# Signing & Decryption Keys & Certificates screen.

Starting with PingFederate 8.1, if no certificate is selected in the Metadata Signing screen,
PingFederate provides unsigned metadata at both aforementioned endpoints. Select a certificate in
the Metadata Signing screen if signed metadata is desired.

Hostname verification for email server

New

New

For email notification using SSL or TLS, hostname verification of the certificate is available starting
with PingFederate 8.1. This option is enabled automatically when the Use SSL or Use TLS check
box is selected for a new configuration. When upgrading from a previous version of PingFederate,
if email notification had already been configured to use SSL or TLS, the Upgrade Utility preserves
the configuration without activating the hostname verification option for compatibility reasons.
Administrators should consider activating this new option for greater security.

login template file for the HTML Form Adapter

Previously, when multiple instances of the HTML Form Adapter are chained together (for example,
in an instance of the Composite Adapter), the subsequent instance tried authenticating the

end user with the credentials from the previous login, which might fail when the HTML Form
Adapter instances were configured to use different password credential validators (PCVSs).
Although this use case is rare, PingFederate 8.1 has corrected the behavior. As a result, the

login template file, <pf install>/pingfederate/server/default/conf/template/
html.form.login.template.html, has been modified.

If you have previously customized this login template file and if you have authentication use cases
that chain multiple instances of the HTML Form Adapter, you should re-customize using the new
html.form.login.template.html file.

connection pool library

As of PingFederate 8.0, support for BoneCP as the JDBC connection pool library has been
deprecated and replaced with Apache Commons DBCP™ 2, which requires JDBC 4.1 (or more
recent) drivers.

Verify the database-driver JAR files, found in the <pf install>/pingfederate/server/
default/1lib directory, meet the minimum version requirement. If you are using JDBC drivers
of version 4.0 (or earlier), contact your vendors for the latest drivers and replace the older JDBC
database-driver JAR files with the latest.

For more information, including re-enabling BoneCP as the JDBC connection pool library, see
Review database changes on page 965.

Log4j 2 upgrade

PingFederate 8.0 has upgraded its logging framework from Log4j to Log4j 2.

If you have previously customized <pf install>/pingfederate/server/default/conf/
log4j.xml, you will need to manually migrate your changes to the new 1og4j2.xml in the same
conf directory. See Review log configuration on page 969 for instructions.

O Note: PingFederate has been tested with vendor-specific JDBC 4.2 drivers. For more
information, see . To obtain your database driver JAR file, contact your database vendor. Database
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driver file should be installed to the <pf install>/pingfederate/server/default/lib
directory. You must restart the server after installing the driver.

Upgrade considerations introduced in PingFederate 7.x
Hostname verification for LDAPS

For LDAP type data stores with LDAPS enabled, hostname verification of the certificate is enabled
by default for all new data stores staring with PingFederate 7.3. When upgrading from a previous
version of PingFederate, this option is disabled for existing data stores for compatibility reasons.
Administrators should consider activating this new option for greater security.

Changes in a database table supporting nested group membership

Outbound provisioning of groups and nested group membership requires an update in the internal
data store. Follow the instructions in Review database changes on page 965 to add or update the
group_membership table.

SSLv3 disabled

To mitigate the POODLE attack, the SSLv3 protocol is disabled by default starting in PingFederate
7.3. It can be re-enabled by modifying the connector configuration in jetty-runtime.xml and
jetty-admin.xml found in the <pf install>/pingfederate/etc directory.

New representation for multivalued attributes in WS-Federation assertions

Starting with PingFederate 7.3, multivalued attributes in WS-Federation assertions are now
represented as multiple AttributeValue elements under a single Attribute element. Previously,
they were represented as a series of Attribute elements with the same name. The new behavior
was implemented for compatibility with ADFS 2.0. To revert to the previous behavior, a setting is
available in wstrust-global-settings.xml.

A new index (EXPIRESIDX) in the database table for OAuth persistent grants

PingFederate 7.3 added an index (EXPIRESIDX) for the expires column in the
pingfederate_access_grant database table. For information on adding this index to your existing
table, see Review database changes on page 965.

A new database table for OAuth persistent grant extended attributes

Starting with PingFederate 7.2 R2, a new database table needs to be created to support OAuth's
persistent grant extended attributes. The database scripts to create this table can be found in

<pf install>/pingfederate/server/default/conf/access-grant/sql-scripts/
access—-grant-attribute-<databaseServer>.sql (see Review database changes on page
965).

LDAP filter syntax checking

Starting with PingFederate 7.2, LDAP filters only allow spaces in matched-against values.
Examples

(| (sAMAccountName=$ {username}) (employeeID=ID for ${username})) is allowed,;
spaces in the matched-against value of “ID for ${username}” are valid.

( | (sAMAccountName=${username}) (employeeID=ID for ${username}) ) isnot
allowed because this filter contain spaces outside of matched-against values.

Invalid filters cause SSO runtime failures. Error messages logged to server.log include:
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Caused by: javax.naming.NamingException: [LDAP: error code 87 - Expected
a closing parenthesis...

Caused by: javax.naming.NamingException: [LDAP: error code 87 -
Unexpected closing parenthesis found...

We recommend reviewing LDAP filters and removing spaces outside of matched-against values
after upgrade.

HTML Form Adapter enhancement

Starting with version 7.1 R3, PingFederate tracks login attempts in the HTML Form Adapter. When
the number of login failures reaches the Challenge Retries threshold defined in the adapter, the user
is locked out for one minute. For more information, see HTML Form Adapter on page 716.

A new index (CLIENTIDIDX) in the database table for OAuth persistent grants

PingFederate 7.1 R3 added an index (CLIENTIDIDX) for the client id column in the
pingfederate_access_grant database table. For information on adding this index to your existing
table, see Review database changes on page 965.

Requested (formerly SAML) AuthN Context authentication selector process order changed

In releases prior to 7.1 R2, when the Requested AuthN Context Authentication Selector received

a list of authentication contexts, it used the last context that it could match, rather than the first.
However, both the SAML and OpenID Connect specifications treat an authentication context list as
appearing in order of preference. To align the Requested AuthN Context Authentication Selector
with these specifications, the selection order was changed in 7.1 R2. With this release, the selector
will use the first authentication context it can match, rather than the last.

multivalued LDAP attributes passed to outbound provisioning OGNL expressions

In releases before version 7.1, if an OGNL expression was used to populate a SaaS-partner field
in outbound provisioning, only the first value of a selected multivalued LDAP attribute was used in
the OGNL expression. As of PingFederate 7.1, this behavior was changed to use all values in the
expression.

@ Note: If this new behavior conflicts with existing deployments, it may

be reverted via the supportMultiValuesFromDirectory property located in the
<pf install>/pingfederate/server/default/data/config-store/
com.pingidentity.provisioner.mapping.OgnlFieldMapper.xml file.

OAuth clients reconfiguration

Neither the Upgrade Utility nor the platform-specific installers migrates OAuth clients that are
created from PingFederate 6.5 through 7.0. Use any of the following interfaces to reconfigure your
OAuth clients:

= The OAuth Server# Client Management screen in the PingFederate administrative console.

= The /oauth/clients administrative APl endpoint.

= The REST-based web service for OAuth client management at the /pf-ws/rest/oauth/
clients and /pf-ws/rest/oauth/clients/id endpoints. This web service requires the
client records to be stored in a database.

Note that PingFederate has been storing OAuth clients in XML files since version 7.1; these clients
are migrated to the new installation. In addition, if you have configured PingFederate 6.8 (or a more
recent version) to store OAuth clients in an external database, the new installation retains that
configuration as well.
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Upgrade considerations introduced in PingFederate 6.x
Cluster bind address required

Starting with PingFederate 6.11, the pf.cluster.bind.address property (located in <pf install>/
pingfederate/bin/run.properties) is required when running PingFederate in a cluster. The
default value is NON LOOPBACK.

Decryption and digital signing policy changes

Potential security vulnerabilities have resulted in the following changes to PingFederate as of
version 6.11. In some cases, these may impact interoperability with partners:

=  When acting as an SP and using the POST binding, PingFederate decrypts an assertion only
when the SAML response has been signed. An unsigned SAML response that contains an
encrypted assertion is rejected.

@ Note: Although strongly discouraged, this policy change may be reverted on a per-
connection basis via the EntityldsToAllowAssertionDecryptionWithoutResponseSignature list
located inthe <pf install>/pingfederate/server/default/data/config-store/
org.sourceid.saml20.profiles.sp.HandleAuthnResponse.xml file.

=  When acting as an IdP, PingFederate always signs a SAML response (even when the assertion
is also signed) if it contains an encrypted assertion.

@ Note: Although strongly discouraged, this policy change may be reverted on a per-
connection basis via the EntityldsToOmitResponseSignatureOnSignedEncryptedAssertion list
located in the <pf install>/pingfederate/server/default/data/config-store/
org.sourceid.saml20.profiles.idp.HandleAuthnRequest.xml file.

=  When acting as an IdP, PingFederate decrypts an encrypted NamelD in an Attribute Query only
when the request has been signed or the client has authenticated with basic or mutual TLS.

Key transport algorithm deprecated

Due to security risks associated with the RSA-v1.5 algorithm used for key transport, it is no longer
available for new connections starting with PingFederate 6.11. Existing connections in which this
algorithm is configured continue to support it. However, we recommend upgrading such connections
to use the newer algorithm RSA-OAEP (see Select an encryption certificate on page 541 for SP
connections and Choose an encryption certificate (SAML 2.0) on page 660 for IdP connections).

OAuth persistent grants expiration

When upgrading to PingFederate 6.8 (or a more recent version), all persistent grants for any
existing OAuth deployments using an Oracle MySQL database will expire. To address this issue, the
expires column in the pingfederate_access_grant table should be set to null prior to the upgrade.
If necessary, contact Ping Identity support for assistance.

OAuth clients reconfiguration

Neither the Upgrade Utility nor the platform-specific installers migrates OAuth clients that are
created from PingFederate 6.5 through 7.0. Use any of the following interfaces to reconfigure your
OAuth clients:

= The OAuth Server# Client Management screen in the PingFederate administrative console.

= The /oauth/clients administrative APl endpoint.

= The REST-based web service for OAuth client management at the /pf-ws/rest/oauth/
clients and /pf-ws/rest/oauth/clients/id endpoints. This web service requires the
client records to be stored in a database.
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Note that PingFederate has been storing OAuth clients in XML files since version 7.1; these clients
are migrated to the new installation. In addition, if you have configured PingFederate 6.8 (or a more
recent version) to store OAuth clients in an external database, the new installation retains that
configuration as well.

OGNL library upgraded

The OGNL library has been upgraded in version 6.4. If you use OGNL expressions in versions prior
to 6.4, we recommend retesting the expressions using the PingFederate administrative console or
runtime tests.

Previous releases

For information about enhancements and issues resolved in previous major and minor releases of
PingFederate, follow the links below to their release notes. From there you can also access the release
notes for older maintenance releases.

= 9.2 December 2018
= 9.1 June 2018
= 9.0 December 2017 and previous releases

Get Started with PingFederate Server 9.3

This guide provides information about getting started with Ping Identity® 's PingFederate to deploy a
secure Internet-identity platform, including single sign-on (SSO) based on the latest security and e-
business standards.

Introduction to PingFederate

Welcome to PingFederate, Ping Identity® 's enterprise identity bridge. PingFederate enables outbound
and inbound solutions for single sign-on (SSO), federated identity management, customer identity and
access management, mobile identity security, APl security, and social identity integration. Browser-based
SSO extends employee, customer and partner identities across domains without passwords, using only
standard identity protocols (Security Assertion Markup Language—SAML, WS-Federation, WS-Trust,
OAuth and OpenID Connect, and SCIM).

About identity federation and SSO

Federated identity management (or identity federation) enables enterprises to exchange identity
information securely across domains, providing browser-based SSO. Federation is also used to integrate
access to applications across distinct business units within a single organization. As organizations grow
through acquisitions, or when business units maintain separate user repositories and authentication
mechanisms across applications, a federated solution to browser-based SSO is desirable.

This cross-domain, identity-management solution provides numerous benefits, ranging from increased
end-user satisfaction and enhanced customer relations to reduced cost and greater security and
accountability.

For complete information about identity federation and the standards that support it, see Supported
standards on page 30.
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Service providers and identity providers

Identity federation standards identify two operational roles in an SSO transaction: the identity provider
(IdP) and the service provider (SP). An IdP, for example, might be an enterprise that manages accounts
for a large number of users who may need secure access to the Web-based applications or services of
customers, suppliers, and business partners. An SP might be a SaaS provider or a business-process
outsourcing (BPO) vendor wanting to simplify client access to its services.
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Identity federation allows both types of organizations to define a trust relationship whereby the SP
provides access to users from the IdP. The IdP continues to manage its users, and the SP trusts the IdP to
authenticate them.

PingFederate provides complete support for both roles. Note that business processes of a single
organization might encompass both SP and IdP use cases; this scenario can be handled by a single
instance of PingFederate.

Federation hub

To most organizations, identity federation means negotiating and managing federation settings with
partners. As the number of partners grows, so does the administrative overhead. In addition, different
federation protocols may also hinder application development and SSO implementation. To remove these
obstacles, PingFederate can be configured as a federation hub to extend federated access across partners
supporting different federation standards, SAML and WS-Federation for example, as well as to provide a
centralized console to simplify SSO administration. By bridging the identity providers and service providers
through the federation hub, administrators also have the option to multiplex a single connection for multiple
partners, adding additional use cases and reducing administration and implementation costs.
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Security token service

The PingFederate WS-Trust Security Token Service (STS) allows organizations to extend SSO identity
management to web services. (For information about WS-Trust and the role of an STS, see Web services
standards on page 47).

The STS shares the core functionality of PingFederate, including console administration, identity and
attribute mapping, and certificate security management. With PingFederate, web services can securely
identify the end user who has initiated a transaction across domains, providing enhanced service while
simultaneously ensuring appropriate information access and regulatory accountability.
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PingFederate can be used in many different scenarios to address different identity and security problems
as they relate to web services, service-oriented architecture (SOA), and Enterprise Service Buses. All of
these scenarios share a recommended architectural approach that uses a SAML assertion as the standard
security token shared between security domains. (For more information, see About WS-Trust STS on page
100).
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OAuth authorization server

PingFederate can act as an OAuth authorization server (AS), allowing a resource owner to grant
authorization to a client requesting access to resources protected by a resource server. The OAuth AS
issues tokens to clients on behalf of a resource for use in authenticating a subsequent API call—typically,
but not exclusively a Representational State Transfer (REST) API. The PingFederate OAuth AS issues
tokens to clients in several different scenarios, including:

= A web application wants access to a protected resource associated with a user and needs the user's
consent.

= A native application client on a mobile device or tablet wants to connect to a user's online account and
needs the user's consent.

= An enterprise application client wants to access a protected resource hosted by a business partner,
customer, or SaaS provider.

(For information about OAuth and the role of an AS, see OAuth 2.0 and PingFederate AS.)

The PingFederate OAuth AS can be configured independently or in conjunction with STS and browser-
based SSO for either an IdP or an SP deployment. For more information, see About OAuth on page 103.

O Note: OAuth AS capabilities may require additional licenses. For more information, please contact
sales@pingidentity.com.

User account management

In an identity federation, accounts are maintained for users at the IdP site. However, an SP will often
have its own set of user accounts, some of which may correspond to IdP users. The SP may also need to
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establish and maintain parallel accounts for remote SSO users to enforce authorization policy, customize
user experience, comply with regulations, or a combination of such purposes.

To facilitate cross-domain account management, PingFederate provides two kinds of user provisioning for
browser-based SSO, one designed for an IdP and one for an SP:

= At an IdP site, an administrator can automatically provision and maintain user accounts for partner SPs
who have implemented the System for Cross-domain Identity Management (SCIM) or, when optional
plug-in SaaS Connectors are used, for selected hosted-software providers.

= Atan SP site, an administrator can provision accounts within the organization automatically from SCIM-
enable IdPs or use information from SAML assertions received during SSO events.

For more information, see User provisioning on page 125.

Enterprise deployment architecture

With PingFederate's enterprise-deployment architecture, all protocol definitions, public key infrastructure
(PKI) keys, policies, profiles, etc., are managed in a single location, eliminating the need to maintain
redundant copies of these configurations and trust relationships. Furthermore, when new protocols,
profiles, or use cases need to be added, you only have to configure them once to make them available to
your entire organization.

PingFederate also improves security by creating a single “doorway” in your perimeter through which all
identity information must travel. Using PingFederate, all of your internal users who sign on to external
applications exit through this doorway, while all external users who sign on to your internal systems enter
through the same doorway.

The single-doorway approach also provides 100 percent visibility to all federation activities. The extensive
auditing and logging capabilities of PingFederate enable you to satisfy all of your logging-related
compliance and service-level requirements from a single location, as opposed to having to acquire and
consolidate disparate logs from throughout your organization.

Use case configuration

By providing a single configuration paradigm supporting different protocols, PingFederate reduces
complexity and learning curves. Furthermore, the step-by-step administrative console minimizes the
potential for errors by guiding administrators through configuration steps applicable only to the business
use cases they need to support.

@ Tip: For IdPs, connection templates that automatically configure many steps in the administrative
console are available for several use cases, including setting up SSO connections to selected SaaS
vendors. (For more information, see Outbound provisioning for IdPs on page 125).

Additional features

PingFederate lightweight, standalone architecture means you can receive the benefits of standards-
based SSO and API security integration without the cost and complexity of deploying a complete identity
management (IdM) system. The PingFederate server integrates and coexists with existing home-grown
and commercial IdM systems and applications, using these key features available separately from Ping
Identity.

Integration kits

PingFederate provides a suite of integration kits to complete the first- and last-mile integration with your
existing IdM systems and web applications. PingFederate integration kits are available for download
from the Ping Identity Downloads website, take only minutes to install, and are configured from within the
PingFederate administrative console.
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PingFederate

MY TITLE Multiple security-domain, multi-protocol federation

Integration kits enable rapid session integration with both existing authentication services and target
applications. In addition, PingFederate includes a Software Development Kit for creating custom
integrations.

For more information, see SSO integration kits and adapters on page 112.

Token translators

Ping Identity offers special token processors (for an IdP) and token generators (for an SP) to enable the
WS-Trust STS to validate and issue a variety of token types. These plug-ins, which supplement built-in
SAML token processing and generation, are designed to handle local identity tokens required in a variety
of security contexts.

For more information, see Token processors and generators on page 100.

SaasS connectors

SaaS connectors offer a streamlined approach for browser-based SSO to selected SaaS providers,
including automatic user provisioning and deprovisioning (see Outbound provisioning for IdPs on page
125). The Connector packages (available separately) include quick-connection templates, which
automatically configure endpoints and other connection information for each provider.

Cloud identity connectors

Ping Identity offers social identity integration with social networking sites. The OpenID cloud-identity
connector leverages OpenlID 2.0 social networking providers (including Google and Yahoo!) for registration
and access to cloud-based applications. Connectors for Twitter, LinkedIn, and Facebook leverage user
logins for registration and access to cloud-based applications.

About PingOne

PingOne® for Enterprise is a cloud-based identity as a service (IDaaS) framework for secure identity
access management. Integrating PingOne for Enterprise with PingFederate provides a powerful solution
combining the benefits of an on-premise deployment with the flexibility of a cloud solution.

For more information on PingOne, please visit pingone.com.

Supported standards

PingFederate provides flexible, integrated support for the Security Assertion Markup Language (SAML)

protocols, WS-Federation, OAuth, OpenID Connect, and WS-Trust. In addition, PingFederate supports

System for Cross-domain Identity Management (SCIM) for inbound and outbound provisioning.
Federation roles

The most recent sets of standards, SAML 2.0 and WS-Federation, define two roles in an identity federation
partnership: an Identity Provider (IdP) and a Service Provider (SP).
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@ Note: Earlier SAML 1.x specifications used the terms Asserting Party (for IdP) and Relying Party (for
SP). For consistency and clarity, however, PingFederate adopts the later terms IdP and SP across all
specifications.

A third role, defined in the SAML 2.0 specifications and available in PingFederate, is that of an IdP
Discovery provider.

With OAuth 2.0 and OpenID Connect 1.0 support, PingFederate can be configured as an authorization
server (AS), an OpenlID Provider (OP), and a Relying Party (RP). (Note that OP and RP are the synonyms
for IdP and SP, respectively.)

Identity Provider

An IdP, also called the SAML authority, is a system entity that authenticates a user, or SAML subject, and
transmits referential identity information based on that authentication.

@ Note: The SAML subject may be a person, a web application, or a web server. Since the subject is
often a person, the term user is generally employed throughout our documentation.

Service Provider

An SP is the consumer of identity information provided by the IdP. Based on trust, technical agreements,
and verification of adherence to protocols, SP applications and systems determine whether (or how) to use
information contained in an SSO token: a SAML assertion, a JSON Web Token (JWT), or an OAuth access
token in conjunction with an ID token.

IdP Discovery Provider

This role provides an IdP look-up service that can be incorporated into the implementation of either an IdP
or an SP, or it can be employed as a standalone server.

Authorization Server

An OAuth AS issues access tokens and refresh tokens to OAuth clients after the resource owner has
fulfilled the authentication requirement.

OpenlID Provider
An OP is an AS that is capable of authenticating the resource owner and providing claims (user attributes)
to an RP about the authentication event and the user.

Terminology

The SAML specifications provide a system of building blocks and support components for achieving secure
data exchange in an identity federation. These include:

= Assertions

= Bindings
=  Profiles
» Metadata

= Authentication Context

Assertions

Assertions are XML documents sent from an IdP to an SP. Each assertion contains identifying information
about a user who has initiated an SSO request.
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Bindings

A SAML binding describes the way messages are exchanged using transport protocols. PingFederate
supports the following bindings:

HTTP POST

Describes how SAML messages are transported in HTML form-control content, which uses a
base-64 format.

HTTP Artifact

Describes how to use an artifact to represent a SAML message. The artifact can be transported via
an HTML form control or a query string in the URL.

HTTP Redirect (SAML 2.0)
Describes how SAML messages are transported using HTTP 302 status-code response messages.
SOAP (SAML 2.0)

Describes how SAML messages are to be transferred across the back channel (Simple Object
Access Protocol).

Profiles

Profiles describe processes and message flows combining assertions, request/response message
specifications, and bindings to achieve a specific desired functionality or use case. Profiles define the
application of the specifications and therefore play a large part in PingFederate.

Metadata

SAML 2.0 defines an XML schema to standardize metadata to facilitate the exchange of configuration
information among federation partners. This information includes, for example, profile and binding support,
connection endpoints, and certificate information.

Whether you are publishing or consuming metadata, PingFederate supports the use of XML digital
signatures to ensure the integrity of the data.

Authentication context

Before allowing access to a protected resource, an SP may want information surrounding how the user
was originally authenticated by the IdP, in addition to the assertion itself. The SP may use this information
for an access control decision or to provide an audit trail for regulatory or security-policy compliance.

The SAML 2.0 specification provides an XML schema whereby partners can create authentication-context
declarations. Partners may choose to reference a URI to implement a set of classes provided by the
specification to help categorize and simplify context interpretation (see the OASIS document: saml-authn-
context-2.0-0s.pdf). However, it is up to partners to decide if additional authentication context is required
and if these classes supply an adequate description. For SAML 1.x, the authentication context (called
AuthenticationMethod), if used, must be specified as a URI (see oasis-sstc-saml-core-1.1.pdf).

An administrator can configure PingFederate, acting as an IdP, to include a specific authentication context
in assertions for Browser SSO or WS-Trust.

Alternatively, several PingFederate integration kits provide methods that can be used by the developer
to insert authentication context from external IdP applications into the assertion. Conversely, the SP
developer can call methods for extracting authentication context from an assertion. Ultimately, it is up to
the SP developer and application to create access control or other processing based on the context.
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Browser-based SSO

Browser-based SSO includes SAML 1.x, 2.0, WS-Federation, and OpenID Connect and provides
standards-based SSO, Single Logout (SLO), Attribute Query and XASP, and the WS-Federation Passive
Requestor Profile for SP-initiated SSO.

SAML 1.x profiles

SAML 1.0 and 1.1 profiles provide for browser-based SSO, initiated by an IdP, using either the POST or
artifact bindings.

In addition, the specifications provide for a non-normative SP-initiated scenario (called “destination-first”),
which allows web developers to create applications that enable a user to initiate SSO from the SP site.

SSO—Browser-POST

About this task

In this scenario, a user is logged on to the IdP and attempts to access a resource on a remote SP server.
The SAML assertion is transported to the SP via HTTP POST.
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MY TITLE SSO browser/POST profile

Processing steps:

Steps
1. Auser has logged on to the IdP.

(If a user has not yet logged on for some reason, he or she is challenged to do so at step 2).
2. The user clicks a link or otherwise requests access to a protected SP resource.
3. Optionally, the IdP retrieves attributes from the user data source.
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4. The IdP's SSO service returns an HTML form to the browser with a SAML response containing the
authentication assertion and any additional attributes. The browser automatically posts the HTML form
back to the SP.

@ Note: SAML specifications require that POST responses be digitally signed.

5. (Not shown) If the signature and assertion are valid, the SP establishes a session for the user and
redirects the browser to the target resource.

SSO—Browser-Artifact

About this task

In this scenario, the IdP sends a SAML artifact to the SP via either HTTP POST or a redirect (shown in
diagram). The SP uses the artifact to obtain the associated SAML response from the IdP.
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Processing steps:

Steps
1. Auser has logged on to the IdP.

(If a user has not yet logged on for some reason, he or she is challenged to do so at step 2).
2. The user clicks a link or otherwise requests access to a protected SP resource.
3. Optionally, the IdP retrieves attributes from the user data store.

4. The IdP federation server generates an assertion, creates an artifact, and sends an HTTP redirect
containing the artifact through the browser to the SP's Assertion Consumer Service (ACS).

5. The ACS extracts the Source ID from the SAML artifact and sends an artifact-resolve message to the
identity federation server's Artifact Resolution Service (ARS).
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6. The ARS sends a SAML artifact response message containing the previously generated assertion.

7. (Not shown) If a valid assertion is received, the SP establishes a session and redirects the browser to
the target resource.

SP-initiated (destination-first) SSO

About this task

In an SP-initiated (also known as destination-first) transaction the user is connected to an SP site and
attempts to access a protected resource in the SP domain. The user might have an account at the SP
site but according to federation agreement, authentication is managed by the IdP. The SP sends an
authentication request to the IdP.

Service Provide: Identity Provide:

Artifact

Resnones B Federation Server

Intersncll < o
Transfi T

& | Atifact | |_Seni (Optional)
e . Resalve 4 P Get attributes
Lsar
o 9 Stone
Request Resource Redirect “\\ y Redirect o Logon

e Artifact

f (4 h . Browser Interface
4 :

MY TITLE SP-initiated SSO

Processing steps:

Steps
1. The user requests access to a protected SP resource. The request is redirected to the federation server
(for example, PingFederate) to handle authentication.

2. The federation server sends a SAML request for authentication to the 1dP's SSO service (also called the
Intersite Transfer Service).

3. If the user is not already logged on to the IdP site or if re-authentication is required, the IdP asks for
credentials (for example, ID and password) and the user logs on.

4. Additional information about the user may be retrieved from the user data store for inclusion in the
SAML response. (These attributes are predetermined as part of the federation agreement between the
IdP and the SP—see .)

5. The IdP's Intersite Transfer Service returns an artifact, representing the SAML response, to the SP.

6. The SP's artifact handling service sends a SOAP request with the artifact to the 1dP's artifact resolver
endpoint.
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7. The IdP resolves the artifact and returns the corresponding SAML response with the SSO assertion.

8. (Not shown) If the assertion is valid, the SP establishes a session for the user and redirects the browser
to the target resource.

SAML 2.0 profiles

PingFederate supports these major profiles defined under the SAML 2.0 standard:

= Single Sign-On (SSO)

= Single Logout (SLO)

= Attribute Query and XASP

= |dP Discovery

Single sigh-on

SAML 2.0 substantially increases the number of possible SSO profile variations by fully enabling SP-
initiated transactions. When SP- and IdP-initiated protocols are paired with transport binding specifications,
the combinations result in eight practical SSO scenarios. (For more information, see subsequent topics.)

SP-initiated SSO—POST-POST

About this task

In this scenario a user attempts to access a protected resource directly on an SP website without being
logged on. The user does not have an account on the SP site, but does have a federated account
managed by a third-party IdP. The SP sends an authentication request to the IdP. Both the request and the
returned SAML assertion are sent through the user's browser via HTTP POST.
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Processing steps:
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Steps

1. The user requests access to a protected SP resource. The request is redirected to the federation server
to handle authentication.

2. The federation server sends an HTML form back to the browser with a SAML request for authentication
from the IdP. The HTML form is automatically posted to the IdP's SSO service.

3. If the user is not already logged on to the IdP site or if re-authentication is required, the IdP asks for
credentials (for example, ID and password) and the user logs on.

4. Additional information about the user may be retrieved from the user data store for inclusion in the
SAML response. (These attributes are predetermined as part of the federation agreement between the
IdP and the SP—see .)

5. The IdP's SSO service returns an HTML form to the browser with a SAML response containing the
authentication assertion and any additional attributes. The browser automatically posts the HTML form
back to the SP.

@ Note: SAML specifications require that POST responses be digitally signed.

6. (Not shown) If the signature and the assertion (or the JSON Web Token) are valid, the SP establishes a
session for the user and redirects the browser to the target resource.

SP-initiated SSO—Redirect-POST

About this task

In this scenario, the SP sends an HTTP redirect message to the IdP containing an authentication request.
The IdP returns a SAML response with an assertion to the SP via HTTP POST.
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Processing steps:
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Steps

1. A user requests access to a protected SP resource. The user is not logged on to the site. The request is
redirected to the federation server to handle authentication.

2. The SP returns an HTTP redirect (code 302 or 303) containing a SAML request for authentication
through the user's browser to the IdP's SSO service.

3. If the user is not already logged on to the IdP site or if re-authentication is required, the IdP asks for
credentials (for example, ID and password) and the user logs on.

4. Additional information about the user may be retrieved from the user data store for inclusion in the
SAML response. (These attributes are predetermined as part of the federation agreement between the
IdP and the SP—see .)

5. The IdP's SSO service returns an HTML form to the browser with a SAML response containing the
authentication assertion and any additional attributes. The browser automatically posts the HTML form
back to the SP.

@ Note: SAML specifications require that POST responses be digitally signed.

6. (Not shown) If the signature and the assertion (or the JSON Web Token) are valid, the SP establishes a
session for the user and redirects the browser to the target resource.

SP-initiated SSO—Artifact-POST

About this task

In this scenario, the SP sends a SAML artifact to the IdP via an HTTP redirect. The IdP uses the artifact to
obtain an authentication request from the SP's SAML artifact resolution service. The IdP returns a SAML
response to the SP via HTTP POST.
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Processing steps:
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Steps
1. A user requests access to a protected SP resource. The user is not logged on to the site. The request is
redirected to the federation server to handle authentication.

2. The SP generates an authentication request and creates an artifact. The SP sends an HTTP redirect
containing the artifact through the user's browser to the IdP's SSO service.

@ Note: The artifact contains the source ID of the SP's artifact resolution service and a reference to
the authentication.

3. The SSO service extracts a source ID from the SAML artifact and sends a SAML artifact-resolve
message over SOAP containing the artifact to the SP's Artifact Resolution Service (ARS).

(D Note: The SP and IdP's source IDs and remote artifact resolution services are mapped according
to the federation agreement made prior to this action.

4. The SP's ARS returns a SAML message containing the previously generated authentication request.
5. If the user is not already logged on to the IdP site or if re-authentication is required, the IdP asks for
credentials (for example, ID and password) and the user logs on.

6. Additional information about the user may be retrieved from the user data store for inclusion in the
SAML response. (These attributes are predetermined as part of the federation agreement between the
IdP and the SP—see .)

7. The IdP's SSO service returns an HTML form to the browser with a SAML response containing the
authentication assertion and any additional attributes. The browser automatically posts the HTML form
back to the SP.

@ Note: SAML specifications require that POST responses be digitally signed.

8. (Not shown) If the signature and the assertion (or the JSON Web Token) are valid, the SP establishes a
session for the user and redirects the browser to the target resource.

SP-initiated SSO—POST-Artifact

About this task

In this scenario, the SP sends an authentication request to the IdP via HTTP POST. The returned SAML
assertion is redirected through the user's browser. The response contains a SAML artifact .

Copyright ©2022



PingFederate | Get Started with PingFederate Server 9.3 | 40

Service Provider Identity Provider

Artifact
Response

Artifact
Resolve

Federation Server Federation Server

=

taptionall
Get attributes

: 4
i By f

\ "

POST Authi Redirect . POST Authl
Request Resource Request w/Artifact o Redquest e Logon
% i - - | ¥

Browser Interface

MY TITLE SP-initiated SSO: POST/artifact

Processing steps:

Steps
1. A user requests access to a protected SP resource. The user is not logged on to the site. The request is
redirected to the federation server to handle authentication.

2. The federation server sends an HTML form back to the browser with a SAML request for authentication
from the IdP. The HTML form is automatically posted to the IdP's SSO service.

3. If the user is not already logged on to the IdP site or if re-authentication is required, the IdP asks for
credentials (for example, ID and password) and the user logs on.

4. Additional information about the user may be retrieved from the user data store for inclusion in the
SAML response. (These attributes are predetermined as part of the federation agreement between the
IdP and the SP—see .)

5. The IdP federation server generates an assertion, creates an artifact, and sends an HTTP redirect
containing the artifact through the browser to the SP's Assertion Consumer Service (ACS).

6. The ACS extracts the source ID from the SAML artifact and sends an artifact-resolve message to the
federation server's Artifact Resolution Service (ARS).

7. The ARS sends a SAML artifact response message containing the previously generated assertion.

8. (Not shown) If a valid assertion is received, a session is established on the SP and the browser is
redirected to the target resource.
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SP-initiated SSO—Redirect-Artifact

About this task

In this scenario, the SP sends an HTTP redirect message to the IdP containing a request for
authentication. The IdP returns an artifact via HTTP redirect. The SP uses the artifact to obtain the SAML
response.
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Processing steps:

Steps
1. A user requests access to a protected SP resource. The user is not logged on to the site. The request is
redirected to the federation server to handle authentication.

2. The SP returns an HTTP redirect (code 302 or 303) containing a SAML request for authentication
through the user's browser to the IdP's SSO service.

3. If the user is not already logged on to the IdP site or if re-authentication is required, the IdP asks for
credentials (for example, ID and password) and the user logs on.

4. Additional information about the user may be retrieved from the user data store for inclusion in the
SAML response. (These attributes are predetermined as part of the federation agreement between the
IdP and the SP—see .)

5. The IdP federation server generates an assertion, creates an artifact, and sends an HTTP redirect
containing the artifact through the browser to the SP's Assertion Consumer Service (ACS).

6. The ACS extracts the Source ID from the SAML artifact and sends an artifact-resolve message to the
identity federation server's Artifact Resolution Service (ARS).

7. The ARS sends a SAML artifact response message containing the previously generated assertion.
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8. (Not shown) If a valid assertion is received, the SP establishes a session and redirects the browser to
the target resource.

SP-initiated SSO—Artifact-Artifact

About this task

In this scenario, the SP sends a SAML to the IdP via an HTTP redirect. The IdP uses the artifact to obtain
an authentication request from the SP. Then the IdP sends another artifact to the SP, which the SP uses to
obtain the SAML response.
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Processing steps:

Steps
1. A user requests access to a protected SP resource. The user is not logged on to the site. The request is
redirected to the federation server to handle authentication.

2. The ACS generates an authentication request and creates an artifact. It sends an HTTP redirect
containing the artifact through the user's browser to the IdP's SSO service.

@ Note: The artifact contains the source ID of the SP's artifact resolution service and a reference to
the authentication request.

3. The SSO service extracts the source ID from the SAML artifact and sends a SAML artifact resolve
message containing the artifact to the SP's artifact resolution service.

@ Note: The SP and IdP's source IDs and remote artifact resolution services are mapped according
to the federation agreement prior to this action.
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4. The SP's artifact resolution service sends back a SAML artifact response message containing the
previously generated authentication request.

5. If the user is not already logged on to the IdP site or if re-authentication is required, the IdP asks for
credentials (for example, ID and password) and the user logs on.

6. Additional information about the user may be retrieved from the user data store for inclusion in the
SAML response. (These attributes are predetermined as part of the federation agreement between the
IdP and the SP—see .)

7. The IdP federation server generates an assertion, creates an artifact, and sends an HTTP redirect
containing the artifact through the browser to the SP's Assertion Consumer Service (ACS).

8. The ACS extracts the Source ID from the SAML artifact and sends an artifact-resolve message to the
identity federation server's Artifact Resolution Service (ARS).

9. The ARS sends a SAML artifact response message containing the previously generated assertion.

10.(Not shown) If a valid assertion is received, the SP establishes a session and redirects the browser to
the target resource.

IdP-initiated SSO—POST

About this task
In this scenario, a user is logged on to the IdP and attempts to access a resource on a remote SP server.
The SAML assertion is transported to the SP via HTTP POST.

Identity Provider Service Provider

Federation Server '; i Federation Server

_o-— — (" Singl 1
e Sign= i
V' | Servi [
| (Optional) a .
| Get attributes r ;
1 - | 1 : ..'I. | :
] o o SAML | . o ,
Response ! | , Fi
| select POST
LU Resource Response
¥ ¥ !

Browser Interface

MY TITLE IdP-initiated SSO: POST

Processing steps:
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Steps
1. Auser has logged on to the IdP.

(If a user has not yet logged on for some reason, he or she is challenged to do so at step 2).
2. The user clicks a link or otherwise requests access to a protected SP resource.
3. Optionally, the IdP retrieves attributes from the user data store.

4. The IdP's SSO service returns an HTML form to the browser with a SAML response containing the
authentication assertion and any additional attributes. The browser automatically posts the HTML form
back to the SP.

@ Note: SAML specifications require that POST responses be digitally signed.

5. (Not shown) If the signature and the assertion (or the JSON Web Token) are valid, the SP establishes a
session for the user and redirects the browser to the target resource.

IdP-initiated SSO—Artifact

About this task

In this scenario, the IdP sends a SAML artifact to the SP via an HTTP redirect. The SP uses the artifact to
obtain the associated SAML response from the IdP.
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Processing steps:

Steps
1. Auser has logged on to the IdP.

(If a user has not yet logged on for some reason, he or she is challenged to do so at step 2).
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2. The user clicks a link or otherwise requests access to a protected SP resource.
3. Optionally, the IdP retrieves attributes from the user data store.

4. The IdP federation server generates an assertion, creates an artifact, and sends an HTTP redirect
containing the artifact through the browser to the SP's Assertion Consumer Service (ACS).

5. The ACS extracts the Source ID from the SAML artifact and sends an artifact-resolve message to the
identity federation server's Artifact Resolution Service (ARS).

6. The ARS sends a SAML artifact response message containing the previously generated assertion.

7. (Not shown) If a valid assertion is received, the SP establishes a session and redirects the browser to
the target resource.

Single logout

The single logout (SLO) profile enables a user to log out of all participating sites in a federated session
nearly simultaneously. The user may log out globally from any site, whether SP or IdP, as determined by
respective web applications. The associated IdP federation deployment handles all logout requests and
responses for participating sites. If a participating site returns an error, other participating sites may not
receive their logout requests. In this scenario, PingFederate returns an error message to the end users.

The logout messages may be transported using any combination of bindings described for SSO (POST,
artifact, or redirect). Refer to the diagrams under SAML 2.0 profiles on page 36 for illustrations of these
message flows.

About session cleanup

When an SP receives an SLO request from an IdP, the session creation adapters must handle any session
clean-up with respect to the local application.

Attribute Query and XASP

The SAML 2.0 Attribute Query profile allows an SP to request user attributes from an IdP in a secure
transaction separate from SSO. The IdP, acting as an Attribute Authority, accepts Attribute Queries,
performs a data-store lookup into a user repository such as an LDAP directory, provides values to the
requested attributes, and generates an Attribute Response back to the originating SP requester. The SP
then returns the attributes to the requesting application.

® Tip: When privacy is required for sensitive attributes, you can configure PingFederate to obfuscate
(mask) their values in the server and transaction logs.

Web SSO is distinct from the Attribute Query use case; therefore, you can configure PingFederate servers
to implement either or both of these profiles without regard to the other.

The X.509 Attribute Sharing Profile (XASP) defines a specialized extension of the general Attribute Query
profile. The XASP specification enables organizations with an investment in PKI (Public Key Infrastructure)
to issue and receive Attribute Queries based on user-certificate authentication.

Under XASP a user authenticates directly with an SP application by providing their X.509 certificate. Once
the user is authenticated, the SP application requests additional user attributes by contacting the SP
PingFederate server. A portion of the user's X.509 certificate is included in the request and may be used
to determine the correct IdP to use as the source of the requested attributes. Finally, the SP generates an
Attribute Query and transmits it to the IdP over the SOAP back channel.

Because the user arrives at the SP server already authenticated, note that no PingFederate adapter is
used in this case.

Standard IdP Discovery

SAML 2.0 IdP Discovery provides a cookie-based look-up mechanism used to identify a user's 1dP
dynamically during an SP-initiated SSO event, when the IdP is not otherwise specified. This mechanism
can be helpful, in particular, in cases where an SP might be a hub for several IdPs in an identity federation.
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® Tip: In addition to supporting standard IdP Discovery, PingFederate provides a cross-protocol,
proprietary mechanism allowing an SP server to write a persistent browser cookie. The cookie contains a
reference to the IdP partner with whom the user previously authenticated for SSO. For more information,
see Configure IdP discovery using a persistent cookie on page 672.

In the standard scenario, when a user requests access to a protected resource on the SP, common-
domain browser cookies are used to determine where a user has authenticated in the past. Using
this information, a PingFederate server can determine which IdP connection to use for sending an
authentication request.

As an IdP Discovery provider, PingFederate can serve in up to three different roles: common domain
server, common domain cookie writer, and common domain cookie reader. Each of these roles is
necessary to support IdP Discovery. The roles may be distributed across multiple servers at different sites.

Common domain server

In this role the PingFederate server hosts a domain that its federation partners share in common.
The common domain server allows partners to manipulate browser cookies that exist within that
common domain. PingFederate can serve in this role exclusively or as part of either an IdP or an SP
federation role, or both.

Common domain cookie writer

When PingFederate is acting in an IdP role and authenticates a user, it can write an entry in the
common domain cookie, including its federation entity ID. An SP can look up this information on the
common domain (not the same location as the common domain server described above).

Common domain cookie reader

When PingFederate is acting as an SP and needs to determine the IdPs with whom the user has
authenticated in the past, it reads the common domain cookie. Based on the information contained
in the cookie, PingFederate can then initiate an SSO authentication request using the correct IdP
connection.

WS-Federation

About this task

PingFederate supports the WS-Federation Passive Requestor Profile for SP-initiated SSO, enabling
interoperability with Microsoft's Active Directory Federation Service (ADFS). This profile provides for
straightforward redirects and HTTP GET and POST methods to transport SAML assertions or JSON Web
Tokens (JWTSs) as security tokens for SSO and logout request and response messages for SLO.

@ Note: Unlike SAML, WS-Federation consolidates the endpoints for SLO and SSO. So when you set
up a WS-Federation connection in PingFederate, both types of transactions are available to an SP web
application that supports them both.

For more information about WS-Federation and the Passive Requestor Profile, see web services
Federation Languages (docs.oasis-open.org/wsfed/federation/v1.2/os/ws-federation-1.2-spec-os.html).

About account linking

Account linking provides a means for a user to log on to disparate sites with just one authentication, when
the user has established accounts and credentials at each site. This method of effectively interconnecting
accounts across domains is supported by all protocols.
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Account linking involves a persistent name identifier associated with accounts at each participating site.
The name identifier, which may be an opaque pseudonym, is conveyed in the assertion . Once established
locally, the SP can use the account link to look up the user and provide access without re-authentication.

Site A Site B

da;{i,’g:;lnitth Federation 1 Federation
Server Pseudonym Server
Log On |
_ _,__.-o—* : _e__., demith
[Optional) ! Account i
Get attributes | :
Lser i
Store o i o i
Log On

['n'la I ‘H,f | David Smith Browser Interface
]

MY TITLE Account linking

Processing steps

1. David Smith logs on to Site A as davidsmith. He then decides to access his account on Site B via
Site A.

2. Optionally, the federation server looks up additional attributes from the data store.

3. The Site A federation server sends a persistent name identifier (possibly a pseudonym) to Site B, along
with any other attributes.

If a pseudonym is used and other attributes are sent, care must be taken not to send attributes that
could be used to identify the subject.

4. The federation server on Site B uses the information to associate the pseudonym with the existing
account of dsmith. (Optionally, David is asked to provide consent to the linking.)

Once the link has been established, it is stored so that David only has to log on to Site A to have access
to Site B.

Web services standards

The PingFederate WS-Trust STS is designed to interoperate with many different web-service environments
that support varying standards. PingFederate supports multiple versions of SOAP and WS-Trust
specifications, and can freely operate with any combinations of these standards simultaneously.

PingFederate supports namespace aliasing to eliminate common trailing-slash inconsistencies for WS-
Trust 1.3. (The server does not support namespace aliasing for WS-Trust 2005.)

Supported SOAP/WS-Trust versions and corresponding namespaces are listed in following table:
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SOAP/WS-Trust versions

Spec Version Namespace
SOAP 1.1 http://schemas.xmlsoap.org/soap/envelope/

1.2 http://www.w3.0rg/2003/05/soap-envelope
WS-Trust 2005 http://schemas.xmlsoap.org/ws/2005/02/trust/

1.3 http://docs.oasis-open.org/ws-sx/ws-trust/200512/

Web Services Security

Web Services Security (WSS, also WSSE) is a set of specifications defined by the Web Services Security
Technical Committee (see www.oasis-open.org/committees/tc_home.php?wg_abbrev=wss) at the

OASIS standards organization. WSS defines the XML extensions that can be used to secure web service
invocations, providing a standard way for partners to add message integrity and confidentiality to their web
service interactions. The WSS-defined token profiles describe standard ways of binding security tokens to
these messages, enabling a variety of additional capabilities. The WSS technical committee has defined
profiles for using SAML assertions, Username, Kerberos, X.509, and other existing security tokens. SSL/
TLS is often used in conjunction with deployments of WSS.

@ Note: The implementation of WSS in the deployment of web services identity federations is outside
the scope of PingFederate, which provides a standalone, standard means of handling the tokens needed
for such federations (see WS-Trust on page 48).

SAML Assertion
SOAP (WSS)
B = "
Y= * We
Request Servic S5L/TLS
_ Client

MY TITLE WSS token transfer

WS-Trust

WS-Trust comprises a protocol for systems and applications to use when requesting a service to issue,
validate, and exchange security tokens. Organizations can leverage this protocol to centralize their
security-token processing.

The WS-Trust specification also defines the role of a Security Token Service as the entity responsible for
responding to requests using the protocol. In this role, the STS creates new security tokens, validates
existing security tokens, and/or exchanges security tokens of one type for those of another.

WS-Trust was created by a consortium of leading platform and security vendors who have contributed
the protocol to the OASIS standards organization, where it is managed by the WS-SX (Secure Exchange)
technical committee (see www.oasis-open.org/committees/tc_home.php?wg_abbrev=ws-sx.)

Request types

The WS-Trust protocol defines two request types that are particularly useful in securing web services:
Issue and Validate, often associated with the web service client (WSC) and web service provider (WSP),
respectively.
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= The WSC requests that an STS issue a SAML token to convey information between the WSC and the
WSP.

= The WSP sends the STS a request to validate the incoming token. Optionally, the WSP can request
that the STS issue a local token for the SP domain.

When issuing and validating security tokens, PingFederate enforces security policies, defined by
administrators, generating the token types that are required for a web service request to pass between two
security domains (whether these domains are within the same organization or in separate organizations).

The following illustration shows an example of a token exchange, using PingFederate to obtain a SAML
assertion to be used in the WSS-secured web service call.

MY TITLE Token exchange (example)
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Processing steps

1. A user requests content from an application.

2. The application acts as a WSC to respond to the user's request. The application calls PingFederate,
passing the existing user security token to exchange it for the appropriate SAML assertion.

3. PingFederate verifies the existing security token, creates a new SAML assertion representing the user,
and returns it to the requesting application.

4. The application sends a web service request to the WSP, including the SAML assertion in a WSS
header.

5. The WSP retrieves the SAML assertion from the WSS header in the incoming request and sends a
message to its own deployment of PingFederate to determine if the assertion is valid.

6. PingFederate validates the SAML assertion, creates a new security token for the local domain, and
returns the new token to the WSP.

7. The WSP responds to the request according to its policy for the user.

8. The web application returns an HTML page to the user.

@ Note: This example shows PingFederate deployed in both the WSC and WSP sides of the
interaction. However, other deployment options are also supported.
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OAuth 2.0 and PingFederate AS

OAuth 2.0 defines a protocol for securing application access to protected resources by issuing access
tokens to clients of Representational State Transfer (REST) APIs (and non-REST APIs). Rather than the
client directly authenticating to the API using credentials, or the credentials of a user, OAuth enables the
client to authenticate by presenting a previously obtained token. The token represents (or contains) a set of
attributes and/or policies appropriate to the client and the user. These tokens present less of a security and
privacy risk than using secrets (or passwords) directly on the API call. The attributes are used by the API to
authenticate the call and authorize access.

Participants

Client

Wants access to a resource protected by a resource server and interacts with an authorization
server to obtain access tokens.

Resource server (RS)

Hosts and protects resources and makes them available to properly authenticated and authorized
clients.

Authorization server (AS)
Issues access tokens and refresh tokens to clients on behalf of the resource servers.
Resource owner (RO)

Denies, grants, or revokes authorization to a client requesting access to resources protected by the
resource servers. RO is the end user.

Tokens
Access Token

Allows clients to authenticate to a resource server and claim authorizations for accessing particular
resources. Access tokens have specific authorization scope and duration.

Refresh Token

Allows clients to obtain a fresh access token without re-obtaining authorization from the resource
owner. It is a long-lived token that a client can trade in to an authorization server to obtain a new
(short-lived) access token (with the same attached authorizations as the existing access token).

PingFederate OAuth AS

Based on the Internet Engineering Task Force (IETF) OAuth 2.0 Authorization Framework (tools.ietf.org/
html/rfc6749), the OAuth AS in PingFederate supports a wide variety of different interaction models
appropriate for different types of clients such as a server, a desktop application, or an application on

a phone or a tablet. As needed, administrators can also enable cross-origin resource sharing (CORS)
support for OAuth endpoints.

Web redirect flow

In this scenario, a user attempts to access a protected resource through a third-party web server client.
The client sends an authorization request to the resource server and receives an authorization code back
via an HTTP redirect. The client trades the authorization code for an access token, and then uses the
token in a API call to obtain data.
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User/Browser Website (client) @ PingFederate AS RS

1 Request to access resources
>
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user data from another site (RS)

__ 2 Redirect ...

... Authorization request

>
>

<Authenticates the user>

_ Redirect ...

<

... Authorization code

>
>

3 Token request

>

Access token
<

<

4 Request to access user data

>

<5 Validates access token>

__ 6 Requested user data

7 Requested resources
<

User/Browser Website (client) = PingFederate AS RS

MY TITLE Web redirect flow

Processing steps

1. User navigates to an OAuth client website (the requesting site) and requests access to protected
resources from another website.

The OAuth client can optionally include the parameter code_challenge (with or without
code_challenge_method) to reduce the risk of code interception attack. For more information, see step
3 and Proof Key for Code Exchange by (PKCE) OAuth Public Clients (tools.ietf.org/html/rfc7636).

2. The browser is redirected to the PingFederate OAuth AS with a request for authorization.

If the user is not already logged on, the OAuth AS challenges the user to authenticate. The OAuth AS
authenticates the user and prompts for authorization. Once the user authorizes, the OAuth AS redirects
the browser to the requesting site with an authorization code. If the user does not authenticate, an error
is returned rather than the authorization code.

3. The requesting site makes an HTTPS request to the OAuth AS to exchange the authorization code for
an access token.

If the OAuth client has provided the optional parameter code_challenge in step 1, it must submit the
corresponding code_ verifier in this request.

The OAuth AS validates the grant and user data associated with the code and then returns an access
token.

4. The requesting site uses the access token in an API call to request user data.

5. The resource server (RS) asks PingFederate for verification that the token is valid and has not expired.
PingFederate returns data about the user, the granted scope, and the client ID.

6. Once verified, the RS returns the requested data to the requesting site.

7. The requesting site displays data from the API call to the user.
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Device authorization grant

In this scenario, a user attempts to access a protected resource through a device client that lacks a
browser or has limited user-input capabilities. For example, a smart TV, digital picture frame, or printer.
The OAuth device authorization grant type allows a user to grant authorization to the device client using
a browser on a second device, such as a smartphone or a computer. For the complete specification, see
OAuth 2.0 Device Authorization Grant (tools.ietf.org/html/draft-ietf-oauth-device-flow).

User Device PingFederate AS RS

1 Device authorization request

>
>

_ 2 Device authorization response

<

_ 3 Displays URL and user code
)

4 Starts polling for authorization status

5 Browses to URL on second device and enters user code

»
6 Continues polling for authorization status

>

7 Access token
<

<

8 Request to access protected resources with the access token_

<9 Validates access token>

| 10 Requested data

User Device PingFederate AS RS

MY TITLE OAuth device authorization grant

Processing steps

1. The device sends a device authorization request to PingFederate, the authorization server (AS) at its
device authorization endpoint.

2. PingFederate returns a device authorization response. Among other parameters, the response contains
a device code, a user code, a user authorization endpoint, and a user authorization endpoint with the
user code in a query parameter.

3. The device provides the user authorization endpoint (with or without the user code in a query
parameter), the user code, and instructions to the user. For example:

Using a browser on another device, wvisit:
https://www.example.com/authorizeDevice

Enter the code:
HVEF7-B4KW

4. The device starts sending device access token requests to PingFederate at its token endpoint to poll
whether the user has completed the authorization process.

The device must include in its access token request the device authorization grant type
(urn:ietf:params:oauth:grant-type:device code), the device code, and the user code.

For each device access token request it receives, PingFederate returns a device access token
response; the payload varies depending on the authorization status.
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5. The user completes the authorization process by performing the following actions:

a. Go to the user authorization endpoint on a second device that has a browser, such as a smartphone
or a computer.

b. Fulfill the authentication requirements.

c. Enter the user code or confirm a pre-populated user code.

d. Approve (or deny) the scope of permissions requested by the device.
6. The device continues polling PingFederate for an authorization status.

7. PingFederate validates the user code and provides the device with an access token in the device
access token response.

(If the user denies the scope of permissions, PingFederate provides the device with a relevant error
message in the device access token response.)
8. The device provides the access token to the resource server (RS) to access protected resources.
9. The RS validates the access token.
10.The RS provides the requested data to the device.

CIBA grant

Client Initiated Backchannel Authentication (CIBA) is an extension to OpenID Connect that is gaining
interest by organizations that want to improve the end-user experience during authentication and
authorization in a federated environment (see openid.net/specs/openid-client-initiated-backchannel-
authentication-core-1_0.html).

With this extension, user consent can be requested through an out-of-band flow. For example, CIBA
improves the user experience when making an online purchase from a merchant as it does not require a
browser redirect to a financial institution to authorize the purchase. Instead, the user can receive a push
notification sent to the financial institution’s native mobile app running on the user’s phone to complete the
authorization.

CIBA allows multiple token delivery methods. PingFederate supports poll and ping. Refer to the
subsequent topics for more information about each flow.

CIBA by poll

After receiving an authentication request acknowledgement, the client starts polling the OP's token
endpoint on a regular interval to obtain the authorization results. When the OP receives the authorization
granted by the user through the authentication device, it returns an access token to the client.
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MY TITLE OAuth CIBA grant by poll

Processing steps

1. The client sends an authentication request to PingFederate (the OP) at its client-initiated backchannel
authentication (CIBA) endpoint.

The client must include in its authentication request the requested scope of permissions and one hint
for PingFederate to identify the user. When providing an identity hint, the client has three options:
login_hint, login_hint_token, or id_token_hint.

The client may include a user code (user_code) in the authentication request, transmit all request
parameters of the authentication request in a signed request object, or do both.

2. PingFederate validates the authentication request and identifies the user based on the hint provided by
the client.

3. PingFederate returns an authentication request acknowledgement to the client. Among other
parameters, the response contains an identifier (auth_req_id) that PingFederate assigns to the
authentication request.

4. The client starts polling PingFederate at its token endpoint to check whether the user has completed the
authorization process.

The client must include in its token request the CIBA grant type (urn:openid:params:grant-
type:ciba) and the corresponding auth_req_id value.

For each token request it receives, PingFederate returns a token response; the payload varies
depending on the authorization status.

5. PingFederate invokes a CIBA authenticator based on the applicable CIBA request policy to reach
out to the user with the information (for example, the requested scopes) that the user needs to obtain
authorization.

6. The authentication device presents the information and works with the user to obtain authorization.

Copyright ©2022



PingFederate | Get Started with PingFederate Server 9.3 | 55

7. The user reviews the information presented by the authentication device and then approves (or denies)
the scopes requested by the client.

8. The authentication device sends the authorization result back to PingFederate.

9. The client continues polling PingFederate for an authorization result.

10.PingFederate returns an access token in a token response to the client.

(If the user denies the requested scopes, PingFederate provides the client with a relevant error
message in the token response.)
11.The client provides the access token to the resource server (RS) to access protected resources.
12.The RS validates the access token.
13.The RS provides the requested data to the client.

CIBA by ping

After receiving an authentication request acknowledgement, the client waits for a ping callback message
from the OP. When the OP receives the authorization granted by the user through the authentication
device, it sends a ping callback message to the client's notification endpoint. The client then sends a token
reguest to retrieve an access token.

Client | User Authentication Device PingFederate AS/OP | RS

1 Authentication request

>
>

2 Identifies the user
based on the hint
provided in the request
and validates the request

_ 3 Authentication request acknowledgement

<

__ 4 Information to obtain authorization

<

__ 5 Information to obtain authorization

<

6 Authorization grant

>
>

7 Authorization grant

Y

__ 8 Ping callback

9 Token request

Y

_ 10 Access token

<

11 Request to access protected resources with the access token

>
>

<12 Validates access token>

| 13 Requested data

Client | User Authentication Device PingFederate AS/OP | RS

MY TITLE OAuth CIBA grant by ping

Processing steps

1. The client sends an authentication request to PingFederate (the OP) at its client-initiated backchannel
authentication (CIBA) endpoint.

The client must include in its authentication request the requested scope of permissions, one hint
for PingFederate to identify the user, and a bearer token that PingFederate can use to authenticate
the ping callback message. When providing an identity hint, the client has three options: login_hint,
login_hint_token, or id_token_hint. For the bearer token, the client must follow the syntax as defined
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in RFC 6750, section 2.1 (tools.ietf.org/html/rfc6750#section-2.1) and transmit it by using the
client_notification_token parameter.

The client may include a user code (user_code), transmit all request parameters of the authentication
request in a signed request object, or do both.

Also per specification and based on mutual agreement, the authentication request can be signed or
unsigned.

2. PingFederate validates the authentication request and identifies the user based on the hint provided by
the client.

3. PingFederate returns an authentication request acknowledgement to the client. Among other
parameters, the response contains an identifier (auth_req_id) that PingFederate assigns to the
authentication request.

4. PingFederate invokes a CIBA authenticator based on the applicable CIBA request policy to reach
out to the user with the information (for example, the requested scopes) that the user needs to obtain
authorization.

5. The authentication device presents the information and works with the user to obtain authorization.

6. The user reviews the information presented by the authentication device and then approves (or denies)
the scopes requested by the client.

7. The authentication device sends the authorization result back to PingFederate.

8. PingFederate sends a ping callback message via the HTTP POST method to the client at its notification
endpoint.

Per specification, PingFederate includes the client_notification_token value in the Authorization HTTP
request header and the auth_req_id value in the message body.

9. The client sends a token request to PingFederate at its token endpoint.

The client must include in its token request the CIBA grant type (urn:openid:params:grant-
type:ciba) and the corresponding auth_req_id value.

10.PingFederate returns an access token in a token response to the client.

(If the user denies the requested scopes, PingFederate provides the client with a relevant error
message in the token response.)

11.The client provides the access token to the resource server (RS) to access protected resources.
12.The RS validates the access token.
13.The RS provides the requested data to the client.

Assertion grant profile for OAuth 2.0 authorization grants

In this scenario, a client obtains an assertion (a SAML 2.0 bearer assertion or a JWT bearer token) and
makes an HTTP request to the PingFederate OAuth AS to exchange the assertion for an access token.
The OAuth AS validates the assertion and returns an access token. The client uses the token in an API call
to the resource server (RS) to obtain data.
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MY TITLE Assertion grant profile

Processing steps

1. Some user-initiated or client-initiated event (for example, a mobile application or a scheduled task)
reguests access to Software as a Service (SaaS) protected resources from an OAuth client application.

2. The client application obtains an assertion from an Identity Provider (IdP); for example, the
PingFederate IdP server.

@ Note: When using SAML assertions as authorization grants, client applications must obtain
assertions that meet the requirements defined in RFC7522. Do not use SAML assertions acquired
through Browser SSO profiles here. Refer to the specification for more information.

3. The client application makes an HTTP request to the PingFederate OAuth AS to exchange the
assertion for an access token. The OAuth AS validates the assertion and returns the access token.

4. The client application adds the access token to its API call to the RS. The RS returns the requested
data to the client application.

OpenlID Connect support

As an extension of OAuth capabilities, PingFederate supports an optional configuration for OpenID
Connect, a modern protocol for secure, lightweight transfer of authentication and user attributes (see
openid.net/connect).

PingFederate can be deployed as an OpenID Provider (OP), a Relying Party (RP), or both. Both the Basic
Client and the Implicit Client profiles are supported.

Client management
PingFederate provides administrators the flexibility to manage OAuth clients using the following interfaces:

= The administrative console
= The administrative API
= The OAuth Client Management Service
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Additionally, PingFederate supports dynamic client registration based on the OAuth 2.0 Dynamic Client
Registration Protocol specification (tools.ietf.org/html/rfc7591).

System for Cross-domain Identity Management (SCIM)

PingFederate supports the SCIM 1.1 protocol for outbound and inbound provisioning. At an IdP (outbound)
site, you can automatically provision and maintain user accounts at service-provider sites that have
implemented SCIM. When PingFederate is configured as an SP (inbound), you can provision and manage
user accounts and groups for your own organization automatically using the standard SCIM protocol. The
following table provides a brief summary of the supported features.

Feature Outbound provisioning Inbound provisioning

SCIM specification SCiM 1.1 SCiM 1.1

Data format JSON JSON

User and group CRUD operations Yes Yes

Custom schema support Yes Yes

List/query and filtering support Not applicable Yes

PATCH Yes No

Authentication method HTTP Basic and OAuth Resource HTTP Basic and client certificate
Owner Password Credentials (mutual TLS)
grant type

Source data stores Microsoft Active Directory Not applicable

Target data stores Not applicable Active Directory and other data

stores via the Identity Store
Provisioner Java SDK interface

For detailed information about SCIM, see the website www.simplecloud.info.

Transport and message security

The standards generally define two main ways of securing interactions: Secure Sockets Layer with
Transport Level Security (SSL/TLS) and digital signatures. SSL/TLS is used in environments where both
message confidentiality and integrity are required.

For SAML messaging, digital signatures are used to ensure the identity of both parties involved in the
transaction and to validate that a message was received from a particular partner. With PingFederate, you
can also choose to encrypt SAML 2.0 messages, including SAML metadata files, as well as WS-Trust STS
assertions to achieve increased privacy. For more information, refer to Security and Privacy Considerations
for the OASIS Security Assertion Markup Language (SAML) V2.0 (docs.oasis-open.org/security/saml/v2.0/
saml-sec-consider-2.0-0s.pdf).

Installation

PingFederate is packaged as a standalone server based on J2EE application server technology. A new
installation involves the following tasks:

= Determine the deployment architecture.
= Review system and port requirements.
= Install a Java runtime environment.

= Install PingFederate.

= Complete the Initial Setup wizard.
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Deployment options

There are many options for deploying PingFederate in your network environment, depending on your
needs and infrastructure capabilities.

For example, you can choose a standalone or proxy configuration. The following diagram illustrates
PingFederate installed in a demilitarized zone (DMZ2):
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In this configuration, the users access PingFederate via a web application server, an enterprise identity
management (EIM) system, or both. PingFederate may, in turn, retrieve information from a data store to
use in processing the transaction.

You can also deploy PingFederate with a proxy server. The following diagram depicts a proxy-server
configuration in which the proxy is accessed by users and web browsers. The proxy, in turn, communicates
with PingFederate to request SSO.
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System requirements

Ping Identity® has qualified the following configurations and certified that they are compatible with the
product. Variations of these platforms (for example, differences in operating system version or service
pack) are supported up until the point at which an issue is suspected as being caused by the platform or
other required software.

Operating systems and virtualization

@ Note: PingFederate has been tested with default configurations of operating-system components. If
your organization has customized implementations or has installed third-party plug-ins, deployment of the
PingFederate server may be affected.

Operating systems

= Alpine Linux 3.8.2

= Amazon Linux 2

= Canonical Ubuntu 16.04 LTS

= Canonical Ubuntu 18.04 LTS

= Microsoft Windows Server 2016

= Microsoft Windows Server 2019

= Oracle Enterprise Linux 6.10 (Red Hat compatible kernel)
= Oracle Enterprise Linux 7.6 (Red Hat compatible kernel)
= Red Hat Enterprise Linux ES 6.10
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= Red Hat Enterprise Linux ES 7.6
= Red Hat Enterprise Linux ES 8.0
= SUSE Linux Enterprise 12 SP3

= SUSE Linux Enterprise 15

@ Note: For Alpine Linux, PingFederate must be deployed with Oracle Server JRE (Java SE
Runtime Environment) 8.

Docker support

= Docker version: 18.09.3
= Host operating system: Canonical Ubuntu 18.04 LTS
= Kernel: 4.15.0-1032-aws

Virtualization

Although Ping Identity does not qualify or recommend any specific virtual-machine (VM) or container
products other than those listed above, PingFederate has been shown to run well on several,
including Hyper-V, VMWare, and Xen.

@ Note: The list of products is provided for example purposes only. We view all products in
this category equally. Ping Identity accepts no responsibility for the performance of any specific
virtualization software and in no way guarantees the performance, interoperability, or both of any
VM or container software with its products.

Java environment

= Amazon Corretto 11

= Amazon Corretto 8

= OpenJDK 11

= Oracle Java SE Development Kit 11 LTS

= Oracle Java SE Runtime Environment (Server JRE) 8

@ Note: Ping Identity Java Support Policy applies. Refer to this article for more information.

Browsers
Runtime server

= Apple Safari

= Google Chrome

= Microsoft Edge

= Microsoft Internet Explorer 11
= Mozilla Firefox

= Apple iOS 12 (Safari)

= Google Android 9 (Chrome)

Administrative server

= Google Chrome
= Microsoft Internet Explorer 11
= Mozilla Firefox
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TLS protocol
Runtime server and administrative server

= TLS1.2and1.3

@ Note: TLS 1.3 requires Oracle Java SE Development Kit 11 or OpenJDK 11.

Data store integration
User-attribute lookup

« PingDirectory™ 6.2, 7.0,7.2, and 7.3

= Microsoft Active Directory 2016

= Oracle Directory Server Enterprise Edition 119

= Microsoft SQL Server 2016 and 2017

= Oracle Database 12c Release 1

= Oracle MySQL 8.0

= PostgreSQL 9.6.1 and 11.2

= Custom implementation through the PingFederate SDK

SaaS or SCIM outbound provisioning

Provisioning channel data source

= PingDirectory 6.2, 7.0, 7.2, and 7.3
= Microsoft Active Directory 2016
= Oracle Directory Server Enterprise Edition 11g

Provisioning internal data store

= Microsoft SQL Server 2016

= Oracle Database 12c Release 1
= Oracle MySQL 8.0

= PostgreSQL 9.6.1 and 11.2

SCIM inbound provisioning

= Microsoft Active Directory 2016
= Custom implementation through the PingFederate SDK

Just-in-time (JIT) inbound provisioning

= PingDirectory 6.2, 7.0, 7.2, and 7.3

= Microsoft Active Directory 2016

= Oracle Directory Server Enterprise Edition 11g
= Microsoft SQL Server 2016 and 2017

Account linking

= PingDirectory 6.2, 7.0, 7.2, and 7.3

= Microsoft Active Directory 2016

= Oracle Directory Server Enterprise Edition 119
= Microsoft SQL Server 2016 and 2017

= Oracle Database 12c Release 1
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= Oracle MySQL 8.0
= PostgreSQL 9.6.1 and 11.2

OAuth client configuration and persistent grants

= PingDirectory 6.2, 7.0, 7.2, and 7.3

= Microsoft Active Directory 2016

= Oracle Directory Server Enterprise Edition 11g

= Microsoft SQL Server 2016 and 2017

= Oracle Database 12c Release 1

= Oracle MySQL 8.0

= PostgreSQL 9.6.1 and 11.2

= Custom implementation through the PingFederate SDK

Registration and profile management of local identities
= PingDirectory 6.2, 7.0, 7.2, and 7.3
Persistent authentication sessions

= PingDirectory 7.2 and 7.3

= Microsoft SQL Server 2016 and 2017
= Oracle Database 12c Release 1

= Oracle MySQL 8.0

= PostgreSQL 9.6.1 and 11.2

@O Note: PingFederate has been tested with vendor-specific JDBC 4.2 drivers. For more information, see

Hardware security module (optional)
AWS CloudHSM

= Client software version: 2.0.3

@ Note: PingFederate must be deployed on one of the Linux operating systems supported by
both AWS CloudHSM and PingFederate.

Gemalto SafeNet Luna Network HSM 6

= Appliance software version: 6.3
=  Firmware version: 6.27.0
= Client software version: 6.3

Gemalto SafeNet Luna Network HSM 7

= Appliance software version: 7.2.0
=  Firmware version: 7.2.0
= Client software version: 7.2.0

nCipher nShield Connect

=  Firmware version: 12.40.0
= Client driver version: 12.40.2
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@ Note: When integrating with a hardware security module (HSM), PingFederate must be deployed with
Oracle Server JRE (Java SE Runtime Environment) 8.

Hardware requirements
Minimum hardware recommendations

= Multi-core Intel Xeon processor or higher

4 CPU/Cores recommended
= 4 GB of RAM

1.5 GB available to PingFederate
= 1 GB of available hard drive space

@ Note: Although it is possible to run PingFederate on less powerful hardware, the following guidelines
accommodate disk space for default logging and auditing profiles and CPU resources for a moderate level
of concurrent request processing.

Database driver information

PingFederate has been tested with the following vendor-specific JDBC drivers.

Database server Driver information

Microsoft SQL Server

2016 and 2017 Driver version information

sqljdbc version 7.2.1

Driver class

com.microsoft.sglserver.jdbc.SQLServerDriver

JDBC URL

jdbc:sglserver://databaseservername; databaseName=databasename

Oracle Database 12c

Driver version information
Release 1

ojdbc7 version 12.1.0.2.0

Driver class

oracle.jdbc.OracleDriver

JDBC URL

jdbc:oracle:thin:(@databaseservername:databasename
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Database server Driver information
Oracle MySQL 8.0 Driver version information

mysql-connector-java version 8.0.15

Driver class

com.mysqgl.jdbc.Driver

JDBC URL

jdbc:mysqgl://databaseservername/databasename

PostgreSQL 9.6.1 and
11.2

Driver version information

postgresql version 42.2.5

Driver class

org.postgresqgl.Driver

JDBC URL

jdbc:postgresql://databaseservername/databasename

For additional information about these drivers, please contact the respective vendors.

Port requirements

The following table summarizes the ports and protocols that PingFederate uses to communicate with
external components. This information provides guidance for firewall administrators to ensure the correct
ports are available across network segments.

@ Note: Direction refers to the direction of the initial requests relative to PingFederate. Inbound refers
to requests received by PingFederate from external components. Outbound refers to requests sent by
PingFederate to external components.
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Service

Protocol,
Direction,
Transport,
Default
Port

Administratiel TPS,

console

inbound,
TCP,
9999

Administratitel TPS,

console

outbound,
TCP, 443

Source

Browsers
accessing the
administrative
console, REST
calls to the
administrative
API, web
service calls to
the Connection
Management
Service.

Applicable to
the console
node in a
clustered
PingFederate
environment.

Administrator
accessing
online help.

Applicable to
the console
node in a
clustered
PingFederate
environment.
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Destination

Administrative
node

Description

Used for incoming requests to the
administrative console.

Configurable in the run.properties file.

documentation.pirigsdehtity aceassing online help from the

administrative console.
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Service  Protocol, Source Destination Description

Direction,

Transport,

Default

Port
Runtime HTTPS, Browsers Runtime engine Used for incoming requests to the runtime
engine inbound, accessing the nodes engine.

TCP, runtime server

9031 (and for SSO or SLO: Configurable in the run.properties file.

9032 if web service

configured) calls to the
SSO Directory
Service; REST
calls to the
OAuth Client
Management
Service,
the OAuth
Access Grant
Management
Service, the
Persistent Grant
Management
API, and
the Session
Revocation API.

Applicable

to all runtime
engine nodes
in a clustered
PingFederate
environment.

Cluster JGroups, PingFederate Administrative  Used for communications between engine

traffic inbound, peer servers node and nodes in a cluster when the transport mode
TCP, in a clustered runtime engine  for cluster traffic is set to TCP (the default
7600 PingFederate nodes behavior).

environment. ' . '
Configurable in the run.properties file.

Cluster JGroups, PingFederate Administrative  Used by other nodes in the cluster as part

traffic inbound, peer servers node and of the cluster's failure-detection mechanism
TCP, in a clustered runtime engine  when the transport mode for cluster traffic is
7700 PingFederate nodes set to TCP (the default behavior).

environment. ' . ) )
Configurable in the run.properties file.

Cluster JGroups, PingFederate Amazon Simple Used by all nodes when the optional dynamic
traffic outbound, peer servers Storage Service discovery mechanism is enabled.
(i TCP, 443 in a clustered (Amazon S3) or
) PingFederate an OpenStack
configured) X .
environment. Swift server
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Service  Protocol, Source Destination Description
Direction,
Transport,
Default
Port
Cluster JGroups, PingFederate Administrative  Used for communications between engine
traffic inbound,UDpeer servers node and nodes in a cluster when the transport mode
7601 in a clustered runtime engine for cluster traffic is set to UDP. By default, the
PingFederate nodes transport mode is TCP.

environment. ' . ) )
Configurable in the run.properties file.

PingOne® HTTPS PingFederate pingone.com Used for communications between

for and . PingFederate and PingOne for the purpose
. Applicable to o ST

Enterprise secure of establishing and maintaining a managed

integration WebSocket,Lhozgoi:S;ﬂe SP connection to PingOne for Enterprise,
(i TCP, 443 clustered monitoring of PingFederate from the PingOne

) . admin portal, authenticating end users
configured) PingFederate . . .

- against the PingOne Directory.
environment.

Active Kerberos, PingFederate Windows Used for communications between
Directory  outbound, domain PingFederate and Windows domain
domains/ TCP or controllers controllers for the purpose of Kerberos
Kerberos UDP, 88 authentication.
realms
(if
configured)

reCAPTCHAITTPS,  PingFederate www.google.com/Used by the HTML Form Adapter when
outbound, recaptcha/api/  invisible reCAPTCHA from Google is enabled

(if . TCP, 443 siteverify to prevent automated attacks.
configured)

@ Note: For PingID® integration, refer to PinglD documentation for a list of required URLs and ports.

Furthermore, additional ports may be required depending on the integration kits deployed and the
connecting third-party systems; for example, email server or SMS service provider.

Install Java

About this task

You must install a Java runtime on your server before running PingFederate. PingFederate has been
tested in the following Java environments:

= Amazon Corretto 11

= Amazon Corretto 8

= OpenJDK 11

= Oracle Java SE Development Kit 11 LTS

= Oracle Java SE Runtime Environment (Server JRE) 8

@ Note: Ping ldentity Java Support Policy applies. Refer to this article for more information.
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® Im portant: Due to the import restrictions of some countries, Oracle Server JRE (Java SE Runtime
Environment) 8 has built-in restrictions on available cryptographic strength (key size). To use larger key
sizes, the Java Cryptography Extension (JCE) "unlimited strength" jurisdiction policy must be enabled.
For more information, see the Java 8 release notes from Oracle (www.oracle.com/technetwork/java/
javase/8ul51-relnotes-3850493.html).

For Oracle Java SE Development Kit 11, the JCE jurisdiction policy defaults to unlimited strength. For more
information, see the Oracle JDK Migration Guide (docs.oracle.com/en/java/javase/11/migrate/).

Steps
1. Download and install a Java runtime.

2. Set the JAVA_HOME environment variable to the Java installation directory path and add its bin
directory to the PATH environment variable.

@ Note: If you intend to use the PingFederate installer for Windows or run PingFederate as a service,
you must set the JAVA_HOME variable and modify path variable at the system level; otherwise, you
have the options to set the variables at either the system or user level.

Installation options

About this task

You can install PingFederate by running a platform-specific installer (for Microsoft Windows Server or Red
Hat Enterprise Linux) or extracting the product distribution ZIP file.

@ Note: Throughout this documentation, the path to the installation directory, where the pingfederate
directory is located, is referred to as <pf install>; for example: <pf install>/pingfederate/bin.

@ Important: To avoid future problems with automated upgrades, do not rename the installed
pingfederate directory.

If you are installing multiple instances of PingFederate on the same machine (for example, a console node
and an engine node in a clustered environment), install each instance using a unique <pf install>
directory.

If you are upgrading an existing PingFederate environment, see Upgrade Guide.

Install PingFederate on Windows

Steps

1. Request a license key via the Ping Identity licensing website.
2. Ensure you are logged on to your system with appropriate privileges to install and run an application.

3. Verify that the Java runtime is installed and the required environment variables are set correctly (see
Install Java on page 68).
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4. Install PingFederate via the platform-specific installer or the distribution ZIP file.

Installation medium Steps
Platform-specific installer Download and run the PingFederate installer for Windows.

PingFederate is configured to run as a service and started
automatically at the end of the installation process.

@ Note: The PingFederate installer for Windows is designed to
install only one instance of PingFederate on a Windows server.

If you need additional PingFederate instances on the same
Windows server, install them using the distribution ZIP file. Note
that you must manually configure various port settings in the

<pf install>/pingfederate/bin/run.properties file (for
each instance) to avoid any port conflicts.

Distribution ZIP file Download and extract the distribution ZIP file into an installation
directory.

5. If you have installed PingFederate by the distribution ZIP file, start PingFederate manually by running
the following script:

<pf install>/pingfederate/bin/run.bat

Wait for the script to finish—the startup process completes when this message appears near the end of
the sequence:

PingFederate running...

® Tip: To configure PingFederate to run as a service, follow the steps in Install PingFederate service
on Windows manually on page 72.

Results

@ Note: If your organization requires compliance with FIPS 140-2 or plans on managing keys and
certificates using a hardware security module (HSM), see Supported hardware security modules on page
90.

Install PingFederate on Red Hat Enterprise Linux

Steps

1. Request a license key via the Ping Identity licensing website.
2. Ensure you are logged on to your system with appropriate privileges to install and run an application.

@ Note: You must install and run PingFederate under a local user account.

3. Verify that the Java runtime is installed and the required environment variables are set correctly (see
Install Java on page 68).
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4. Install PingFederate via the platform-specific installer or the distribution ZIP file.

Installation medium Steps
Platform-specific installer Download and run the PingFederate install script.

PingFederate is configured to run as a service and started
automatically at the end of the installation process.

Distribution ZIP file Download and extract the distribution ZIP file into an installation
directory.

5. If you have installed PingFederate by the distribution ZIP file, start PingFederate manually by running
the following script:

<pf install>/pingfederate/bin/run.sh

Wait for the script to finish—the startup process completes when this message appears near the end of
the sequence:

PingFederate running...

@ Tip: To configure PingFederate to run as a service, follow the steps in Install PingFederate service
on Linux manually on page 73.

Results

@ Note: If your organization requires compliance with FIPS 140-2 or plans on managing keys and
certificates using a hardware security module (HSM), see Supported hardware security modules on page
90.

Install PingFederate on other operating systems

About this task

Refer to System requirements on page 60 for a list of qualified Linux operating systems.

Steps

1. Request a license key via the Ping Identity licensing website.
2. Ensure you are logged on to your system with appropriate privileges to install and run an application.

@ Note: You must install and run PingFederate under a local user account.

3. Verify that the Java runtime is installed and the required environment variables are set correctly (see
Install Java on page 68).

4. Download and extract the distribution ZIP file into an installation directory (<pf install>).
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5. Start PingFederate manually by running the following script:
<pf install>/pingfederate/bin/run.sh

Wait for the script to finish—the startup process completes when this message appears near the end of
the sequence:

PingFederate running...

@ Tip: To configure PingFederate to run as a service, follow the steps in Install PingFederate service
on Linux manually on page 73.

Results

@ Note: If your organization requires compliance with FIPS 140-2 or plans on managing keys and
certificates using a hardware security module (HSM), see Supported hardware security modules on page
90.

Other maintenance tasks

Install PingFederate as a service

About this task

You can set up PingFederate to run in the background as a service on either Windows or Linux.

@ Tip: If you have installed PingFederate using one of the platform-specific installers, PingFederate has
already been configured to run as a service and started automatically at the end of the installation process.

@ Important: In the event that you want to stop the PingFederate service and start PingFederate
manually, you must run the startup script under the same user account that the service uses.

Install PingFederate service on Windows manually

About this task

If you have installed PingFederate using the installer for Windows, skip these steps because PingFederate
has already been configured to run as a service and started automatically at the end of the installation
process.

Steps

1. Request a license key via the Ping ldentity licensing website.
2. Ensure you are logged on to your system with appropriate privileges to install and run an application.

3. Verify that the Java runtime is installed and the required environment variables are set correctly (see
Install Java on page 68).

4. Download and extract the distribution ZIP file into an installation directory (<pf install>).
Start PowerShell or Command Prompt as an Administrator.

6. In PowerShell or Command Prompt, run the <pf install>\pingfederate\sbin\win-
x86-64\install-service.bat file to install the service.

7. Open the Control Panel# Administrative Tools# Services management console.

o
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8. Right-click on the PingFederate service and select Start.

Results

Similar to other services, the PingFederate service is installed and configured to start automatically on
reboot.

Install PingFederate service on Linux manually

About this task

If you have installed PingFederate using the install script for Red Hat Enterprise Linux (RHEL), skip these
steps because PingFederate has already been configured to run as a service and started automatically at
the end of the installation process.

Steps

1. Request a license key via the Ping Identity licensing website.
2. Ensure you are logged on to your system with appropriate privileges to install and run an application.

@ Note: You must install and run PingFederate under a local user account.

3. Verify that the Java runtime is installed and the required environment variables are set correctly (see
Install Java on page 68).

4. Download and extract the distribution ZIP file into an installation directory (<pf install>).
5. Create a new local user account for the PingFederate service; for example, pingfederate.

The service account is referred to as <pf_user>.

6. Change the ownership of the PingFederate installation directory (<pf install>) and update the read
and write permissions using the following commands:

chown -R <pf user> <pf install>
chmod -R 775 <pf install>

7. If the operating system supports systemd, follow these steps to install the PingFederate unit file.

a. Editthe pingfederate.service systemd unitfile, located in the <pf install>/
pingfederate/sbin/linux directory.

Replace the following variables with information from your environment:
${PF_VERSION}

The version of PingFederate.
${PF_USER}

The local user account for the PingFederate service.
${PF_HOME}

The <pf install>/pingfederate directory.

For example, if <pf install>is /opt/identity. fed, replace ${PF_HOME} with /opt/
identity.fed/pingfederate.

${PF_JAVA_HOME}
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The JAVA_HOME environment variable value (a directory).

b. Copy the pingfederate.service file to the systemd unit files directory; for example, /etc/
systemd/system.

The exact location may vary, depending on the operating system. Consult your system
administrators, as needed. The rest of the step assumes /etc/systemd/system is the systemd
unit files directory.

c. Use the following command to update the read and write permissions of the
pingfederate.service systemd unit file:

chmod 664 /etc/systemd/system/pingfederate.service

d. Use the following commands to load the new system configuration changes and start the

PingFederate service:

systemctl daemon-reload ;\
systemctl start pingfederate

e. Use the following commands to configure the PingFederate service to start automatically as the
server boots.

systemctl enable pingfederate ;\
systemctl daemon-reload ;\
systemctl restart pingfederate

After setting up the PingFederate systemd unit file, you can use the systemctl command to manage
the PingFederate service.

Sample systemctl commands

systemctl start pingfederate
systemctl stop pingfederate
systemctl restart pingfederate
systemctl status pingfederate

8. If the operating system supports SysV initialization, follow these steps to install the PingFederate script.

a. Editthe pingfederate script, located in the <pf install>/pingfederate/sbin/linux
directory.

Replace the following statements with information from your environment:
PF_HOME=$PF_HOME

Replace $PF_HOME with the <pf install>/pingfederate directory.

For example, if <pf install>is /opt/identity. fed, replace $PF_HOME with /opt/
identity.fed/pingfederate.

USER="pingfederate"

If the PingFederate service account is not pingfederate, replace pingfederate with the local
user account for the PingFederate service.

For example, if <pf_user> is pingfed, replace pingfederate with pingfed.

Example (truncated)
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If <pf install> and <pf_user>are /opt/identity.fed and pingfederate,
respectively, the required modifications are as follows:

PF HOME=/opt/identity.fed/pingfederate
DIR="S$PF HOME/sbin"
USER="pingfederate"

b. Copy the pingfederate script to the SysV initialization directory; for example, /etc/rc.d/
init.d.

The exact location may vary, depending on the operating system. Consult your system
administrators, as needed. The rest of the step assumes /etc/rc.d/init.d is the SysV
initialization directory.

c. Use the following command to update the read and write permissions of the pingfederate SysV
initialization script:

chmod 755 /etc/rc.d/init.d/pingfederate
d. Configure the operating system to start the PingFederate service at various runlevels.

On an RHEL server, you may use the Service Configuration utility to do so.

Alternatively, you can create symbolic links of the pingfederate script in the initialization
directories associated with various runlevels manually using the 1n -s source target
command.

For example, you may create the following symbolic links on an RHEL server where runlevels 2 and
4 are not used:

In -s /etc/rc.d/init.d/pingfederate /etc/rc3.d/S84pingfederate
In -s /etc/rc.d/init.d/pingfederate /etc/rc5.d/S84pingfederate
In -s /etc/rc.d/init.d/pingfederate /etc/rc0.d/KlS5pingfederate
1ln -s /etc/rc.d/init.d/pingfederate /etc/rcl.d/KlSpingfederate
1ln -s /etc/rc.d/init.d/pingfederate /etc/rc6.d/KlS5pingfederate

Some operating systems may require a restart of the system to activate the new scripts. Consult
your system administrators, as needed.

After setting up the PingFederate SysV initialization script, you can use the Service Configuration
utility or the service command to manage the PingFederate service.

Sample service commands

service pingfederate start
service pingfederate stop
service pingfederate restart
service pingfederate status

Uninstall PingFederate

About this task

Uninstalling PingFederate involves removing the PingFederate service (if it was previously installed) and
the installation directory (pf install).
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Uninstall PingFederate from a Windows server
About this task

Steps

1. Ensure you are logged on to your system with appropriate privileges to uninstall an application.

2. Verify the installation medium in Control Panel# Uninstall a Program.
The existence of a PingFederate entry indicates that PingFederate was previously installed using the
PingFederate installer for Windows; otherwise, it was installed using a distribution ZIP file.

3. Uninstall PingFederate.

Installation medium Steps

PingFederate installer 5 (Optional) Make a backup copy of the PingFederate installation directory
for Windows (<pf_install>).

b. Use Control Panel# Uninstall a Program to uninstall PingFederate,
which removes the PingFederate service and the installation directory.

Distribution ZIP file a. Open the Control Panel# Administrative Tools# Services
management console.

b. Right-click on the PingFederate service (if found) and select Stop,
and then run uninstall-service.bat fromthe <pf install>
\pingfederate\sbin subdirectory that corresponds to your platform
processor.

c. Optional: Remove the PingFederate installation directory
(<pf_install>).

Uninstall PingFederate from a Linux server
About this task

Steps

1. Ensure you are logged on to your system with appropriate privileges to uninstall an application.
2. Stop and disable the PingFederate service.

PingFederate systemd service

Use the following systemctl commands to stop and disable the PingFederate systemd service:

systemctl stop pingfederate ;\
systemctl disable pingfederate ;\
systemctl daemon-reload

You may also remove the PingFederate systemd unit file (pingfederate.service) from
the systemd unit files directory (/etc/systemd/system) prior to running the systemctl
daemon-reload command.

PingFederate SysV initialization script

On a Red Hat Enterprise Linux (RHEL) server, you may use the Service Configuration utility to
stop and disable the PingFederate service.
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Alternatively, you can stop the service using the service command (service pingfederate
stop) and disable the service by removing any symbolic links from various initialization
directories.

You may also remove the PingFederate SysV initialization script (pingfederate) from the SysV
initialization directory (/etc/rc.d/init.d).

The exact directory locations may vary, depending on the operating system. Consult your system
administrators, as needed.

3. Optional: Remove the PingFederate installation directory (<pf install>).

Start and stop PingFederate

About this task

When you install (or upgrade) PingFederate using its platform-specific installer, PingFederate is configured
to run as a service. You can optionally stop (and disable) the service and run PingFederate as a console
application.

If you install (or upgrade) PingFederate manually by using the PingFederate product distribution file (or
the Upgrade Utility in command line), you can run PingFederate as a console application or install the
PingFederate service manually and run it as a service.

Depending on the application mode and the operating system, the steps to start, stop, or restart
PingFederate vary.

Steps

= Follow the relevant steps to start PingFederate:

Operating system Application mode Steps

Windows Console 1. Open a command prompt.
application 2. Gotothe <pf install>/pingfederate/bin
directory.

3. Run run.bat.
4. Keep the command prompt open.

Windows service 1. Open the Control Panel# Administrative Tools#
Services management console.
2. Right-click on the PingFederate service and select Start.

3. Close the Services management console when the
PingFederate Windows service is started.

Linux Console 1. Open a terminal window.
application 2. Gotothe <pf install>/pingfederate/bin
directory.

3. Run run.sh.
4. Keep the terminal window open.

Service 1. Open a terminal window.

2. Enter the system-dependent service command to start
the Pingfederate service.

3. Close the terminal window when the PingFederate
service is started.
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= Follow the relevant steps to stop PingFederate:
Operating system Application mode Steps

Windows Console 1. Locate the command prompt that is running the
application PingFederate program.
2. Use the CTRL+C key combination to terminate the
PingFederate program.
3. Close the command prompt when the PingFederate
program is stopped.

Windows service 1. Open the Control Panel# Administrative Tools#
Services management console.
2. Right-click on the PingFederate service and select Stop.

3. Close the Services management console when the
PingFederate Windows service is stopped.

Linux Console 1. Locate the terminal window that is running the
application PingFederate program.
2. Use the CTRL+C key combination to terminate the
PingFederate program.
3. Close the terminal window when the PingFederate
program is stopped.

Service 1. Open a terminal window.
2. Enter the system-dependent service command to stop
the Pingfederate service.

3. Close the terminal window when the PingFederate
service is stopped.

= Follow the relevant steps to restart PingFederate:
Operating system Application mode Steps

Windows Console 1. Locate the command prompt that is running the
application PingFederate program.
2. Use the CTRL+C key combination to terminate the
PingFederate program.
3. Run run.bat again when the PingFederate program is
stopped.
4. Keep the command prompt open.

Windows service 1. Open the Control Panel# Administrative Tools#
Services management console.

2. Right-click on the PingFederate service and select
Restart.

3. Close the Services management console when the
PingFederate Windows is started.
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Operating system Application mode Steps

Linux Con§ole_ 1. Locate the terminal window that is running the
application PingFederate program.

2. Use the CTRL+C key combination to terminate the
PingFederate program.

3. Run run. sh again when the PingFederate program is
stopped.

4. Keep the terminal window open.

Service 1. Open a terminal window.

2. Enter the system-dependent service command to restart
the Pingfederate service.

3. Close the terminal window when the PingFederate
service is restarted.

Open PingFederate administrative console

About this task

The PingFederate administrative console is built around a system of wizard-like control screens, in which
you configure various settings and components to support your federation use cases.

Steps
1. Start PingFederate.

In a clustered PingFederate environment, start PingFederate on the console node.
2. Start a web browser.
3. Browse to the following URL:

https://<pf_host>:9999/pingfederate/app

where <pf_host> is the network address of your PingFederate server. It can be an IP address, a host
name, or a fully qualified domain name. It must be reachable from your computer.

Setup wizard

The first time you access the PingFederate administrative console, it guides you through a series of steps
to establish a connection to PingOne® for Enterprise, enable and configure a built-in RADIUS server to
integrate PingIlD® with your VPN, and configure your identity federation settings to deploy a powerful on-
premise and cloud-based hybrid SSO and MFA solution.

Alternatively, you may also use the administrative API to complete the setup. For more information, see
PingFederate administrative API on page 853.

Connect PingFederate to PingOne for Enterprise

About this task

PingOne® for Enterprise is a cloud-based identity as a service (IDaaS) framework for secure identity
access management. Integrating PingOne for Enterprise with PingFederate provides a powerful solution
combining the benefits of an on-premise deployment with the flexibility of a cloud solution.
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Steps

1. Select Yes, Connect to PingOne for Enterprise and then click Sign on to PingOne to get your
activation key.

2. Sign on using your PingOne admin portal credentials.

@ Tip: If you do not have an account, you are welcome to register for a free trail.

Copy the Activation Key value from the PingOne admin portal.

Close the browser tab and go back to the PingFederate administrative console.
On the PingOne Account screen, paste the key value in the Activation Key field.
Click Next.

o ok w

Results

If you prefer to setup PingFederate without PingOne for Enterprise for now, select No, Set Up Without
PingOne for Enterprise and then click Next. When you are ready to connect PingFederate to PingOne for
Enterprise, go to the System menu and click Connect to PingOne for Enterprise.

Set up with PingOne for Enterprise

Connect to a directory server

About this task

On the Identities screen, you can optionally connect to a directory server, which PingFederate can use for
PingOne SSO and PingID VPN integration.

Steps

= To enable directory integration, select Yes, Connect a Directory Server, provide the required
information and then click Next.

For more information about each field, refer to the following table.

Field Description
Directory Type Select the type of the directory server from the list.

Refer to System requirements on page 60 for a list of supported
directory servers.

Data Store Name Enter the name of the data store.
Hostname Enter the location of the directory server.

It can be the IP address, the host name, or the fully qualified domain name
of the directory server. The entry may include a port number.

Service Account DN Enter the distinguished name (DN) of the service account that PingFederate
can use to communicate with the directory server.

Password Enter the password associated with the service account.

Search Base Enter the DN of the location in the directory where PingFederate begins its

data store queries.
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Field Description

Search Filter Enter the LDAP query to locate a user record for attribute lookup and
potentially credential validation.

The default value is either sAMAccountName=${username} Or uid=
${username}, depending on the selected directory type.

If you require a more advanced search filter, ensure the value is a valid
LDAP filter. For more information, consult your directory administrators.

When you click Next, PingFederate tries to establish a secure (LDAPS) connection to the directory
server.

If the directory server does not support LDAPS, the Unsecure Connection screen appears. If you want
to continue without a secure connection, click Next. Alternatively, you can go back to the Identities
screen and specify a different directory server.

If the certificate presented by the directory server is not trusted by PingFederate, the Certificate Error
screen appears. You can import the certificate used by the directory server to establish a secure
connection and then click Next. Alternatively, you can go back to the Identities screen and specify a
different directory server.

= To set up a directory later, select No, Don't Connect a Directory Server and then click Next.

@ Tip: This setup scenario is suitable for POC (proof of concept). Multiple local test accounts are
created as a result.

Configure PingOne and PingID options

About this task

Select what you want PingFederate to do.

Steps
1. To enable PingOne® for Enterprise integration, select the PingOne SSO check box.

If you have chosen to connect to a directory server, you may select the Additional SSO Features
check box to enable provisioning. If the directory is Microsoft Active Directory, selecting this check box
also allows you to optionally enable Kerberos authentication. Click Begin to configure the applicable
settings.

2. To enable and configure a built-in RADIUS server to integrate PinglD® with your VPN, select the
PingID VPN (RADIUS) check box and then click Begin.

3. When the administrative console returns you to this screen, click Next.

Configure PingOne SSO options
Configure Kerberos authentication

About this task

If you have chosen to connect PingFederate to Microsoft Active Directory, the Kerberos Authentication
screen becomes available. On the Kerberos Authentication screen, you can optionally enable Kerberos
authentication for Windows users.

@ Note: Prior to enabling Kerberos authentication, you must make several Active Directory configuration
changes to grant PingFederate Bridge access to the domain and add the domain to PingFederate Bridge.
For more information, see Configuring the Active Directory environment on page 210.
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Steps
1. Select the Configure Kerberos Authentication check box and then provide the required information.

For more information about each field, refer to the following table.

Field Description

Realm Name Enter the fully qualified domain name.

Realm Username Enter the service account that PingFederate can use to communicate with
Active Directory for the purpose of Kerberos authentication.

Realm Password Enter the password associated with the service account.

Internal IP Ranges Enter one or more network ranges where PingFederate can try

authenticating via the 