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You can find background information on Proxy Connect in PingOne Advanced Identity

Cloud in Configure a proxy service with Proxy Connect.

Proxy Connect APl endpoints

Proxy Connect provides these Advanced Identity Cloud APl endpoints:

e Header rules APl endpoint ( /environment/proxy—-connect/header-rules)
o Use GET to view the header ruleset and determine if the ruleset is active.
o Use PUT to update the header ruleset and activate or deactivate the ruleset.

e |P Address rules APl endpoint ( /environment/proxy—-connect/ip-rules)

o Use GET to view the IP ruleset and determine if the ruleset is active.

o Use PUT to update the IP ruleset and activate or deactivate the ruleset.

Authenticate to Proxy Connect APl endpoints


https://docs.pingidentity.com/pingoneaic/latest/tenants/proxy-connect.html
https://docs.pingidentity.com/pingoneaic/latest/_attachments/api/#tag/Proxy-Connect/operation/getProxyConnectHeaderRules
https://docs.pingidentity.com/pingoneaic/latest/_attachments/api/#tag/Proxy-Connect/operation/getProxyConnectIpRules

To authenticate to Proxy Connect APl endpoints, use an access token created with one

of the following scopes:

Scope Description

fr:idc:proxy—connect:* Full access to Proxy Connect APl endpoints. Use
this scope to view, create, activate, deactivate, or

delete rules.

fr:idc:proxy-connect:read Read-only access to Proxy Connect APl endpoints.
Use this scope if you only need to View default

rulesets or View configured rulesets.

fr:idc:proxy—connect:write Write access to Proxy Connect APl endpoints. Use
this scope to create, activate, deactivate, or delete

rules.

Prerequisite actions for accessing a tenant when
rulesets are configured

@ Note

The prerequisite actions are not required if you configured a proxy service to

access your tenant or if you configured Secure Connect and can access your

tenant from a private network.

1. Consult with your team to find out what header rules are configured for the

environment:

a. If header rules are configured, you need the name and value of a configured

security header.

b. Add the security header to all cURL requests using the format:
—header '<security-header—-name>: <security-header—value>'
For example:

——header 'X-Security-Header: fldrybngmzqj5loposddd5p98z886jp9"


https://docs.pingidentity.com/pingoneaic/latest/developer-docs/authenticate-to-rest-api-with-access-token.html
https://docs.pingidentity.com/pingoneaic/latest/tenants/proxy-connect.html#allow-network-access-only-through-a-proxy-service
https://docs.pingidentity.com/pingoneaic/latest/tenants/proxy-connect.html#allow-network-access-only-through-a-proxy-service
https://docs.pingidentity.com/pingoneaic/latest/tenants/proxy-connect.html#block-network-access-from-the-public-internet

c. Add the security header to all browser requests using a browser extension; for
example, the SimpleModifyHeaders extension lets you modify headers for

Chrome Y and Firefox ©:

SIMPLE MODIFY HEADERS @
STOP

Url Patterns* : https://<tenant-env-fqdn>.forgeblocks.com/*

Action Header Field Name Header Field Value Comment Apply on Status Export

iAdd V| ‘X-Security-Header 1 drybngmijsloposddds;‘ ‘PC | Request Vl 1+ + ]

* Information on URL patterns can be found here.

About
An empty string on the field will select all URLs. It's possible to select multiple URL patterns using semicolon (;) separator e

2. Consult with your team to find out what IP rules are configured for the
environment:

a. If IP rules are configured, your IP address needs to be in one of the configured
CIDR ranges. You may need to join your company’s VPN to change your IP
address, or you may need your team to add your IP address to the IP rules
configuration.

b. Run all cURL and browser requests from a configured IP address.

View default rulesets

By default, the header and IP rulesets in each of your tenant environments are inactive.
You can view the default ruleset configurations using the APl without adding a security
header or using a particular IP address.

In any tenant environment (where the header and IP rulesets are inactive):

1. Get an access token created with the fr:idc:proxy-connect:read scope.

2. Get the header ruleset configuration from the /environment/proxy-

connect/header-rules endpoint:

$ curl \

——request GET 'https://<tenant-env-fqdn>/environment/proxy—connect/header-
—-header 'Authorization: Bearer <access-token>' \(Q)

——header 'Content-Type: application/json'

@ Replace <tenant-env-fgdn> with the FQDN of your tenant environment.

@ Replace <access-token> with the access token.


https://chromewebstore.google.com/detail/simple-modify-headers/gjgiipmpldkpbdfjkgofildhapegmmic
https://chromewebstore.google.com/detail/simple-modify-headers/gjgiipmpldkpbdfjkgofildhapegmmic
https://chromewebstore.google.com/detail/simple-modify-headers/gjgiipmpldkpbdfjkgofildhapegmmic
https://addons.mozilla.org/en-GB/firefox/addon/simple-modify-header/
https://addons.mozilla.org/en-GB/firefox/addon/simple-modify-header/
https://addons.mozilla.org/en-GB/firefox/addon/simple-modify-header/
https://docs.pingidentity.com/pingoneaic/latest/developer-docs/authenticate-to-rest-api-with-access-token.html#get_an_access_token

The response shows the default header ruleset configuration:

v Show response

[

{
"enabled": false, (O
"headers": null, @
"requestStatus": "SUCCESS" (3
}

@ The header ruleset is not active.

(@ The header ruleset contains no rules.

3 The header ruleset is synchronized with the environment's load balancer.
3. Get the IP ruleset configuration from the /environment/proxy—-connect/ip-

rules endpoint:

$ curl \
——request GET 'https://<tenant-env-fqdn>/environment/proxy—-connect/ip-rul¢

—-header 'Authorization: Bearer <access-token>' \(QQ
——header 'Content-Type: application/json'

(D Replace <tenant-env-fqdn> with the FQDN of your tenant environment.

@ Replace <access-token> with the access token.
The response shows the default IP ruleset configuration:

v Show response

{
"enabled": false, (D
"ipRanges": null, @
"requestStatus": "SUCCESS" ®
b

(D The IP ruleset is not active.
@ The IP ruleset contains no rules.

@ The IP ruleset is synchronized with the environment’s load balancer.

View configured rulesets



If the header or IP rulesets in a tenant environment have been activated, APl requests
return a 404 response unless you use a particular IP address and/or add a security

header to your API requests.
In any tenant environment (where the header or IP rulesets are active):

1. Complete the Prerequisite actions for accessing a tenant when rulesets are

configured.

2. Get an access token created with the fr:idc:proxy-connect:read scope.

3. Get the header ruleset configuration from the /environment/proxy-

connect/header-rules endpoint:

$ curl \

——request GET 'https://<tenant-env-fqdn>/environment/proxy—connect/header-
—-header 'Authorization: Bearer <access-token>' \(QQ)

——header 'Content-Type: application/json' \

—-header ‘'<security-header-name>: <security-header-value>' (3

(D Replace <tenant-env-fgdn> with the FQDN of your tenant environment.
@ Replace <access-token> with the access token.

(® (Optional) Review the prerequisite actions. If necessary, add an existing

security header to your request; for example:
——header 'X-Security-Header: fldrybngmzqj5loposddd5p98z886jp9"
The response shows your custom configuration, which will be similar to this:

v Show response

{
"enabled": true, )
"headers": [
{"header": "X-Security-Header", "value": "fldrybngmzqgj5lopo
1,
"requestId": "ag-6WQQCYKH", (®
"requestStatus": "SUCCESS" @
I

(D The header ruleset is active.


https://docs.pingidentity.com/pingoneaic/latest/developer-docs/authenticate-to-rest-api-with-access-token.html#get_an_access_token

@ The header ruleset contains one rule. Requests from a third-party service
must include a X-Security-Header HTTP security header (set with the

specified value) to be classed as a valid request.

(3 The last update to the header ruleset was assigned a requestId of "ag-

6WQQCYKH".

@ The header ruleset is synchronized with the environment’s load balancer.

4. Get the IP ruleset configuration from the /environment/proxy-connect/ip-

rules endpoint:

$ curl \

—-request GET 'https://<tenant-env-fqdn>/environment/proxy—-connect/ip-rule
—-header 'Authorization: Bearer <access-token>' \(Q)

——header 'Content-Type: application/json'

—-header ‘'<security-header-name>: <security-header-value>' (3

(D Replace <tenant-env-fgdn> with the FQDN of your tenant environment.
@ Replace <access-token> with the access token.

(3 (Optional) Review the prerequisite actions. If necessary, add an existing

security header to your request; for example:

——header 'X-Security-Header: fldrybngmzqgj5loposddd5p98z886jp9’

v Show response

[

{
"enabled": true, (1)
"ipRanges": [
"1.2.3.4/32" Q
1,
"requestId": "ag-eZKnKPgS", 3
"requestStatus": "SUCCESS" @
I

(@ The IP ruleset is active.

@ The IP ruleset contains one rule. Requests from a third-party service must
originate from an IP address in the specified CIDR range to be classed as a

valid request.

(® The last update to the IP ruleset was assigned a requestId of "ag-
eZKnKPqS".



@ The IP ruleset is synchronized with the environment’s load balancer.

Create or update rulesets

Create or update the header and/or IP rulesets in a tenant environment to configure

Proxy Connect.

Test ruleset configuration updates on a lower environment before you update your
production environment and ensure that any automated scripts are not affected by your

changes.
In any tenant environment:

1. Ensure the tenant environment is configured to use outbound static IP addresses.

2. Complete the Prerequisite actions for accessing a tenant when rulesets are

configured.

3. Get an access token created with the fr:idc:proxy-connect:write scope.

4. (Optional) Update the header ruleset:
a. Review the existing header ruleset configuration. Learn more in:
= Step 2 in View default rulesets.
= Step 3in View configured rulesets.

b. Replace the existing header ruleset configuration with your own header ruleset

configuration:

$ curl \

——request PUT 'https://<tenant-env-fqdn>/environment/proxy—connect/he
——header 'Authorization: Bearer <access-token>' \(2)

——header 'Content-Type: application/json'

——header '<security-header-name>: <security-header-value>' \ Q@
—-data '{"enabled": true, "headers": <headers>}' (@)

@ Replace <tenant-env-fgdn> with the FQDN of your tenant environment.
(@ Replace <access-token> with the access token.
(3 (Optional) Review the prerequisite actions. If necessary, add an existing

security header to your request; for example:

——header 'X-Security-Header:
fldrybngmzqj5loposddd5p98z886jp9"


https://docs.pingidentity.com/pingoneaic/latest/tenants/environments-outbound-static-ip-addresses.html
https://docs.pingidentity.com/pingoneaic/latest/developer-docs/authenticate-to-rest-api-with-access-token.html#get_an_access_token

(@ Replace <headers> with a JSON array of security header objects; for

example:
[
{"header": "X-Security-Header", "value":
"fldrybngmzqj5loposddd5p98z886jp9"},
{"header": "X-Security-Header2", "value":

"2ey9ant69h3021b49vvd 18gnww6 rmj3y"}
]

Y Show response

[

{
"enabled": true, (1)
"headers": [
{"header": "X-Security-Header", "value": "fldrybngmzqj5
{"header": "X-Security-Header2", "value": "2ey9ant69h30.
Il
"requestId": "ag-vnYPhgaC", @
"requestStatus": "PENDING" @
¥

(M The header ruleset is active.

@ The header ruleset contains two rules. Requests from a third-party

service must include a X-Security-Header or X-Security-Header2
HTTP security header (set with the specified value) to be classed as a

valid request.

(® The update to the header ruleset was assigned a requestId of "ag-
vnYPhgaC".

(@ The update to the header ruleset is not yet synchronized with the

environment's load balancer.

c. An asynchronous process updates the header ruleset in the environment's

load balancer. This process can take up to 10 minutes to complete.

To check when the asynchronous process has completed, poll the
/environment/proxy-connect/header-rules endpoint until the

requestStatus key in the response changes from PENDING to SUCCESS.

$ curl \
—-request GET 'https://<tenant-env-fqdn>/environment/proxy—-connect/he

—-header 'Authorization: Bearer <access-token>' \(Q)



——header 'Content-Type: application/json' \
——header ‘'<security-header-name>: <security-header-value>' (3

@ Replace <tenant-env-fgdn> with the FQDN of your tenant environment.
(@ Replace <access-token> with the access token.

3 (Optional) Review the prerequisite actions. If necessary, add an existing
security header to your request. Otherwise, if you are setting header rules
for the first time, add one of the new security headers to your request; for

example:

——header 'X-Security-Header:
fldrybngmzqj5loposddd5p98z886jp9"

When the asynchronous process has completed and updated the header

ruleset in the environment’s load balancer, the response should look like this:

v Show response

{
"enabled": true,
"headers": [
{"header": "X-Security-Header", "value": "fldrybngmzqj5
{"header": "X-Security-Header2", "value": "2ey9ant69h30.
1,
"requestId": "ag-vnYPhgaC",
"requestStatus": "SUCCESS"
I

5. (Optional) Update the IP ruleset:
a. Review the existing IP ruleset configuration. Learn more in:
= Step 3 in View default rulesets.
= Step 4 in View configured rulesets.

b. Replace the existing IP ruleset configuration with your own IP ruleset

configuration:

$ curl \

——request PUT 'https://<tenant-env-fqdn>/environment/proxy—-connect/ip-
—-header 'Authorization: Bearer <access-token>' \(QQ)

——header 'Content-Type: application/json'

——header '<security-header-name>: <security-header-value>' (3

—-data '{"enabled": true, "ipRanges": <ip-ranges>}' (@



@ Replace <tenant-env-fgdn> with the FQDN of your tenant environment.

(@ Replace <access-token> with the access token.

@ (Optional) Review the prerequisite actions. If necessary, add an existing

security header to your request; for example:

——header 'X-Security-Header:
fldrybngmzqj5loposddd5p98z886jp9"

@ Replace <ip-ranges> with a JSON array of CIDR ranges; for example:

["1.2.3.4/32", "2.3.2.1/32"]

v Show response

[

"enabled": true, )
"ipRanges": [
"1,2.3.4/32", @
"2.3.2.1/32" @
1,
"requestId": "ag-gdyuPUKD", 3
"requestStatus": "PENDING" (@

@ The IP ruleset is active.

@ The IP ruleset contains two rules. Requests from a third-party service
must originate from an IP address in one of the specified CIDR ranges to

be classed as a valid request.

(® The update to the IP ruleset was assigned a requestId of "ag-
gdyuPUKD".

(@ The update to the IP ruleset is not yet synchronized with the
environment'’s load balancer.

c. An asynchronous process automatically updates the IP ruleset in the
environment’s load balancer.

To check when the asynchronous process has completed, follow the
instructions in step 3c using the /environment/proxy—-connect/ip-rules
endpoint instead of the /environment/proxy—-connect/header-rules

endpoint.



Deactivate rulesets

To deactivate rulesets, follow the instructions in Create or update rulesets with the

following changes:

e Instep 4b, use the payload ——data '{"enabled":

deactivate the header ruleset.

e In step 5b, use the payload —-data '{"enabled":

deactivate the IP ruleset.
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